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1. O0o3HaYeHHUS U COKPALLEHUSA
NCTI/Ia — nadopmaImorHas cucTeMa MepCOHATBHBIX TaHHBIX
K3 — konTponupyemas 30Ha
HJIB — HenexmapupoBaHHbIE BO3MOXKHOCTHU
HCJI — HecaHKIIMOHUPOBAHHBINA JOCTYII
OBII/In — oOecrnieyeHne 6€30MaCHOCTH MEPCOHAIBHBIX TAHHBIX
I1/IH — nepcoHanbHbIC TaHHBIE
I1O — nporpamMmMmHOE obecrieueHne
CBT — cpeacTBO BBIYMCIHUTEIBHON TEXHUKU
C3U — cpencTBo 3amuThl HHPOpMaUU
TKYU — TexHnueckuil kaHaa yTeuku nH(popManuu

YBII1H — yrpo3bl 6€301aCHOCTH MePCOHATBHBIX JTAHHBIX



2. TepMuHBI U onIpee/IeHUs

B HacrosmemM JOKyMEHTE HCIIOIb3YIOTCA CIEAYIOINE TEPMUHBI U UX OIPEIEICHU:
biiokupoBaHue TNeEpPCOHANBHBIX JAAHHBIX — BPEMEHHOE TNpeKpaiieHne coopa,
CUCTEMAaTU3AllMM, HAKOIUICHUS, HCIOJIb30BaHUA, PACIPOCTPAHEHHUs, IEPCOHAIBHBIX
JAHHBIX, B TOM YUCJIE UX NIEPEAAYN.
Bupyc (koMnboOTEepHbIH, MPOrPaMMHBIN) — UCIOJHAEMBIA NPOrPaMMHBINA KOJ WA
UHTEPIIPETUPYEMBII Habop WHCTPYKIIUM, oOJaarouit CBOMCTBaMU
HECAaHKIIMOHMPOBAHHOTO PAaCHpPOCTpPaHEHHs] W camoBocnpousBeneHus. Co3aaHHbIE
OyOnuKaThl KOMIIBIOTEPHOTO BHUpYyCa HE BCEr/Ia COBNAJAIOT C OPUTMHAIOM, HO
COXPAaHSIOT CHOCOOHOCTB K JaJIbHEUILIEMY pacIpoCTpaHEHUIO u
CaMOBOCIIPOU3BECHUIO.
Bpenonocnas mnporpamMma — mporpamma, INpEIHAa3HAy€HHas Il OCYILECTBIICHUS
HECaHKIIMOHMPOBAHHOTO JOCTYIA U (WJIM) BO3JAEHCTBUA HA EPCOHAIbHBIEC TaHHbBIE WU
pecypchl ”HPOPMALIMOHHON CUCTEMBI MIEPCOHAIBHBIX JAHHBIX.
JlocTynn B ONEPAlMOHHYI0 Cpedy KOMINbITepa (MH(POPMALMOHHON CHCTEMbI
NePCOHAJIBHBIX [JaHHBIX) — TIOJyYEHHWE BO3MOXKHOCTH 3aIlyCKa Ha BBIIIOJIHEHUE
IITaTHBIX KOMaHJ, (YHKUUH, MpOLEAYp ONEPalMOHHOM CHUCTEMBbl (YHUUTOXKEHHUS,

KOMUPOBAHUS, IEPEMEIICHUS U T.I1.), UCTIOTHAEMBIX (DailJIOB IPUKIATHBIX TPOTPAMM.

HMoctyn k uHpoOpManMu — BO3MOXHOCTh MOJy4YeHHUS HUHopMamuu © ee
UCIIOJIb30BaHUS.
3ammmaemass  uHpopmanuss —  uHbopMmamus,  SABIAOMIAACS — MPEIMETOM

COOCTBEHHOCTH U MOAJIeXkAlllas 3alUTe B COOTBETCTBUU C TPEOOBAHUSMHU MPAaBOBBIX
JOKYMEHTOB WJIM TPEOOBAHUSIMH, YCTaHABIMBAEMbIMH COOCTBEHHUKOM MH(pOpMaLUy.
NnenTndukanus — npucBoeHrue cyObeKTaM U 00BbEKTaM JOCTyNa UACHTUPUKATOpa U
(uM) CcpaBHEHHME NPEIBIBISIEMOr0 HACHTU(UKATOpPA C TMEpPEeYHEM MPHUCBOCHHBIX
UACHTU(UKATOPOB.

NudopmaTuBHBIE  CHIHAJT  —  JJIGKTPUYECKUE  CHUTHAJbl,  aKyCTHYECKHUE,
AIIEKTPOMAarHUTHBIE W JApyrue (u3MYecKue MoJisi, MO MapaMerpamM KOTOPBIX MOXKET
ObITb packpbeiTa KOH(UAEHIMATbHAS HHPoOpManug (NMEPCOHANIBHBIE JIaHHBIE),

oOpabaTpiBaemasi B ”HGOPMAIIMOHHON CUCTEME TIEPCOHATBHBIX JaHHBIX.



NudopmanuonHas cucreMa NePCOHANBbHBIX JaHHBIX — 3T0 UH(OpPMaIMOHHAS
CUCTEMa, TPEJCTaBIAOMAas CcO0OM  COBOKYIMHOCTh  IMEPCOHANbHBIX  JIAHHBIX,
cojepkammxcs B 0a3e JaHHBIX, a TaKke HHPOPMAIMOHHBIX TEXHOJOTHHA U
TEXHUYECKUX CPEJICTB, MO3BOJISIONIMX OCYIIECTBIATh 00pabOTKY TaKUX IMEPCOHATBHBIX
JTAHHBIX C MCIOJB30BAHUEM CPEJCTB aBTOMATH3AIlMU WK 0€3 UCIOJIb30BAaHUSI TaKUX
CPEICTB.

NudopmanuonHble TEXHOJOTHMU — TMPOIECCHl, METOAbl MOMCKA, cOOpa, XpaHEHUs,
00paboTKHM, TPEIOCTABICHHUS, pPACTPOCTpaHCHHWs HWHGOPMAMK W CHOCOOBI
OCYIIECTBJICHUS TAKUX TPOLIECCOB U METOJIOB.

HcTounuk yrpo3sl 6e3onacHocT MHGOPMANUN — CYOBEKT JIOCTYIa, MAaTEPUATIbHBIN
OOBEKT WM (U3NYECKOE SIBJICHHE, SBIIAIOMIMECS MPUYUHON BO3HUKHOBEHUS yTPO3BI
6e30macHOCTH UH(POPMAIIUH.

KonTposmpyemassi 30Ha — 3TO TPOCTPAHCTBO, B KOTOPOM  HCKIIFOUEHO
HEKOHTPOJIUPYEeMOE TIpeObIBaHHE COTPYAHHKOB M TIOCETUTENEW omeparopa H
MOCTOPOHHMX TPAHCIOPTHBIX, TEXHUYECKUX U MHBIX MaTePUATIBHBIX CPEJICTB.
KonduaeHunaabHOCTh MEePCOHAIBHBIX JAHHBIX — 00s3aTETbHOE I COOIOACHHUS
OMepaTopoOM WJIM HHBIM TMOJIYYUBIIUM JOCTYIl K TEPCOHAIBHBIM JIAHHBIM JIUIIOM
TpeOOBaHME HE JOMYyCKaTh WX pacrnpocTpaHeHus 0Oe3 cormacus CyObekTa
MEPCOHANBHBIX JaHHBIX UM HAJTMYHSI MHOTO 3aKOHHOTO OCHOBAHUSI.

Me:xceTeBoil 3KpaH — JIOKaJbHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIIMOHAIBHO-
pacrpenieieHHoe TporpaMMHoe (TIporpaMMHO-anmapaTHOE) CPeACTBO (KOMILIEKC),
peau3yroliee KOHTpOJdb 3a HH(pOpMaiueil, mnocrynaromei B HHPOPMALMOHHYIO
CUCTEMY MEPCOHATBHBIX JAHHBIX U (WUJTN) BBIXOMASIIEH U3 MHPOPMAIIMOHHON CUCTEMBI.
Hapymureas 0e30MacHOCTH NEPCOHANBHBIX [JaHHBIX — (U3NYECKOE JIHIIO,
CIlydailHO WJIM TMpeIHaMEpPEeHHO COBEpIIaioliee JCHCTBUS, CIEICTBUEM KOTOPBIX
ABJISIETCSl HapylleHHWe O€30MacHOCTH MEPCOHANBHBIX [aHHBIX MpU HMX 00paboTKe
TEXHUYECKUMHU CPEICTBAMHU B HH(OPMAITMOHHBIX CHCTEMaX MePCOHAIBHBIX TAHHBIX.
HenexksapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAIBHBIE BO3MOXHOCTH CPEJICTB
BBIUMCIIUTENIFHOW TEXHUKH, HE OMUCAHHBIC WM HE COOTBETCTBYIOIIME OMHMCAHHBIM B

JOKYMCHTAIUU, Ipu HCIIOJIB30BaHHUHN KOTOPBIX BO3MOZKHO HapyloIcHHue



KOH()UICHIIMATBHOCTH,  JOCTYIMHOCTH WM  IEJOCTHOCTH  oOpabaThiBaeMoit
uHpopMmarmm.

HecaHKUMOHUPOBAHHBIN 10CTYNl (HECAHKUMOHUPOBAHHbIE ACMCTBHUSA) — JOCTYII K
uHbopMalu WA JeHUCTBUS C HH(OpMaluen, OCYIIECTBISEMbIE C HapYyIICHUEM
YCTAHOBJICHHBIX MpaB U (WJIM) MpaBUJI IOCTyIa K MH(DOpMAIMU WK ACHCTBUMN C HEH C
MPUMEHEHUEM INTATHBIX CPEACTB HWH(GOPMAIIMOHHOW CHCTEMBI WM  CPEICTB,
AHAJIOTUYHBIX UM [0 CBOMM (PYHKIMOHAJIBHOMY MpEAHA3HAYCHUIO M TEXHHUYECKUM
XapaKTEPUCTHKAM.

Hocurenbs unpopmanum — ¢Guznyueckoe JUIO0 WU MaTEpUAbHBIA OOBEKT, B TOM
yucie (GU3NYecKoe moJie, B KOTOPOM HH(GOpMAIUs HAXOAUT CBOE OTPAKEHUE B BUJC
CHUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUN U MPOIIECCOB, KOJTMUYESCTBECHHBIX
XapaKTEPUCTUK (PU3UUECKUX BEIUUYHMH.

O0padoTka MEepPCOHAJBHBIX JAHHBIX — JEHUCTBUS (OMepaluu) ¢ MepCOHATLHBIMU
JTAHHBIMH, BKJIIOYash cOOp, CHCTEMaTH3alldi0, HAKOIUICHWE, XpaHEHWEe, YTOYHCHHE
(oOHOBJIEHME, WM3MEHEHME), WCIOJIb30BaHUE, pacHpocTpaHeHue (B TOM 4YHUCIE
nepenavy), 00e3nMuuuBaHue, OJIOKMPOBAHUE, YHUUTOKEHHUE MEPCOHAIBHBIX JaHHBIX.
OmnepaTop — rocyIapCTBEHHBIM OpraH, MYHUIIMITAJLHBIA OpraH, IOPUANYECKOE WU
dusznyueckoe NMIO, OpraHusyionme W (WIM) OCYHISCTBISIIOIME  00pabdOTKy
MIEPCOHANIBHBIX JTAaHHBIX, a TAKXKE OMPENCISIIONINE I M COoJepKaHue 00padOTKH
MIEPCOHANIBHBIX JTAHHBIX.

IlepexBar (uHpopManmuM) — HENpPaBOMEPHOE MOJyuyeHHe HMHPOPMAIMU C
MCIIOJIb30BAHUEM TEXHUYECKOTO CPEICTBA, OCYIIECTRIISIIOIIETO OOHApYKEHHUE, TIPUEM U
00paboTKy MH(POPMATUBHBIX CUTHAJIOB.

[TepconanbHbIe MaHHBIC — 00 WH(POPMAIUS, OTHOCSIIASICS K OMPEASICHHOMY WU
ompenensieMoMy Ha OCHOBAaHWW TakoW uWH(opManuu ¢Gu3nueckoMmy JHUIy (CyOBeKTy
NIEPCOHAJILHBIX JIaHHBIX), B TOM YHCJE €ro (haMuivs, UMs, OTYECTBO, JaTa U MECTO
POXKJIICHUS, aJipec, CEMEHOE, CoIMaabHOE, UMYIICCTBEHHOE TTOJIOKEHUE, 00pa30BaHue,
npodeccusi, T0X0bl, Ipyrast nHbOpMaIIHs.

ITo6ouHbIE 3JIeKTPOMATHUTHBIE M3JIYYeHHSI W HABOJAKHM — DJJICKTPOMArHUTHBIC
U3IIy9CHHUS TEXHUYECKHX CPEACTB  00pabOTKM  3amminaeMord  uH(opmaIuwu,

BO3HHKAIOIINC KaK 1MOOOYHOE SIBJICHHE W BBI3BaHHBIE QICKTPUYCCKHUMH CHUTHAJIAMHU,



NEUCTBYIOIIMMUA B  HUX  DJEKTPUYECKUX U  MArHUTHBIX ILEMAX, a Takke
AJEKTPOMArHWTHBIE HABOAKA JTUX CUTHAJOB HAa TOKONPOBOMSIIME JIMHUU,
KOHCTPYKIIUH U LENH MUTaHUS.

IMoab3oBaresb UHPOPMANMUOHHON CHCTEMbI MEPCOHAIBHBIX MaHHBIX — JIUIIO,
y4acTByIolee B (PYHKUIMOHUPOBAHUM HH(POPMAIIMOHHON CHUCTEMBI IEPCOHATBHBIX
JaHHBIX WM UCTIONB3YIOIIee PEe3yIbTaThl €€ (PYHKIIMOHUPOBAHUSI.

IIpaBuia pasrpaHuM4YeHHusi JOCTYNA — COBOKYIHOCThb IPAaBUJI, PETIAMEHTHUPYIOIINX
mpaBa JI0CTyIa CyObEeKTOB JOCTyIa K 00BEKTaM JIOCTYyTIA.

IIporpaMmmHuasi 3akjajika — CKpPBITHO BHECEHHBI B NPOrpaMMHOE oOecreyeHue
(GYHKIMOHATBHBIA OOBEKT, KOTOPBHIA TMPU OINPEACIICHHBIX YCIOBUSAX CIIOCOOEH
o0ecreynTh HECAaHKUMOHUPOBAHHOE MpOrpaMMHOE Bo3zeiicTBue. IIporpammHuas
3aKiaJKka MOXKET OBITh pealn3oBaHa B BHJAEC BPEIOHOCHOM MPOrpaMMbl HWIH
IIPOTPAMMHOT0 KOJa.

IIporpammHoe (mporpaMmmMHO-MaTeMaTH4YeCKoe) BO3/IeliCTBHE —
HECAaHKIIMOHUPOBAHHOE BO3JICICTBUE Ha  pecypchl aBTOMATH3UPOBAHHOMN
MH()OPMAIIMOHHOW CHUCTEMBI, OCYILECTBIIIEMOE C MCIOJb30BAHUEM BPEIOHOCHBIX
IPOrpaMM.

Pecypc wundopMAUMOHHOM CHCTEMbl — WMEHOBAHHBIM 3JJIEMEHT CHCTEMHOTO,
MPUKIAAHOTO WM allapaTHOro odecreyeHus: (PyHKIMOHUPOBAHUS UH(POPMALIMOHHON
CUCTEMBI.

CpeacrBa BBIYUCJIUTEIbHOM TEXHHKH — COBOKYMHOCTh MPOTPAaMMHBIX U
TEXHUYECKUX DJIIEMEHTOB CHUCTEM OOpaOOTKU JaHHBIX, CIIOCOOHBIX (YHKIIMOHUPOBATH
CaMOCTOSTENIBHO WM B COCTAaBE IPYTUX CHUCTEM.

Cy0bekT pgoctyma (cy0ObeKT) — JMIO WM TMPOLECC, JEHUCTBUS KOTOPOTO
perIaMEeHTUPYIOTCS PABUJIaMU Pa3TPaHUYCHHUS JOCTYIIA.

TexHuyecKue cpeacTBa UH(MOPMANMOHHON CUCTEMbI MEPCOHAJBHBIX AAHHBIX —
CpeACTBa BBIYMCIUTEIHHON TEXHUKH, UH(POPMAIIMOHHO-BBIYUCIUTEIbHBIE KOMIIJIECKCHI
U CETH, CPEACTBA U CUCTEMBI Mepeavn, mpruemMa u 00paboTKU MEePCOHATBHBIX JTaHHBIX
(cpenctBa M CHUCTEMBl 3BYKO3alMCH, 3BYKOYCWJICHHS, 3BYKOBOCHPOHU3BEICHMS,
MIEPErOBOPHBIE W TEJIIEBU3HOHHBIE  YCTPOMCTBA, CPEACTBA  M3TOTOBJIEHUS,

TUPAKUPOBAHUS JIOKYMEHTOB U JAPYTHE€ TEXHUYECKHUE CpeACTBAa 0OpabOTKH peueBOM,



rpaduyeckoil, Buneo- u OykBeHHO-1IM(POBON MHPOPMAIUH), IPOTPAMMHBIE CPEACTBA
(omepanMoOHHbIE CUCTEMBI, CUCTEMBI YyINpaBlieHUs 0a3zaMu JaHHBIX U T.II.), CPEACTBA
3aIUThl HHPOPMALIUH.

TexHnyeckuii KaHaJ yTe4KH HH(POPMALMHU — COBOKYITHOCTh HOCUTEISI MH(GOpMAIIIH
(cpenctBa 00pabOTKHM), (PU3MUECKON Ccpeabl paclpocTpaHeHUs HHOOPMATUBHOTO
CUTHaJa U CPEJICTB, KOTOPBHIMU JOOBIBAETCS 3allUIIaeMas HH(GOpMaIus.

¥Yrpo3bl 0e30aCHOCTH NEPCOHAJBHBIX JAHHBIX — COBOKYIHOCTh YCIOBUH U
(akTOpOB, CO3AAIOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE CIy4YailHOTO,
J0CTyna K TIEPCOHAJBHBIM JAaHHBIM, PE3YJbTATOM KOTOPOTO MOXET CTaTh
YHUUYTOXEHUE, U3MEHEHHE, OJIOKUPOBAaHUE, KOMHMPOBAHHE, PACIPOCTPAHEHHE
MEPCOHANBHBIX JAaHHBIX, a TAK)K€ WHBIX HECAHKI[MOHWPOBAHHBIX IEHCTBUM TpH HX
00paboTke B MH(POPMAIIMOHHOHN CUCTEME NEPCOHAIBHBIX JaHHbIX.

YHUYTOXKEHHEe TMEePCOHAJBHBIX JAaHHbIX — JCHCTBHS, B pE3yJIbTaTe KOTOPHIX
HEBO3MO)XHO BOCCTAHOBHUTH COJACPKAHHME MEPCOHATBHBIX JaHHBIX B MH(OPMAIIMOHHON
CUCTEME IE€PCOHANBHBIX JaHHBIX WM B PE3yJbTaTe KOTOPHIX YHHUUYTOXKAOTCS
MaTepHuaaIbHble HOCUTEIH MEPCOHATBHBIX TAHHBIX.

Yreuka (Bammmaemoil) wuHOpMANMM MO0 TEeXHHYECKMM  KaHaJaM  —
HEKOHTPOJIUPYEMOE paclpocTpaHeHre HWHGOPMAlMU OT HOCHUTENS 3allMIacMon
uHpopmanuu  yepe3  (pu3MUYECKyl0O  cpeay 10  TEXHUYECKOTO  CpEiCTBa,
OCYILIECTBIISIOLIETO MepexBaT UH(POpMAaLIHH.

Ys3BUMOCTh — HEKas Cci1aboCTh, KOTOPYIO MOXKHO HCIIOJIb30BAaTh JJIsl HAPYIICHUS
CUCTEMBI WJIM COJIepKaIIeiics B Hell mHGOpMAIIHH.

HenocTtHocTh MHGOPMAIMH — COCTOSIHUE MH(POPMAIMH, IPU KOTOPOM OTCYTCTBYET
ar000e ee M3MEHEHHE JIMO0 W3MEHEHHE OCYIIECTBISETCS TOJBKO MpeIHAMEPEHHO

CyOBeKTaMH, UMEIOIITUMHU Ha HETO TIPABO.



3. HopmaTuBHBIE CCHLIKHM

[Ipu dopmupoBannm HacTosmern Mongenu yrpo3 Oe3omacHOCTH HHPOPMAIUH
UCIIOJI30BAINCH CIIEAYIOIINE HOPMATUBHO-TIPABOBBIE IOKYMEHTHI:

—  ®epaepanbHbiii 3ak0H oT 27 urons 2006 roga Ne 149-D3 «O6 unbopmMaIimoHHbIX
TEXHOJIOTHSIX U O 3aIUTe HHPOPMAIIUN»;

—  @epepanbHbiii 3ak0H 0T 27 mrons 2006 roga Ne 152-D3  «O nepcoHaIbHBIX
TaHHBIX»;

— IlocTranoBnenue [IpaBuTenbcTBa Poccuiickoiu denepannun
ot 1 HosiOpst 2012 roma Ne 1119 «O06 yTBepkaeHnn TpeOOBaHUI K 3aIIUTE TEPCOHATBHBIX
JAHHBIX TIPH X 00paboTKe B MHGOPMAIIMOHHBIX CHCTEMAaX MEPCOHATBHBIX JTaHHBIX);

— bazoBas wmonens yrpo3 0€30MaCHOCTH TEPCOHANBHBIX JAHHBIX TIPU  HX
o0paboTke B WHGOPMAINMOHHBIX CHCTEMax TIEPCOHATLHBIX JaHHBIX, YTBEPKIACHHAsS
3amectuteneM aupekropa DCTIOK Poccun 15 derpans 2008 rona;

— Meroauka omnpegeneHusi akTyaJdbHBIX YIrpo3 O€30MacHOCTH TMEePCOHATBHBIX
JAaHHBIX TP HX 00paboTKe B WH(GOPMAITMOHHBIX CHCTEMaX IEPCOHABHBIX JaHHBIX,
yTBepkaeHHas 3amectuternem aupekropa ®CTIK Poccun 14 deBpans 2008 rona;

— bank gamnbix yrpo3 Oe3zomacHoctr  uH@popMmanuu < DPCTIK  Poccun

(http://bdu.fstec.ru);



http://bdu.fstec.ru/

4. O0mme NoJI0KEeHUs

WNudopmanimonHasi cucremMa nepcoHanbHbIX AaHHbIX (nanee — MCJIH) mpenHasHaueHa
st popMupoBaHusi, 00paOOTKU, XpaHEHUS W TPEOCTaBICHUS JAaHHBIX O paboTe
corpynaukoB u oOyuatomuxcs ['AIIOY «llegkomnemx» 1. Opcka B pamkax
OTHOIIECHUH, yKazaHHbIX B ®enepansHom 3akoHe oT 09.02.2009  Ne 8-d3 «O6
o0ecreueHnn JT0CTyna K MHPOPMALMUA O JIESITEIIbHOCTH IOCYJapCTBEHHBIX OPTaHOB U
OpraHOB MECTHOT'O CAMOYIIPABICHUS.

B cooTBercTBUM € aKTOM ONPENEIICHUS YPOBHS 3aIUIIEHHOCTH MEPCOHANBHBIX
nanubeix UCIIIH umeet 4 ypoBeHb 3alllUIEHHOCTH MEPCOHANBHBIX JaHHBIX (Y3 4).

B UCTI/IH moryT 00pabaThiBaThCs CAEAYIONIUE TEPCOHATBHBIE JaHHBIE:

dbamMumnusi, uMsi, OTYECTBO;

MECTO, TOJI, JaTa POKICHHUS;

azipec MPOKUBAHMUS;

aZpeC JIEKTPOHHOM MOYTHI;

cBeJieHHs1 00 00pa30BaHNM;

CBEJICHUS O TPYJAOBOU ESITEIHHOCTH;

CBEJICHUS O TPYJOBOM CTaXKe;

TeneOHHBIA HOMED;

CEeMEHHOE TI0JIOKCHHE,

JTAaHHBIE O HArpajax, MeJajsX, MOOIMIPEHUSX, TOYETHBIX 3BAHUSIX;

B cootBerctBUM co ctatheil 19 ®enepanbHoro 3akoHa ot 27 wurwois 2006 roma
No 152-®3  «O nmepcoHanbHbIX  naHHbIX», omneparop MUCIIJlm npu o6paboTke
MEePCOHANIbHBIX JMaHHBIX (manee - [1JIH) o0s3aH mMpUHUMATH MPABOBBIE, OPTAHU3AIMOHHBIC
M TEXHUYECKHEe Mephl WiIM obecrneunBarh WX mpuHAthe g 3amutel [IJa ot
HEMPaBOMEPHOTO WJIM CIy4aHOTO JOCTyla K HHUM, YHUYTOXXEHUSA, W3MEHEHMS,
OJIOKMpOBaHUsA, TpeoCTaBieHus, pacnpoctpanenuss [I/lH, a Takke OT WHBIX
HEMpaBOMEPHBIX JeicTBUi B oTHoumieHUWW [IJIH. Meponpustus no oOecrneyeHutro
6e3onacnoctu [1JIn npu ux obpadotke B UCII/IH BKiItOYaIOT B ceOs onpeiesieHue yrpos
6e3omnacHoctu [1J1H npu ux 06padboTke u hopmupoBanue Mojenun yrpos.

Mogens  yrpo3  COAEpXKUT  JaHHbIE 1O  yrpo3aMm,  CBSI3aHHBIM  C
HECAHKIIMOHUPOBAHHBIM, B TOM 4ucie ciaydaiiHbiM, goctynoM B HCIIIH ¢ wmensio
W3MCHCHUS, HEMPaBOMEPHOTO pacCIpoCTpaHEeHUs WH(POPMAIMA WU JECTPYKTHBHBIX
BosnerictBuii Ha onmeMeHThl MCIIJ[H u oOpabGarbiBaeMblx B HUX HHPOPMAIUHA C
WCIIOJIb30BAaHUEM TIPOTPAMMHBIX ¥ MPOTPAMMHO-ANMapaTHBIX CPEACTB C  IEJBIO
YHUYTOXKEHUS WU OJIOKMPOBAHUS 3aIIUIIIAEMON HH(POPMAIIUH.

B Mogenun yrpo3 mnpeacraBlieHa OIEHKAa HCXOJHOTO YPOBHS 3alllMIIIEHHOCTH
3amuIiaeMoi THGOpMaIHH, a TAKKE aHaJIu3 yrpo3 0€30MacCHOCTH HH(POPMAIIUH.

AHanu3 yrpo3 6€30macHOCTH HH(POPMAIIMH BKIIOYAET:

OMHCaHue yIrpo3;



OLICHKY BEPOSTHOCTH BO3HUKHOBEHHUS YTPO3;

OLICHKY PEAIN3yEMOCTH yIpO3;

OLICHKY OIIACHOCTH yTPO3;

ONPENIECIICHUE AKTYaIbHOCTH yIPO3.

K wundopmarnmonnsim pecypcam MCII[IH ocymiecTBisieTcsl yOaleHHBIH JOCTYM
COTPYJHUKOB APYTUX OpraHU3aluii 10 HE3AIUIIIEHHOMY KaHally CBSI3H.

Mopnenb yrpo3 MOXeT ObITh IEPEeCMOTPEHA:

no pemenuto Baaaenbia MCIIIH Ha OCHOBE MNEPUOAUYECKH IMPOBOAUMBIX UM
aHaiM3a M OLEHKM Yyrpo3 0OE30MacHOCTH 3allyIaeMoil uHGOpMaIMd C Yy4eToM
ocoOeHHocTel u (mn) u3menenuit nanaoit UCIIH;

B ciryuae mojaepHuzainuu MCITH;

B ciyuyae usMmeHenus: macmradba MCII/x wim 3HaunMoctu 0OpabaThiBaeMoil B Heil
uHpopMaImy;

Mo pe3yJbTaTaM MEPONPHUSATUA IO KOHTPOJIIO 3a BBINOJHEHUEM TPEOOBaHUN K
oOecrieyeHunto 0e30MacHOCTH 3amuniaeMoil nHpopManuu mpu e€ oopadotke B UCII/IH;

B Cllyda€ BO3HHMKHOBEHUs (OOHapyX€HHUs) HOBBIX YA3BUMOCTEH M  Yrpo3
0e30macHOCTH UH(POpMaALUK;

B ciydae OOHapyXE€HUs HOBBIX YIpO3 BHECEHHBIX B OaHK JIaHHBIX YIpPo3
oe3omacHoctr nHpopmanuu, chopmupoBanubiii PCTOK Poccun (http://bdu.fstec.ru);

U3MEHEHHUsT TpeOoBaHUM 3akoHoAarenbcTBa Poccuiickorr denepanuu B 001acTH
3alUThl MH(OpMAIMU, HOPMATHUBHO-TIPABOBBIX AKTOB W METOJUYECKUX JOKYMEHTOB,
PETYIUPYIONIUX 3alUTy UHPOPMAIIUH.



http://bdu.fstec.ru/

5. Onmucanme HHGpOPMALMOHHOM CHCTEMbI U 0Cco0eHHOCTEeH eé
GyHKUMOHUPOBAHUA

NCTI/Ix BkimroyaeT B ce0si COBOKYMHOCTh COJeprKalieiicss B 0a3e JaHHBIX WH(OpMaLUU U
o0ecreunBalOIUX €€ O00pabOTKy C TMOMOIIbI0 HH(DOPMALMOHHBIX TEXHOJIOTUH U
TEXHUYECKUX CPEJICTB, COOTBETCTBYIOIIMX JACHCTBYIONIEMY 3aKOHOIATEIHCTRY.

HUCIIIn oOecrieuuBaer (QOpMUpPOBaHUE, aBTOMATU3UPOBAHHYIO 00pabOTKY,
XpaHEHHE M TPENOCTaBIEHUE JaHHBIX O JeATeNbHOCTH coTpyaHukoB ['AIIOY
«Ilenxomnemx» r. Opcka.

NCII/IH conepxur:

uHCTpYyKIuH 1o padote ¢ UCIT/IH;

uHdopMaIuIo 0 TIaHUpyeMbIX niepepbiBax B padote UCII/IH;

UHYI0 UHGOpMAIUIO, pa3MEIeHHe KOTOPO HE MPOTUBOPEUYHUT 3aKOHOIATEIHCTBY
Poccutickon ®@enepanumn.

[Tapametper UCIIIH, conepxamme [1/H, onpeaensronme ypoBeHs 3amuiieHHoctu [1/1x
NpUBEAEHBI B Ta0MIE 1.

Tabmuma 1

[Moaxmtouenue MC k cetsim obmiero
MOJIb30BaHMs U (MJIK) ceTsIM MexayHapoaHoro | Mmeercs
MH(OPMAIIMOHHOTO 0OMEHa
PexxuMm pasrpannueHus mnpas J0CTyma

pastpar paB 0Ly He umeercs
M0JIb30BaTENICH
Kareropus I/, o6pabaTtsiBacmbix B UC WNHble kaTeropuun
Kareropun cyonexToB I1/1H, o6padateiBaeMbix B| CyOBEKTHI,
nC HE SIBJIIIOTCS] COTPYIHUKAMU
O6bem [1]IH, o6pabaTsiBaecmbix B UC Memnee 100 000 cyObekTOB
Tum yrpo3 ¥Yrpo3sl 3-To THAa

VYposens 3amuiiennoctu [1J[H, oO6padbaThiBae-
MbIX B UCIT/IH

3aganuble XapakTepuctuku 6ezonacHoctu [1J[H | [lenocTHOCTh, JOCTYIMHOCTh

4

B cooTBeTCTBUM € aKTOM OIpPEEIECHUs YPOBHS 3alIUIIEHHOCTH IEPCOHAIBHBIX
JNAHHBIX U UCXOJ U3 BbIIECYKAa3aHHbIX XapakTepucTuk, B MCII/IH ycTtaHOBIIEH 4 ypOBEHB
samuieHHocT [11u (Y34).

Onpenenenue ypoBHs ucxoaHoi 3ammumieHnocty UCII/IH.

[Tox ypoBHEM HMCXOAHOW 3aUIMIIEHHOCTH MOHUMAETCs OOOOIICHHBIA MOKa3aTeb,
3aBUCSIIMN OT TEXHUYECKUX U dKCIUTyaTaMoHHbIX Xapakrepuctuk UCII/IH.

Yposenb ncxognoi 3amuiieHHoctd MCII/IH onpeneneH 3KCIEpTHBIM METOAOM B
COOTBETCTBUM C «MeTOAMKONW oOmpeneieHus] akTyaJlbHbIX yrpo3 0e30MmacHOCTH
NEPCOHANBHBIX JJAHHBIX MPHU UX 00pabOTKe B MHPOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX
naHHbIX» (nanee — Metonuka), yreepxkiaenHo 14.02.2008 r. 3amecturenem JupeKTopa
OCTOK Poccum.



Jns onpeneneHuss ypoBHS WCXOJHOW 3alIMIIEHHOCTH MPOU3BOAUTCS OLIEHKA 3THUX
XapaKTepUCTUK MO TPEM KAueCTBEHHbIM TNoKazaTenasiM: «Bbicokuity, «Cpenuuit» u
«Huszkuiny.

B cootBeTcTBHM ¢ METOIMKON YPOBEHD 3AIIUILEHHOCTH ONPEAEIAETCS CIEAYIOMNM
oOpazom:

1. UC[IIn umeer «BbICOKHID» YpOBEHb HCXOJIHOM 3allMIICHHOCTH, €CIU HE
menee 70% xapakrepuctuk MC cOOTBETCTBYIOT ypOBHIO «BbICOKHIl» (CyMMHpYIOTCS
MOJIOKUTEINIbHBIE PEIICHUS 10 MEPBOMY CTOJIOIY, COOTBETCTBYIOIIEMY BBICOKOMY YPOBHIO
3aIUIIEHHOCTH), & OCTAJIbHbIE — YPOBHIO «CpeaHUiD»;

2. UCIT[Jn umeer «CpemHuit» ypOBEHb HCXOJHOM 3aIlUIIEHHOCTH, €CJIM HE
BBIIIOJIHAIOTCS  ycinoBuA 1o NyHKTY | m He menee 70% xapakrepuctux HMCIIIH
COOTBETCTBYIOT YPOBHIO HE HUkKe «CpellHuii», a octanbHble — « Hu3koMy» ypOBHIO;

3. UCII[In umeer «Hwuskuit» ypoBEeHb HMCXOJHOW 3alUIICHHOCTH, €CIU He
BBIMOJIHAETCS YCJIIOBUSA 110 MMYHKTaM 1 u 2.

1.1.1. ITpu cocTaBieHUU NEPEUHs aKTyaJlbHBIX yrpo3 Oe3omacHoctu I1/IH xaxmon
CTETIEHW  MCXOJHOM  3aIlUIICHHOCTA  CTaBUTCI B  COOTBETCTBHE  YHCIIOBOM
ko3 urmenT(Y 1), a UMEHHO:

BbICOKMH — Y11= 0;

cpeanuit — Y1= 95;

Hu3kui — Y11= 10.

1.1.2. Texunueckue U DKCIUTyaTaliioHHble  Xxapakrtepuctuku  WCIIH,
oTIpeIeIIAIoNTNe YpOBeHb ucxoaHou 3amuieHnoctu UCIIIH, npuBeneHs! B Tabauie 2.

Tabmuma 2

YpoBeHb 3aIUIIIEHHOCTH
Bricokuii ‘ Cpeanuii | Huskuit

XapakrepucTuka

1. TeppuTopuanbHOE pa3MeIICHHE

pacnpenenennas UCII/IH, koTopasi OXBaThIBAET
HECKOJIbKO 00yiacTei, KpaeB, OKPYroB WJIHU - - +
rOCYJIapCTBO B LIEJIOM;

2. Hannumne coeqnHeHns ¢ CETSIMHU OOILETO IT0JIL30BAHUS

NCII/Ia, uMmeromias OJHOTOYEUYHBLIM BBIXOJ B

- + -
CETh OOIIIErO MOJIB30BAHUS

3. BcTpoennsie (neranpHble) onepamuu ¢ 3anucsiMu 0a3 JaHHBIX

YTCHUE, ITOUCK; | + | - | -

4. PazrpanrueHue J0CTymna K JaHHBIM

NCII/IH ¢ OTKPBITBIM JOCTYIIOM ‘ - ‘ - ‘ +
5. Hannune coenunennii ¢ 0azamu ga"HHbIX UHBIX YC

NCII/H, B KOTOpOU HCIIOJIb3YETCS

onHa 6a3a I1JIH, npuHaaiexkaias opranuzauu + - -

— Biaaensity gannon MCITx

6. Yposens 0000menus (o6e3munBanws) [/

ncC, B KOTOpOH MIPEIOCTABIISIEMbIE
MOJb30BATENI0  JAHHBIE  HE  SIBJISIOTCS




00e3TMYeHHBIMHU (T.e. MPUCYTCTBYET
nHbopmarus, MO3BOJIAIOIIAS
uaeHTuguupoBath cyonbekra [1J1H)

7. O6beM JaHHBIX, KOTOPBIE MPEIOCTABIAIOTCS CTOPOHHUM Mosb3oBarensiMm MC 6e3
MpeIBapUTEILHON 00pabOTKH

NCIIIn, npenocTaBisitomas BClo 0a3y JaHHBIX
c [1]1n;

1.2. Cootnomenne xapakrepuctuk MC, COOTBETCTBYIOIIMX pa3HBIM YPOBHSIM
3aIUIICHHOCTH, OTPEIeICHHBIE HA OCHOBAHUU JTaHHBIX TaOIHUIIBI 3!
28.5% xapakrepuctuk UC cOOTBETCTBYIOT 8b1COKOMY YPOBHIO 3aLIUILIEHHOCTH;
14.3% xapaktepuctuk MC cOOTBETCTBYIOT cpedHemy YPOBHIO 3allUIIIEHHOCTH;
57.2% xapakrepuctuk UC COOTBETCTBYIOT HU3KOMY YPOBHIO 3AIIUILIECHHOCTH.
1.3. Ypoenp wucxomuoit 3ammmenHoctd  UC: muszkuir.  Takum  oOpaszom,
Kod(puIMeHT ucxoaHOU 3amuiieHHocT Y1 = 10.
1.4. Bzaumonericteue UCII[IH ¢ npyrumu wHGOPMAIIMOHHBIMUA CHCTEMaMu HE
IIPEAIOIAraeTcsl.



6. Bo3M0O:KHOCTH HapyLIUTe el (MOJe/Ib HAPYIINTEJIA)

Mopnenb HapylmuTesas NpecTaBiseT coO00i aOCTpaKTHOE ONMUCAHUE HapyUIUTENeH
UH(GOPMAIIMOHHONW 0€30MaCHOCTH KaK HCTOYHHUKOB Yrpo3 OE€30MacHOCTH, a TaKke
NPEANoiIokKEeHUss 00 HX BO3MOXHOCTSX, KOTOpPhIE MOTYT OBITh HCHOJB30BaHbl IS
pa3pabOTKH U MPOBEJCHUS aTaK, U OTPAHUYCHUSAX HAa 3TH BO3ZMOXHOCTH.

[enpto mnoctpoeHuss Mojenu HapyWUTENs SBISETCA  ONPEAECICHUE THUIla
BO3MOXXHOTO HapyliuTens 0e30MacHOCTH IMEPCOHATIbHBIX JAaHHBIX IMPHU HX 00paboTke B
NCIIdn.

B kadectBe OOBEKTOB arTak paccMaTpHUBAIOTCS 3aluilaeMas HHpopMaIus,
conyTcTBytomas wuHpopmanus, nporpammHoe obecnedenue HWCIIJH, TexHHuYeckue
cpexncta MCII/IH, noMmenieHre, B KOTOPOM PacloJIOKEHbl TEXHUYECKUE CPEJCTBA.

B 3aBucuMocTH OT WMEIOMMXCS TMpaB JOCTyNa HAPYIIUTEIH MOTYT HMETh
JETUTAMHBIA  (pU3WYECKUl (HEMOCPEACTBEHHBIN) U (WJIM) JIOTHUYECKHH JOCTyN K
KOMITOHEHTaM WH(GOPMAIIMOHHONW CUCTEMBI U (WJIM) coJepKallelcs B HUX HHPOpMaluu
WJIM HE UMETh TaKOTO JIOCTYTA.

C y4yeToM Hamuyus mpaB JOCTyIa U BO3MOXKHOCTEH MO JOCTYIMy K MHGOpMAIUKU U
(W) K KOMIIOHEHTaM HMH()OPMAIMOHHOM CHUCTEMBI PACIIOIOKEHHBIX B KOHTPOJIUPYEMOMH
30He (nanee — K3) Hapymurenu noapaseisioTcs Ha 1Ba TUIIA:

BHEIIIHWE HapymmTenu (Tul 1) — nuia, He uMerolye npasa GU3NIeCKoro J0CTyIa
K TEXHUYECKUM cpeqicTBaM MHGOPMAIMOHHON CUCTEMBI, €€ OTJEIbHbBIM KOMIIOHEHTaM W
peanu3yroue yrposbl 0e30MacHOCTH MHGOPMALMK HK3-32 TpaHUL HUHPOPMALMOHHOMN
CUCTEMBI;

BHyTpeHHHE Hapymmtenu (tun II) — nuua, umeromue npaBo MOCTOSIHHOTO WIIU
Pa30BOr0 JOCTYIA K TEXHUYECKUM CpeICTBaM MH(DPOPMALIMOHHOW CUCTEMBI, €€ OTAEIbHBIM
KOMITOHEHTaM.

[Ipy mocTpoeHUM MOJEIU HAPYIIUTENS] TPUHUMAIIUCH CIEAYIOIINE OTPAaHUYCHUS U
MIPEIIIOJIOKEHHS O XapaKTepe NEMCTBUM HAPYLIUTEIIEH:

HECaHKIIMOHUPOBaHHBIN nocTyn (ganee — HCJl) MokeT OBbITH CIEACTBHEM Kak
CIIy4alHBbIX, TAK U IPEIHAMEPEHHBIX JCUCTBUM;

HapyIlIUTENb, TUIAHUPYS aTaKh, CKPhIBAET CBOM HECAHKIIMOHUPOBAHHBIE JIEHCTBUS
OT JIM1I, KOHTPOJIMPYIOIIUX COOJII0/IeHNE Mep Oe30MMacHOCTH;

MpoBeJieHHe padboT 1Mo pa3pabdoTKe, CO3JaHHUI0 CIOCOOOB M CPEACTB arak B
OpraHu3alusX, CIEeHHATU3UPYIONIUXCS B 0o0sacTu pa3pabotku u ananmuza 110, C3U u
CK3MU, ne sBnsiercsa 1enecooOpa3HbIM Uil HAPYIIUTENIEH C Y4ETOM BBICOKOM CTOMMOCTH
pa3pabOTKU U co3AaHUs CIOCOOOB M CPEACTB aTak, KOTOPbIA B UTOTE MOXKET HAHECTH
HE3HAuMTeNbHbIC HeratuBHbIe nocienctBus kak mais MCIIJH u conmepxkaieiica B HEH
uHpopmanuu, Tak u aisa cyobekTon [1[H.

B tabnuie 3 nmpeacrasinensl noreHnuranbubie HapymuTenu MCI/Ix.



Tabmuma 3

Tun HapymmTess
- Bo3Mo:xHbIe e (MOTHBaNMsI) peajJn3alum yrpo3 YcaoBHoe
Cyo0bekT . Buyrpennnii
Buemnnii (1) (1) 0e3onacHocTH MHGpoOpManUU 0o003HaUYeHHe
CrneunanbHbIe CITY>KOBI + Jluckpenurtanus WiIM JecTabuin3anus JesTeIbHOCTH Hapviurens |
MHOCTPAHHBIX TOCYJAAPCTB opraHa rocyJapCcTBeHHOM BJacTH cyobekTa PO Py
[IpyunHenne  WMMYIIECTBEHHOTO  yilepbda  MyTeMm
[IpecTynHbie (xakepcKue) + MOMICHHMMECTBA WA MHBIM MPECTYMHBIM MYTEM. | 0o o
TPYIIIbI BrisiBineHne ysS3BUMOCTEN C LEJNBIO MX JaJbHEUIIECH Py
MIPOJIAYKU U MOTyYeHHUs (UHAHCOBOMN BBITOJIBI
WUneonornyeckne  WiId  TOJUTHYECKAE  MOTHUBBIL.
[IpyunHeHne  KMMYIIECTBEHHOTO epba  myreMm
®u3nyuecKoe 1L, He P i YIep yr
MOIIICHHUYECTBA WJIM HWHBIM TPECTYNHBIM IIYyTEM.
ABIATOMECE CILYIAILHIM + JIroOomBITCTBO ~ WAW  JKelaHWe  camopeanu3anuu | Ha UTEIb 3
I'AIIOY «llenxommemx» I. p pymt
Oncka (monTBepIKIEHUE CTAaTyCa).
p BrisiBneHne ys3BUMOCTEH C LEJNbIO HUX JaJbHEHIIEH
MIPOJIAYKU U MOTyYeHHUs (UHAHCOBOMN BBITOJIBI
Buenpenne — AOMOMHUTENBHBIX  (PYHKIIMOHAIBHBIX
BO3MOXXHOCTEH B MpOTpaMMHOE OOECIeUYCHHE WU
Pazpabotunku UCIIH u porp
MPOrPpaMMHO-TEXHUYECKUE  CpEJCTBA  Ha  DJTare
MIPOTPaMMHOTO
pa3paboTKH.
oOecrieyeHus + - Hapymmrens 4
[IpuunHeHne uMyniecTBEHHOTo yiep0a myrem oOMaHa
(oGecreunBaroIye
WJIH 3JI0yTIOTPEOICHHS TOBEPHEM.
TEXHUYECKYIO MOJIEPIKKY)
Henpennamepennsie, HEOCTOPOKHBIC W
HEKBaTu(UIIMPOBAHHBIC ICHCTBUS
JIuua, numeroiue [TpuunHeHne uMyniecTBEHHOTO yiepOa myrem oOMaHa
CaHKITMOHUPOBAHHBIN WIn 37I0ynoTpeOaeHus JIOBEPUEM.
JIOCTYI K CEpBEpaM, Ha HenpennamepeHnnsie, HEOCTOPOKHBIC WIn
KOTOPBIX pa3MelleHa HEKBaJIU(UIIMPOBAHHbBIC JEHCTBUS
PHIX P - + Quivp Hapymurens 5

NCII/IH, Ho HEe nMeroITHe
Jnoctyna K uHbopMauuu
(oOcayxuBaroInn
nepcoHal (oxpaHa,




pabOTHUKHU
aJIMIUHUCTPATUBHO-
X03MCTBEHHBIX CITYK0))

Anmunuctparop UCIIIn

[IpyunHeHne  WMYIIECTBEHHOTO  yiepba  myTeMm
MOIIEHHUYECTBA WM HWHBIM MPECTYNMHBIM MYyTEM.
JIt0OOOMBITCTBO WM JKEJIaHWE  CaMOpeaTn3aluu
(monTBep KaeHUE CTaTyca).

MecTp 3a paHee COBEPIIEHHBIE NEUCTBUS. BpisiBieHue
YSA3BUMOCTEM C UENbI0 HX JNAIBHEUIIEH MPOJAXKH H
MOJTy4YCHUS ¢brHaHCOBOM BBITO/IBI.
Henpeanamepennsie, HEOCTOPOKHBIE 1703071
HEKBATM(UIIUPOBAHHBIC JCHCTBHUS

Hapymmrens 6

AJMUHHUCTpPATOP
0€30MacHOCTH

[IpyunHeHne  WMMYIIECTBEHHOTO  yiiepba  myTeMm
MOIICHHUYECTBA WU UHBIM MPECTYMHBIM ITYTEM.
MecThb 3a paHee COBEpILICHHBIC ICHCTBUS.

BrisiBineHne ysS3BUMOCTEH C LEJNBIO MX JaJbHEUIIECH
NpOAXU ¢ TONy4eHUS  (PUHAHCOBOM  BBITOJIBI.
Henpeanamepennsie, HEOCTOPOKHBIE WA
HEKBATM(UIIUPOBAHHBIC JCHCTBHS

Hapymmrens 7

beiBIIME pabOTHUKHI
(monp30BaTENH)

[IpyynHeHne  WMYIIECTBEHHOTO  yiiepba  myTem
MOIIICHHUYECTBA UM UHBIM MIPECTYIHBIM MyTEM.
MecTb 3a paHee COBEpILICHHbIE JEeHCTBHS

Hapymrens 8




B xauectBe Hapymmreneit nundopmanrontoit 6ezonacnoctu UCIIJIH nmeer
CMBICII pacCMaTpuBaTh MCKIIOYUTEIBHO CYOBEKTOB, TMEPEYUCICHHBIX BBIIIE,
JEHUCTBYIONIUX JUO0 CaMOCTOSATEIbHO, MO0 BCTYMUBIIUX B CTOBOP MEX]Yy COOOM.
Mopnens Hapymmrtens nHbopmarronnoi 6ezonacuoctu MCIIIn ctpouTtcs ucxons
U3 KOHKPETHBIX KaTeropuii CcyOBEKTOB, WX KBaIM(PUKALMUM, TOTEHIUAIa U
MOTHBAIIUU JICHCTBUMH.

Bo3MoxHOCTH Kaxkaoro Hapymwurtens (CyObeKkTa) Mo pealu3ald yrpos
O0e3onacHOCTH HMH(POPMALUUA XapaKTEepU3yIoTcsd ero mnoTeHiuanioM. [loTeHiuman
HApYILIUTENS ONPENEIseTCS KOMIIETEHTHOCTBIO, pecypcaMu | MOTHBAIUEH,
TpeOyeMbIMU Ui peanu3anuu yrpo3 6ezonacHoctu uadopmaruu B UCIIH.

B 3aBucumMocTH OT mnoTeHIMana, TpeOyemMoro [Jisi pealu3alud Yrpos
0e30MacHOCTH  3amuinaeMor uH(popmaruu, obpabateiBaemMori B MCIIH,
HAPYILIUTEIHN MOIPA3ACISIIOTCS Ha:

Hapywmurens, oOnajalmuM  0a30BbIM  (HU3KUM)  [OTEHIUAIOM -
BO3MOYKHOCTH YPOBHSI OJTHOTO YEJIOBEKa, MOAPAa3yMeBaeTCs, YTO JJIS peaTu3aiun
aTak MOTYT MCTOJIb30BaTh HH(GOPMAIIHIO TOJIHKO U3 OOIIETOCTYTHBIX HCTOYHHUKOB,
a TaKXKe MOTyT TIpHoOpeTaTh © HCIOJb30BaTh CIEIUAIbHBIE CPEACTBA
AKCILTyaTalK ySI3BUMOCTEH Ha OECIIaTHOW OCHOBE, HaXOMSIIHECS B CBOOOTHOM

JOCTYIIE;
HapymuTens,  o0JIalalolUM  YCUJICHHBIM  0a30BBIM  (CPEIHUM)
NOTEHIIMAJIOM -  BO3MOXKHOCTHM  YPOBHS ~ TPYMNIbl  JIWI/OPTaHU3AIUH,

MOApPAa3yMEBAETCS, UYTO HMEIOT  BO3MOXKHOCTH  IIPOBOAMTH aHAU3  KOJia
MPUKIAAHOTO MPOTPAMMHOTO OOECIEYEHUs, CaMOCTOSATEILHO HAaXOJUTh B HEM
YSI3BUMOCTH M MCIIOJIb30BAaTh MX, a TaKXKEe MOTYT pa3pabaThIiBaTh U HUCIOIH30BAThH
CIIEUAJIBHBIE CPEJICTBA IKCILTyaTalluu YSI3BUMOCTEM;

HApYUIUTENsl, OOJAJAONIMM BBICOKMM TOTEHIIMAJIIOM - BO3MOKHOCTH
YPOBHSI MPEANPUATUSI/TPYIIIBI MPEANPUATUN/ TOCYAApPCTBA, MPEAonaraeTcsi, 4ro
UMEIOT BO3MOKHOCTh pa3padaThiBaTh U MCIOJIb30BaTh CHELHAIBHBIE CPEICTBA
AKCIUTyaTallMM YSI3BUMOCTEH, & TAKKE€ MOTYT BHOCUTH 3aKJIAJKH B MPOTrPAMMHO-
TEXHUYECKOE O0ECIEeYeHHE CUCTEMbI, MPOBOJAUTH CIELHUAIbHBIE HCCIEIOBAHUA U
MPUMEHSTh CHEIUATN3UPOBAHHBIC CPEJICTBA MMPOHUKHOBEHUS M JOOBIBaHUS
uH(popMauu.

Bo3MmoxHBIE MOTEHUMANBI HAPYIIUTENIEW W COOTBETCTBYIOIIME UM
BO3MOYKHOCTH MPUBENICHBI B IprtokeHr No 1.

Xapaktep u o0ObeM wuH(MOpPMAIUU, XpaHUMOM © o00pabdaTbiBaeMOl B
NCIIOH, aBasieTcs HEAOCTATOYHBIM [IJI1 BO3MOXKHOM MOTHUBAIMU CIIEIYIOLIHUX
HapylIUTeNe K pealu3aluud yrpo3 pa3IMdyHOro TUMa (HampuMmep, YTEUYKH
nH(OpPMAITUU TI0 TEXHUYECKUM KaHaJIaM YTEUYKU UH(HOPMAITIH):

1) BHEIIHUI HApPYIIWTENb C BBICOKHMM TOTCHIMAIIOM - CICIUATBHBIC
CJIy’KObl MHOCTPAaHHBIX TOCYJAapCTB (Hapymurens 1);
2) BHCIIHUIA HAPYIIUTENb CO CPEAHUM TIOTCHIMAJIOM - TIPECTYITHbBIC

(Xakepckue) rpymnbl (HapyIuTess 2);
3) BHYTPEHHUH HapyIIUTENh C BBICOKMM MOTCHIUANIOM. Hapymmrenu
JTAHHOW KAaTEeropuh HE pacCMaTPUBAIOTCS B HACTOALIEM Mojenu yrpos, Tak Kak



Ipeanojaraercs, 4Yro JaHHas KaTeropuss BHYTPEHHHMX HapylIUTelIed uMeeT
BO3MOXKHOCTH YPOBHS MPEANPHUSATHUS/TPYIIBI PEANPUATHI/TOCYJapCTBA, KOTOPHIE
oOnamaroT OOJBIUM (PMHAHCHPOBAHUEM, BBICOKMM TOTEHIIMAJIOM, 3HAHUSMH H
HaBbIKAMHU ISl pealu3allid  Yrpo3 Oe30MacHOCTH (HampuMmep, MPOBOAUTH
CTHEIMANbHBIE MCCIEIOBAHUS U TMPUMEHSITh CIEHUATU3UPOBAHHBIE CPEICTBA
IPOHUKHOBEHUS U JOOBIBaHUS HH(POpMAIum).
Ucxona u3 npunoxenust Ne 1, nactosdmeid Mogenu yrpos, akTyalbHbIMH
HAPYILIUTEISAMU SBIISIOTCS:
1) BHCIIHMK  HApYHIMTEIb C  YCHJICHHBIM  0a30BBIM  (CpEIHHM)
MOTEHIUAIOM:
paspaboruuku MUCIT/IH u mporpaMmHOro o0ecredeHus - HapyuuTeb 4.
2) BHEIIHHMIA HAPYIIHUTEIb ¢ 0a30BbIM (HU3KUM) ITOTCHIIMAIOM:
¢uznyeckoe MO, HE SBIAIOIIEECS CIYKallUM MUHUCTEPCTBA —
HApYIIUTENH 3;
ObIBIIE PAOOTHUKH (ITOJTH30BATENH ) - HAPYIITUTEND 8.
3) BHYTPCHHUI HAPYIIUTEIb C YCHJICHHBIM 0a30BbIM  (CPEIHHM)
MOTEHIUATIOM:
anmunuctparop UCII/H - HapymmuTens 6;
aJIMUHUCTPATOpP OE30MacCHOCTH - HAPYIIUTENb 7.
4) BHyTpeHHU HAPYIIUTEIh C 0a30BBIM (HU3KHUM) IMTOTCHIIUATIOM:
JM1A, UMEIOLUE CAaHKIITMOHUPOBAHHBIN 1OCTYN K pabounM MecTam

MoJIb30BaTeNel (00CTYKUBAIOIINM IEPCOHAIT) - HAPYIIUTEIb 5;



7. Anaau3 yrpo3 Oe3onmacHoctH uHpopMauuu, oOpadaTbiBaeMoil B
UCIIIn

B UCII[Jn Tpebyercs oOecneuuTh AOCTYMHOCTh M IEIOCTHOCTD
3amuIaeMoi HHGOPMAaIIHH.

B coorBerctBUM ¢ HopmaTuBHBIMH JoKymeHTamMu @OCTOK Poccun
BO3MOYKHO BO3HHKHOBEHUE WIH YMBIIIJIEHHAS peanuzanus
HECaHKIIMOHUPOBAHHOI'O JOCTYIA K HH(OPMALIHH.

[Ipu o6padotke unbopmaruu B HCII[AH 3a cuer peanuzamuun TKYU
BO3HUKHOBEHHUE YIpo3 0€30MacHOCTH UH(OPMALIMU HEBO3MOXKHO.

VYTpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYyNa K MH(POPMAIUH.

VYTpo3bl HENOCPEACTBEHHOTO 10CTyIa K MHpopManuu. Bo3mMoxkHbIE yrpo3bl
HEIOCPEICTBEHHOIO JJOCTYIIA:

yIrpo3bl, HaNpaBJCHHbIE HAa BBIIOJHEHWE HECAHKIIMOHUPOBAHHOTO
JIOCTyIa C MIPUMEHEHUEM CTaHAAPTHBIX (QYHKUUN (YHUUYTOKEHHUE, MEepEMEIIEHNUE,
dbopmaTtrpoBaHue HOCHUTENEeW WMH(OpMAUUU U T.N.) NPUKIATHONM HPOrPAMMBI, C
IIPUMEHEHUEM CIIEHMAIBHBIX MporpaMm i ocyuiectsiienns HC/L;

yIpO3bl BHEAPEHUS BPETOHOCHBIX MPOTPAMM.

VYTrpo3sl ynaneHHoro goctyna. Bo3MoxkHble yrpo3bl yAQIEHHOTO JOCTYIA:

peanuzanus 0TKa3za B 00CTyKUBaHUH;

YTPO3bl BHEAPEHHUSI BPETOHOCHBIX IIPOTPAMM.

AHanu3 BO3MOXKHBIX yIpO3.

B KkayecTBe HCXOIHOIO IIEPEYHs BO3MOXKHBIX YSI3BUMOCTEM M YIpo3
6e3omacHOCTH WHGOPMAIIMKM HKCIIONB3YyeTCsl OaHK JaHHBIX Yrpo3 0e30MacHOCTH
unpopmaruu, chopmupoBanubii ®CTIK Poccun (http://bdu.fstec.ru/).

VYrpo3bl yTeukr MHPOpPMAIMK 110 TEXHUYECKUM KaHaJlaM XapaKTepU3YHTCs
BBICOKOM CTOMMOCTBIO 00OpY/IOBaHHSA, HEOOXOAMMOTrO JJIsi MX pealu3aluuu, U
BbICOKON KkBanmudukauuen Hapymwurend. Llemn u 3amaum UCIIH, Xxapakrep u
o0beM 3amminaemMord MHPopMauuu, xpanumol u oOpadOatsiBaemor B WCII/H,
SBJIAIOTCS. HEOCTATOYHBIMM JJI1 MOTHUBALIMM HApyLIUTENsl K peadu3aluud yrpos,
CBSA3aHHBIX C TEXHWYECKUMM KaHaJIaMH yTeuku uHpopmanuu. Mcxons u3 3rtoro,
yIpO3bl CBA3aHHBIE C YTEUKON MHPOPMALMH MO TEXHUYECKUM KaHaJlaM SBIISIOTCS
HEaKTyaJbHBIMH.

Texnonoruu, He npumennmsbie B UCITIH:

BUPTYaIU3aLus;

OecIpoOBOIHON AOCTYII;

MOOUJIbHBIE TEXHUYECKUE CPEICTBA;
IPHUI-CUCTEMA;

CYIIEpKOMIIBIOTED;

TUIIEPBU30D;

XPAaHWIKIIA OOJBIINX JAHHBIX;
00JIayHbBIC TEXHOJIOTHH;

IPOMBIIIIICHHBIE POOOTHI;
WSDL-untepdeiic;



yTeuka MHGOpPMAIMM C  HEMOJKIIOYEHHbIX K ceth VIHTepHer
KOMIIBIOTEPOB;
OJTHOpPA30BbIE MAPOJIIH;
ACY TII,
cranku YUITY.
[lepeueHp BO3MOKHBIX yrpo3 0€30MacHOCTH HMHQPOPMAIMH U OMpeesICHHe
ux akryanbHocTH B ICII/IH npencrasneH B npunoxerann Ne 3.
[lo kaxxmomMy BHUIY YTpo3bl, SKCHEPTHBIM MyTeM (OMPOC CHEIHUATHCTOB)
ompeJiesieHa OMacHOCTh (yIiep0) B COOTBETCTBUU C MpaBHJIaMH B Ta0uIle 4.
Tabmuna 4
[IpaBuia onpenenenus onacHocTH (yiiepoa)
yIpo3bl 0€30MACHOCTH HH(MOPMAITUU

OnacHOCTh YIpo3bl

Huskas Cpennsst Boicokast

Peanm3zanus yrpo3bl

Peanmauml YI'PO3bI MOXKCT Peanmauml YI'PO3bI
MOXKCT ITPUBCCTU K

MIPUBECTH K MOJKET MMPUBECTU K

3HAYUTEIHLHBIM
HE3HAYUTEILHBIM HEraTUBHBIM

HETaTUBHBIM
HETATUBHBIM IIOCJIEACTBUAM | IIOCIEACTBUSAM IS

IMOCJIEACTBUAM 1A
JU1s1 CyObEKTOB CyOBEKTOB

CyOBEKTOB
MEPCOHAIIBHBIX JTAHHBIX MIEPCOHAIIBHBIX JTAHHBIX

IICPCOHAJIBHBIX NAHHBIX

BEpPOSITHOCTh peaju3alud yrpo3bl (B BuAe BepOalbHON rpajanuu
MoKaszarelis O 4YacToTe (BEpOSATHOCTH) pealu3alid yrpo3bl 0e30MacHOCTH
uHpoOpMallMu U COOTBETCTBYIOIIETO 4HCIOBOro Koddduiuenta Y2) B
COOTBETCTBHHM C NMPABUIIAMHU B TaOIHIIE .

Tabmauia 5
[TpaBuiia onpeaeneHus: 4acTOThl (BEPOSTHOCTH)
pean3aluy yrpo3bl 0€30MacHOCTH HHPOPMAITUH

BepositHocTh (Y2)
MaoBeposTHO 0
Hwuzkas 2
Cpenusis 5
Bricokas 10

1.4.1. Pe3ynbpTaThl U3y4E€HUS] BEPOSITHOCTH PEATU3ALMHU YIPO3 U OMACHOCTH
yrpo3 NMpUBEJACHBI B IpUiokeHUuu Ne 3.

1.4.2. C ydyeroM MNONy4YeHHBIX YHMCIOBbIX Kod(dduimentoB Y1 u Y2 mno
KOKJIOMY BHJAY Yyrpo3bl 0€30MacHOCTH HMH(GOpMAIlMKM pPAacCUYUTaH YHUCIOBON
koahduienT peanuzyeMoctd yrpo3sl Y mno dopmyne (1) um onpeneneHa
BepOaibHasi MHTEPHpPETALUs Peaiu3yeMOCTH KOHKPETHOW YIrpo3bl 0€30MacCHOCTH

uH(popMaIu B COOTBETCTBUU C (hopMyJiaMH B TaOIHIE 6.
Y = (Y1+Y2)/20



Ta0muma 6
BepOanpHas uHTEpIpeTaIivs ONpeaeIeHus
peaTn3yeMOCTH YIpO3bl 0€30maCHOCTH HH(pOpMaIuu

3HaveHNe YUCI0BOT0 KO3 puumeHTa

Bo3MokHOCTH peajin3anuu yrpo3bl
peasin3yemMoCcTH yrpo3bl Y

0<Y<0,3 Huskas

0,3<Y <0,6 Cpennsist

0,6 <Y <0.,8 Bricokas
Y>0,8 OueHb BBICOKAs

1.4.3. Tlpu ompezeneHnu CTENEHH OMACHOCTH YIpO3 YTEUKH HHQPOpMAIIH
M0 TEXHUYECKUM KaHaJlaM CBSI3U YUUTHIBAIUCH TPAHUIIBI KOHTPOJIUPYEMON 30HBI
(K3) u pa3mMeliienrie TEXHUYECKUX CPEACTB.

1.4.4. OnpenenieHa akTyallbHOCTh yIrpo3 O€30MacHOCTM HWH(OpManuu Ha
OCHOBaHMH KO3 uUllMeHTa peann3zyeMocT yrpo3bl (Y) U MmokaszaTelsisi OMacHOCTH
yrpo3sl MO KaXJIOMy €€ BHIY, CAEJaH BbIBOJA OO0 aKTyaJbHOCTH Yrpo3 B
COOTBETCTBHH C IIpaBUJIaMU B TabIuLE /.

Tabmuma 7
[IpaBuna onpeneneHus: akTyalbHOCTH
yrpo3bl 6€30MacHOCTH UH(OpMALIUU

Bo3moikHOCTH OnacHocTh Yyrpo3bl
pe;f:(s)j:lnn Huszkas Cpennsisi Bricokasn
Huskas HeakryanbHas HeakryasibHas AKTyasbHas
Cpennsisi HeakryanbHas AKTyasibHas AKTyaJbHas
Bricokas AKTyasibHas AKTyasibHas AKTyaJbHas
O4yeHb BbICOKAS AKTyaJibHas AKTyaJibHas AKTyaJibHas

8. AKTyajbHbIE YTPO3bl

B pesynbrare npoBENEHHBIX MEPONPUATHM IO aHaJu3y M BBISBICHUIO
aKTyaJIbHBIX yrpo3 0€30MacHOCTH HH(pOpMAIUH, CBEACHUH, COAEpKALIUXCS B
UCTIIn, wu cTtpykrypHO-pyHKIIMOHANBHBIX ocoOenHoctedt WCII[H, ObL10
YCTaHOBJIEHO 3KCIIEPTHBIM IIyTEM, YTO YIpO3bl 1-TO TUNIA ¥ 2-TO THUIIA HE SIBISIOTCA
akTyanbHbIMH. Tak Kak, peanuzanusi yrpo3 B aaHHou WCII/IH, cBs3aHHBIX C
HaJIMYUEM HEJOKYMEHTUPOBAHHBIX (HEIEKJIAPUPOBAHHBIX) BO3MOYKHOCTEH B
CUCTEMHOM W  NPHUKJIAJHOM  NPOTPAMMHOM  OOECII€UYEHUH  CUHUTAETCS
MaJioBeposiTHOM, BBULY 00paboTku B CIIIH undopmaiuu, uMeroIieii MEHbIITYIO
HEHHOCTh (WM CTOMMOCTB), YE€M 3aTpaThl Ha €€ TMOJy4YyeHUue, a TaKKe
ucnonp3oBanusgs B MCII[IH JMUOEH3MOHHOTO  CUCTEMHOrO  MPOTPAMMHOTO
obecrnieueHus, cepTUuUIMPOBAHHOTO MIPOrpaMMHOTO obecrnieyeHus,
CEpTUPHUIIMPOBAHHOTO CPEACTBA AHTUBUPYCHOM 3aIIUTHI.

BoisBiieHHbIE akTyanbHble Yrpo3bl OezonacHocTd uHbopmarmu B MCIIIH
OTHOCATCA K Yyrpo3aMm 3-ro THUOA: YIPO3bl, HE CBSI3aHHbIE C HAIUYUEM



HEJOKYMEHTHUPOBAHHBIX (HEIEKJIApUPOBAHHBIX) BO3MOYKHOCTEH B CHCTEMHOM U
MPUKJIATHOM IIPOTPaMMHOM oOecriedeHunu, ucnonbzyemom B UCTI/IH.

Mopgenu yrpos

Taxum oOpa3om, cormacHo mpuiiokeHuto Ne 3, mpuBeIeHHON B HACTOSILIEH
obu10  BeIBIICHO 120 akTyanpHBIX Yrpo3 0O€30MacHOCTH.

AxkrtyanbHble yrpo3sl OezomacHoctu uH(popmauuu B WCII[IH mnpuBeneHs B

Tabnwue 8.
Tabnua 8
AKkTyanpHble yrpo3bl 6ezonacHocT nHpopmannu B UCIT/Ix
Ne | Vrposa
Tun yrpo3s
n/n yrp
1. | Yrpo3a Bo3neicTBUS HA MPOTPaAaMMBbI C BBICOKUMU
MNPUBHWIIETUSIMUA Yrpo3sl 3-ro THna
2. | Yrpo3a BOCCTaHOBIICHUS ayTeHTU(UKAIIMOHHON HH(OpMaIIUn
p y (uxan (bopman Yrpo3bl 3-ro TUna
3. VYrpo3a BocCTaHOBIIEHHUS NPEAbIyIIeH ysa3BUMOM Bepcuu BIOS
Yrpo3bl 3-ro Tuna
4. | Yrpo3a AecTpyKTUBHOT'O U3MEHEHUS KOH(PUTYpaLIUK/ CPeIbl
OKpY>KEHHUs POrpaMMm Yrpossl 3-ro THna
5. | Yrposa 1ecTpyKTHBHOT'O MCTIOIB30BaHUS ACKIAPUPOBAHHOTO
¢yukumonana BIOS Yrpo3bl 3-ro Tuna
6. | Yrpo3a IIUTEIBHOTO YACPKAHHS BBIYUCIUTEIBHBIX PECYPCOB
MOJIb30BaTENAMU Yrposet 3-ro THmna
7. | Yrpo3a noctyna K JIOKaJbHBIM (haiiam cepBepa Mpu MOMOILU
URL Yrpo3sl 3-ro Tna
8. | Yrpo3sa nocryna/nepexsara/usmenenus HTTP cookies
posa floctynamep Yrpo3sl 3-ro THna
9. | Yrpo3a 3arpy3Ku HEIITATHOW ONEPANMOHHON CHCTEMBI
P py3 pan VYrpo3sl 3-ro Tumna
10. | Yrposa 3apaxenns DNS-kema
Yrpo3sl 3-ro THNA
11. | Yrpo3a u30bITOYHOTO BBIJIEIEHUS ONIEPATUBHOM MaMATH
Yrpo3sl 3-ro THNA
12. | Yrpo3a usMeHeHuss KOMIOHEHTOB CHCTEMBbI
Yrpo3sl 3-ro THNA
13. | Yrpo3a uckaxenust XML-cxeMsbl
Yrpo3sl 3-ro THNa
14. | Yrpo3za uckaxeHus: BBOAUMOM 1 BHIBOJAUMOM Ha
nepugepuiiHbie yCTpoiicTBa HHPOPMALIUU Yrpo3st 3-ro THma
15. | Yrpo3a ucnons30BaHus AIbTEPHATHBHBIX IMyTEeH JOCTyMa K
pecypcam Yrpo3sl 3-ro THNa
16. | Yrpo3za ucnonb3oBaHus HHQOpMAITH
uaeHTU(GUKaIK/ayTeHTU(UKAIINH, 33JAHHON 10 YMOITYaHUIO VYrpossl 3-ro THna
17. | Yrpo3a ucnonp30BaHusI MEXaHU3MOB aBTOPU3AIINH IS VYrpo3sl 3-T0 THIA




VYrposza

Tun yrpos
n/n yrp
MOBBIIICHUS TIPUBUTICTUN
18. | Yrpo3a ucnonb30BaHus MOAACIBHBIX HU(POBBIX MOAMHUCEH
BIOS Yrpo3sl 3-ro THNA
19. | Yrpo3a ucnons3oBaHus CliadoCTel MPOTOKOJIOB
CETEBOT0/JIOKAIBHOTO 0OMEHa TaHHBIMHU YTrpo3sl 3-r0 THIA
20. | Yrpo3sa uccnenoBaHus MEXaHU3MOB PabOTHI MPOTPAMMBI
p A p porp Yrpo3sl 3-ro THNa
21. | Yrpo3sa uccienoBaHus MPUIIOKEHUS Yepe3 OTUETHI 00 omuoKax
Yrpo3sl 3-ro THNa
22. | Yrpo3a MEeXCaTOBOTO CKPUIITHHTA
Yrpo3bl 3-ro TUna
23. | Yrpo3a MexcailToBO MoK 3arpoca
p e p Yrpo3bl 3-ro Tuna
24. | Yrpo3a HapylIeHHs H30JSIIUU cpebl ucnoimHeHus BIOS
P Py H pel Yrpo3bl 3-ro Tuna
25. | Yrpo3a HapymeHHs HEeIOCTHOCTH JaHHBIX K3IIa
P Py H A ¥Yrpo3sl 3-ro Tumna
26. | Yrpo3a HEeBO3MOKHOCTH BOCCTAHOBJICHHSI CECCUU pabOTHI Ha
[T9BM nipu BbIBOJIE U3 POMEKYTOUHBIX COCTOSHUN MTUTAHUS Yrpo3sl 3-ro THna
27. | YTpo3a HEeBO3MOKHOCTH YIIPaBIICHHs IIPaBaMy MOJIb30BaTEIeH
BIOS Yrpo3sl 3-ro THNA
28. | Yrpo3a HEKOHTPOIMPYEMOTO POCTa YUCIIA 3ape3ePBUPOBAHHBIX
BBIYHCIIUTEIILHBIX PECYPCOB YTpo3sl 3-ro THIA
29. | Yrpo3a HEeKOPPEKTHOTO 3aJaHHsI CTPYKTYPHI TaHHBIX
TpaH3aKIUU Yrpo3sl 3-ro THNA
30. | Yrpo3a HEeKOPPEKTHOTO UCIIOIB30BAHUS TPO3PAYHOTO TPOKCH-
cepBepa 3a cu€T IIaruHoB Opaysepa Yrpossl 3-ro Trna
31. | Yrpo3a HEKOPPEKTHOTO UCTIOIL30BaHUS (DyHKITHOHATA
MIPOTPaMMHOTO U almapaTHOro 00ECIICUCHUS VYrpo3ssl 3-To THIA
32. | Yrpo3a HelpaBOMEPHOTO O3HAKOMJICHHS C 3aIUIIIaeMOt
HH(l)OpMaHI/IefI YI"pO3I>I 3-ro Tumna
33. | Yrpo3a HenmpaBOMEpHOTO/HEKOPPEKTHOTO HCITOJIb30BAHHUS
uHTepderica B3auMOJICHUCTBUS C IPHIIOKEHUEM Yrposel 3-ro THmna
34. | Yrpo3a HelpaBOMEPHBIX JICUCTBUN B KaHAJIaX CBS3H
Yrpo3sl 3-ro THna
35. | Yrpo3a HecCaHKIIMOHUPOBAHHOTO BOCCTAHOBIICHUS YIAIEHHOMN
3amuInaeMoi HHGOpMAan VYrpo3ssl 3-To THIA
36. | Yrpo3a HeCaHKIIMOHUPOBAHHOTO BBHIKIFOUEHUS WM 00X0/a Vrpo3ssl 3-ro THIIa




M | Vrposa Tun yrpos
n/n yre
MeXaHu3Ma 3aiuThl oT 3anucu B BIOS
37. | Yrpo3a HeCaHKIIMOHUPOBAHHOTO JIOCTYMA K
ayTeHTU()UKAMOHHON nHpOopMaUU YTpo3sl 3-ro THIA
38. | Yrpo3a HEeCaHKIITHOHUPOBAHHOTO N3MEHEHHS
ayTeHTU()UKAMOHHON HHpOpMaUU YTrpo3sl 3-r0 THIA
39. | Yrpo3a HEeCaHKIIHOHUPOBAHHOTO UCIOJIb30BAHUS
npuBUIIETUPOBaHHBIX GyHkuuii BIOS YTpo3sl 3-ro THIA
40. | Yrpo3a HeCaHKIIMOHUPOBAHHOTO KOMMMPOBAHHUS 3allIUIIaeMON
I/IH(l)OpMaIlI/II/I Yrpo3sl 3-ro THNA
41. | Yrpo3a HeCaHKIIMOHUPOBAHHOTO PEAAKTHUPOBAHUS peecTpa
p H p et p peectp ¥Yrpo3sl 3-ro Tumna
42. | Yrpo3a HECaHKIIMOHUPOBAHHOTO CO3/IaHUs YIETHOM 3allucu
MOJIH30BATEIS Yrpo3sl 3-ro THNA
43. | Yrpo3a HeCaHKIIMOHUPOBAHHOTO YAaJCHUS 3aIIUIAeMON
uHpopmanuu Yrpo3sl 3-ro THNA
44. | Yrpo3a HECaHKIIMOHUPOBAHHOTO aBJieHHs Oypepom
p H P ynp yep Yrpo3bl 3-ro Tuna
45. | Yrpo3a HeCaHKIIMOHUPOBAHHOTO YIIPABIICHUS yKa3aTEIIMU
p H P ynp y Yrpo3bl 3-ro Tuna
46. | Yrpo3a oOHapy>XeHHUS OTKPBITHIX MOPTOB U MJIEHTU(DUKALIUU
NPUBSA3aHHBIX K HEMY CETEBBIX CITYKO Yrposs 3-ro THna
47. | Yrpo3a oOHapyXeHUsI XOCTOB
p Py ¥Yrpo3sl 3-ro Tumna
48. | Yrpo3a 00X01a HEKOPPEKTHO HACTPOCHHBIX MEXaHU3MOB
ayTeHTU(UKAINH Yrpo3sl 3-ro Tna
49. | Yrpo3a onocpe0oBaHHOTO yIPaBIEHUS TPYIIION IPOrpaMm
yepe3 COBMECTHO HCITOJIL3YEMBIC JaHHBIE YTrpo3sl 3-ro THIa
50. | Yrpo3sa onpeneneHus: THIIOB 0OBEKTOB 3aIUTHI
p pedl - ¥Yrpo3sl 3-ro Tumna
51. | Yrpo3a omnpeaeneHus TOMOJIOTHH BEIUUCITUTEILHON CETH
Yrpo3sl 3-ro THna
52. | Yrpo3a oTKIItOYeHHST KOHTPOJIBHBIX JATIYHKOB
Yrpo3sl 3-ro THIA
53. | Yrpo3a nepebopa Bcex HACTPOEK U MTapaMeTpOB MPUITOKEHUS
P peoop R p poB 1p Yrpo3sl 3-ro TN
54. | Yrpo3a nepegauu JaHHBIX [0 CKPBITHIM KaHaJIaM
p peAatH 1 p Yrpo3sl 3-ro TN
55. | Yrpo3sa nepe3arpy3ku anmapaTHbIX U IpOrpaMMHO-aNapaTHBIX

CpCACTB BBIYHCIUTEILHON TEXHUKHU

Yrpo3sl 3-ro THNA




VYrposza

Tun yrpos
n/n yrp
56. | Yrpo3a nepenogHeHus eTOYUCICHHBIX TEPEMEHHBIX
Yrpo3sl 3-ro THNa
57. | Yrpo3a nepexBara BBOIMMOW U BBIBOJUMON Ha nepudepuiinbie
yCTpoiicTBa HH(pOpMALH YTpo3sl 3-ro THIa
58. | Yrpo3a nepexBara JaHHBIX, IEPEIABAEMBIX 110
BBIYMCIIUTEIIBHON CETH Yrpossl 3-ro Trna
59. | Yrpo3a nepexBara NpuBHUIETHPOBAHHOTO ITOTOKA
Yrpo3sl 3-ro THNa
60. | Yrpo3a nepexBara nNpuBUICTHPOBAHHOTO MPOIECcCa
p p P p pol VYrpo3sl 3-ro Tumna
61. | Yrposa noBpexxaeHusl CHCTEMHOTO peecTpa
p PEAIL p p Yrpo3bl 3-ro TUna
62. | Yrpo3a moBbIIICHUS TPUBUIICTHIA
Yrpo3bl 3-ro Tuna
63. | Yrposa monbopa mapoinst BIOS
P Abopa nap Yrpo3bl 3-ro Tuna
64. | Yrpo3a nmoaaenku 3anucei JKypHalia perucTpaluu COObITHIA
P g yp p pan ¥Yrpo3sl 3-ro Tumna
65. | Yrpo3a moaMeHsl pe3epBHOM KOITUHU MPOTPaMMHOTO
obecnieuenust BIOS Yrpo3sl 3-ro THNA
66. | Yrpo3a moMeHbI COAEPKUMOTO CETEBBIX PECYPCOB
P 8 AeP pecyp ¥Yrpo3sl 3-ro Tumna
67. | Yrpo3a moaMeHsl cyOBeKTa CeTeBOro JAOCTyIa
p A y AOCtyn Yrpo3sl 3-ro THNA
68. | Yrposa nomydeHus npeaBapuTenbHON HHPOPMALIUU 00
00BEKTE 3aIUTEI Yrpo3sl 3-ro THNA
69. | Yrposa npeononeHus Gpu3nyeckon 3auThl
p peoat ¢ m VYrpo3sl 3-ro Tumna
70. | Yrpo3a npuBeJeHNs CUCTEMBbI B COCTOSIHUE «OTKa3 B
00CITy’)KUBaHUH VYrpo3sl 3-ro Tumna
71. | Yrpo3a nporpaMMHOTO BBIBEIEHHS U3 CTPOS CPENICTB
XpaHeHus, 00padoTKu ¥ (WJIK) BBOAA/BBIBOA/TIepeaun
p » 00P () BBOZ sarmepen VYrpo3sl 3-ro Tumna
uH(popMalun
72. | Yrpo3za nporpaMmMmHoro copoca naposist BIOS
p porp p P Yrpo3sl 3-ro TN
73. | Yrpo3a nmpomnycka MpoBepKHU IIETOCTHOCTH MPOrPaMMHOT0
obecrnieueHus Yrpo3sl 3-ro TUma
74. | Yrpo3sa c60s1 00paboOTKH crieruagbHbIM 00pa30oM U3MEHEHHBIX
daiinos VYrpo3ssl 3-To Tuna
75. | Yrpo3sa c6os npouecca ooHoBienuss BIOS
Yrpo3sl 3-ro THNa
76. | Yrpo3sa ynaneHus ayTeHTU(UKAMOHHON HHPOpMaLuu

Yrpo3sl 3-ro THNa




VYrposza

Tun yrpos

n/n yre
77. | Yrpo3a ycuieHus: BO3/ICHCTBHS Ha BRIYUCIUTEIbHBIE PECYPCHI

II0JIB30BATEJIEH IPU ITOMOIIHA CTOPOHHUX CEPBEPOB YTpo3sl 3-ro THIa
78. | Yrpo3a ycTaHOBKH YSI3BUMBIX BEpCHiI OOHOBIICHHS

nporpamMmHuoro obecnedenus BIOS YTrpo3sl 3-ro THIA
79. | Yrpo3a yTparhl BEIYUCIUTENBHBIX PECYPCOB Vrposs: 3-ro Tema
80. | Yrpo3sa yrparsl HOcuTenel HHPOpMALUU Vrposs: 3-ro Tema
81. | Yrpo3sa ¢pusmueckoro BbIBEACHUS U3 CTPOS CPEJICTB XpaHEHUS,

00paboTKu U (WJIM) BBOJA/BBIBOAA/IEpe1aun nH(opmauu VYrpo3ssl 3-To THMa
82. | Yrpo3za ¢popmMarupoBaHus HOCUTENCH HHPOPMALIHH Vrpoas 3-ro Tama
83. | Yrpo3za «popcupoBaHHOr0 BeO-Opay3uHTa» VIposs1 3-To THNA
84. | Yrpo3sa XulleHus CpeACTB XpaHeHUs, 00pabOTKH U (WIIH)

BBO/1a/BBIBOJIA/TIEpe1au HHPOPMALIUH Yrposet 3-ro THma
85. | Yrpo3a skcrmyaTanuu HuQpoBOi MOAMKUCH TPOTPAMMHOTO

Ko VYrpo3sl 3-ro Tna
86. | Yrposa nmepexBara HCKIIIOUCHHsI/CUTHAIIA U3

MPUBWIETUPOBAHHOTO O10Ka (QYHKIIUI Yrpo3sl 3-ro Trna
87. | Yrposa «kpaxu» y4€THON 3alUCH JJOCTYIA K CETEBBIM

cepBHCaM ¥Yrpo3sl 3-ro Tumna
88. | Yrpo3a Haim4Ms MEXaHU3MOB pa3padoTYUKa Vrpoas 3-ro Tama
89. | Yrpo3a HenpaBoMepHOTOo mHUppOBaHHs WH(OPMAIHA VIpossi 3-ro Tma
90. | Yrpo3a CKpBITHOTO BKJIFOUEHHS BHIYACIUTEIBHOTO YCTPOHCTBA

B COCTaB 6OT-CETH YTpo3sl 3-ro THIA
91. | Yrpo3a pactpocTpaHeHHs «ITOYTOBBIX YEPBEI» Vrposst 3-ro Tuna
92. | Yrpo3sa «cmamay BeO-cepBepa Vrpossr 3-ro Tama
93. | Yrpo3sa «papmuHTa» Vrposst 3-ro Tuna
94. | Yrposa HapyleHHs TEXHOJIOTHYECKOT0/TIPOU3BOJICTBEHHOTO

nporiecca u3-3a BPEMEHHBIX 3a/Iep)KeK, BHOCUMBIX CPEJICTBOM Vrpossr 3-ro Tama

3aIIHTHI
95. | Yrpo3a HEMOATBEPKAEHHOTO BBOJIA JAHHBIX OIIEPATOPOM B

CHCTEMY, CBSI3aHHYIO C 0€30MMacCHOCTHIO Yrposet 3-ro THmna
96. | Yrpo3a HECAaHKIIMOHMPOBAHHOT'O UCIOJIb30BAHUS CUCTEMHBIX U Vrpo3ssl 3-ro THIIa




Ne | Yrposa Tun yrpos
n/n
CETEBbIX YTUIIUT
97. | Yrpo3a HeCaHKIIMOHUPOBAHHOW MOAU(DHUKAIINH 3aIUIIIAeMON
uHpopMaun ¥Yrpo3sl 3-ro Tumna
98. | Yrpo3a oTkasza moacUCTeMbl 00ecieueH s TEMIIEPaTyPHOTO
pexuma Yrpo3sl 3-ro THNA
99. | VYrposa ¢usndeckoro yctapeBaHus annapaTHbIX KOMIIOHEHTOB
Yrpo3sl 3-ro THNa
100. | Yrpo3a HeCaHKIMOHUPOBAHHOI'O U3MEHEHUS NTapaMeTpOB
HAaCTPOMKH CPEJICTB 3aIUTHI HH(DOpMAIUN VYrpo3ssl 3-To THMa
101. | Yrpo3a HECAaHKIIMOHUPOBAHHOI'O BO3JIEHICTBUS Ha CPEJICTBO
3aIUTHl HHOPMAITUU VYrpo3ssl 3-To THIA
102. | Yrpo3a mogMeHbI MPOTPAMMHOTO 00€CIICUSHHUS
Yrpo3bl 3-ro Tuna
103. | Yrpo3a mackupoBaHuUs JEHUCTBHI BPEIOHOCHOTO KOAa
p p a pel A Yrpo3bl 3-ro TUA
104. | Yrpo3a BHeIpeHUsI BPEJOHOCHOTO KOJIa 3a CUET MOCEIEeHUs
3apakKeHHBIX CaliTOB B ceTH IHTepHET Yrpossl 3-ro THna
105. | Yrposa xuiieHust ayreHTU(GUKAINOHHON HHPOPMAIIUHU U3
BpeMEHHBIX (aitoB cookie Yrpossl 3-ro THna
106. | Yrpo3a CKpbITHOI perucrpanuy BpeJOHOCHOH porpaMmoit
YUETHBIX 3allUCEH aIMUHUCTPATOPOB Yrpo3st 3-ro THIa
107. | Yrpo3a yTeuku nojab30BaTeNbCKUX TAaHHBIX IPU
UCIOJIb30BaHUM (DYHKIIMI aBTOMAaTHUECKOTO 3ar10JIHEHHS
. ¥Yrpo3sl 3-ro Tumna
ayTeHTU(UKAMOHHOM nHpopManuu B Opaysepe
108. | Yrpo3a HeCaHKIIMOHUPOBAHHOTI'O U3MEHEHUS BPEAOHOCHON
IpOrpaMMOi 3HaYeHUH TapaMeTPOB POTrPAMMHUPYEMBIX
porp p POB TpOTp py ¥Yrpo3sl 3-ro Tumna
JIOTMYECKUX KOHTPOJJIEPOB
109. | Yrpo3a HapymieHus: paboThl KOMIbIOTEPA U OJIOKUPOBAHUS
OCTYyTIa K €r0 JJAHHBIM H3-32 HEKOPPEKTHOM paboThI
OCTy A PP p Yrpo3sl 3-ro THNA
YCTAHOBJICHHBIX HA HEM CPEJICTB 3aIIUTHI
110. | Yrpo3a HeweneBoro UCIoib30BaHMsI BHIUMCIUTEIBHBIX
pPECYpPCOB CPEACTBA BBIYUCIUTEIBHON TEXHUKU Yrpo3sl 3-ro THna
111. | Yrpo3a HeCaHKIIMOHUPOBAHHOT'O JIOCTYIIA K 3alMIIaeMOii
aMATH s/ipa Iporeccopa Yrpos3el 3-ro THIA
112. | Yrpo3a ucrosib30BaHMs HEPOBEPEHHBIX MOJIB30BATEIbCKIX

JTAHHBIX TpU POPMHUPOBAHUHU KOH(UTYpATMOHHOTO (haiina,

Yrpo3sl 3-ro THna




Ne | Yrposa Tun yrpos
n/n
UCIIOJIb3YEMOT0 MPOTPAMMHBIM 00ECTICUeHUEM
aJIMIUHUCTPUPOBAHUS UHPOPMAITMOHHBIX CUCTEM
113. | Yrpo3a nepexBara aBJICHUsI HH(POPMALITMOHHOM CHUCTEMOM
P p ynip (popman VYrpo3sl 3-ro Tumna
114. | Yrpo3sl BBISIBICHUS WIIH 1TO100pa maposieit
P AOOpa Tap VYrpo3sl 3-ro Tumna
115. | Yrpo3a c60st CHCTEMBI AIEKTPOCHAOKE-HUS
Yrpo3sl 3-ro THma
116. | Yrpo3a ucnonap30BaHusl HE YYTEHHBIX OTUYKIAEMbIX
HOCHUTENCH HHPOPMAILIHH Yrpo3sl 3-ro THna
117. | Yrpo3a BbIBOIa K3 CTPOS aBTOMATU3UPOBaHHBIE paboune
MECTa, CEpBEpa WIIM KaHAJbI CBSI3U Yrpossl 3-ro THna
118. | Yrpo3a HECAaHKITMOHUPOBAHHOTO OTKIIIOUEHUS CPEJICTB
AHTUBUPYCHOU 3aIIUTHI HH(OPMALIUU Yrpossl 3-ro THna
119. | Yrposa yrpatsl, Kpaku HOCUTENEH HH(OPMALIUU COAEPIKAIINX
KJIFOUH 3JEKTPOHHOM MOJIUCH Yrpossl 3-ro THa
120. | Yrpo3a HeaHTPOIOT€HHO-TO (CTUXUHHOTO) XapaKTepa,

HalpuMmep yaapbsl MOJIHUH, ITOKAPbl, HABOAHCHUA U T.II.

Yrpo3sl 3-ro THNA




[Tpunoxenne Ne 1

K MOJICTTH yTpo3 0e30nacHOCTH WH(OPMAITUH TIPH €
ob6pabotke B UCII/x

T'ATIOY «lenkomnemx» r. Opcka

Bo3moxxHbie IIOTCHI M AJIbI HaPYIHHTeJIeﬁ M COOTBCTCTBYIOIMEC UM BO3MOKHOCTH

IIpeanoJio:keHus1 00 UMEIIUXCS

IIpeamoJsio:xkeHUus1 0 BO3MOKHBIX
crocodax peaju3anuu yrpos

Tun IHoreHnuuan BepositHOCTB
Cyo0bekT . BO3MOSKHOCTAX 110 peajiu3aliu yrpo3 0€e30MacHOCTH
HAPYIIMTeJIs | HAPYIIMTe el HAPYIIMTes
0e3onacHocTH HH(OPMALMHU HHpopManu/000CHOBaHUE
OTCYTCTBHS peaju3aluuu yrpo3
Obnanator BCEMU BO3MO>KHOCTSIMU
HapymuTeneil ¢ 0a30BBIM M CpEeIHUM
MOTEHLIMAJIaMH.
MoryT oCylecTBUTh HECAaHKIIMOHUPOBAHHBIN
J0CTyNnl K WMH(OPMAlMOHHONW CUCTEME M3 CETH
i (bopwar Xapaktep u o0beM uHHpoOpMaLuW,
CBS3M OOIIEro TMOJIb30BaHUS U (WJIH) CETAM . .
XpaHuMoil u  obOpabarbiBaeMoil B
MEXIYHapOAHOTO HH(OPMALIMOHHOTO OOMeEHa
UCII/x, sBIsieTCS HEAOCTATOYHBIM JIJISt
(He3alMIEHHBIX OPTaHN3alMOHHBIMU MEpaMH). .
BO3MOYKHOM MOTHMBALIMM HApPYLIUTEISA
HMeroT BO3MOXKHOCTH TOJYYHTH JOCTYH K "
CrenmanpHbIe JAHHOW KaTEropuM K peanusalu yrpo3
CUCTEMHOMY WU TPUKJIAJHOMY IPOrpPaMMHOMY
CITY>KObI . . (HampuMep, Ha yTeuky MHpOpMalUH 110
Buemnnit Bricokuii | obecrniedeHuto, TEJIEKOMMYHUKAITUOHHOMY He akryanpho
WHOCTPAaHHBIX TEXHUYECKHM KaHaiaMm YTEUKH
0o0OpYyJOBaHUIO W  JIPYTUM  IPOrpaMMHO-
rocynapcTB UHpOpMaLIUN).
TEXHUYECKUM cpeanctBam  UCII[In  mua

IIPEIHAMEPEHHOIO BHECEHUSI B HEE 3aKJIAJOK U
YSA3BUMOCTEM.

Moryr  nmonyuuth  uUH(popMmanHi 00
YSI3BUMOCTSIX HHPOPMAIIMOHHOM CUCTEMBI ITyTeEM
NIPOBEICHUS] CHEIMATbHBIX HCCIEI0OBaHUN (B
TOM quciie C IMPHUBJICYCHHUEM
CIEMAIM3UPOBAaHHBIX HAYYHBIX OpraHU3aluil) C
UCIOJIb30BAHUEM CIELUAIBHO Pa3pabOTaHHBIX

Bricokas CTOMMOCTE M CIOXKHOCTH
MOATOTOBKH pCaIn3allud BO3MOKHOCTH.




TEXHUYECKUX U MPOrPAMMHBIX CPEJICTB.

Moryr  camMOCTOSITEIBHO  CO3JaBaThb M
MIPUMEHSATD CIICI[AJIbHEIC TEXHUYCCKHUEC
cpencTtBa g JA0ObIBaHUS MHGOPMAIMM U3
UCIAu (Bo3nmeiicTBus Ha WHGPOPMALHUIO WU
TEXHUYECKHUE CPEJICTBA), PACHpPOCTPAHSIOMICHCS
B BUJIe PUBUUYECKUX TTOJICH WITH SBIICHUH.

IIpecTynusie
(xakepckue)
TpyIHIIbI

Buemnaui

Cpenuuit

Obnanator BCEMU BO3MO>KHOCTSIMU
HapymuTesnei ¢ 6a30BbIM MOTEHIHATIOM.

MoryT oCylecTBUTh HECAaHKLIHOHUPOBAHHBIN
JOCTYN K MHGOPMALlMOHHON CHUCTEME U3 CeTH
CBS3M OOLIEro IOJIb30BaHUS U (WJIM) CETAM
MEXTyHapOAHOT0 UH(OPMAIIMIOHHOIO OOMEHA.

Moryr  momyunth  umHpOpMamuio 00
YA3BUMOCTSIX MH(POPMALMOHHOM CHCTEMBI C
WCIIOJIb30BAHUEM CIEIUAIbHBIX TEXHUYECKUX U
IIPOrPaMMHBIX CPEJICTB.

HmeroT BO3MOXKHOCTH CO3[aHUSI METOAOB U
CPEACTB pealu3alud yrpo3 0e30MacHOCTH
uHpoOpMalUd W peaju3aluh  yrpo3  C
NPUMEHEHHEM  CIIEUUAIbHO  Pa3pabOTaHHBIX
TEXHUUYECKUX U MPOTPaAaMMHBIX CPEJICTB, B TOM
qucle o0ecrneynBaromux CKPBITHOE
MIPOHUKHOBEHUE B NH()OPMALIMOHHYIO CUCTEMY U
BO3JICHCTBUE HA HEE.

MoryT OBITh OCBEIOMJIEHBI O MEpax 3aIUThI
uHpopmanuu, npumensembix B UCII/IH.

Moryr  nonyuuth — uHpOpManui 00
YA3BUMOCTSIX HMH()OPMALMOHHOW CHCTEMBI HIIU
e€ OTIEeNbHBIX KOMIIOHEHTOB (IIPOrpaMMHOE
o0ecrieyeHue) yTeEM IIPOBEIEHUS, c
UCIOJIb30BAHUEM HMEIOUIMXCS B CBOOOJIHOM

Xapaktep W o0beM wuH(poOpMaruy,
XpaHUMOM ®  oOpabaTbiBaeMOW B
UCII/H, sBisieTCs HEAOCTATOYHBIM JIJIst
BO3MOKHOM MOTHBAlUM HapyIIUTEIs
JTAaHHOW KaTEropuH K peajv3aluu yrpo3
(Hampumep, Ha yTeUKy WH(OPMALIUU TIO
TEXHUYECCKHM KaHaJIaM YTEUKHU
UHpOpMaLIUN).

Bricokast CcTOMMOCTH M CJIOXHOCTh
MOATOTOBKU peaM3allii BO3MOKHOCTH.

OcymiecTBiseTcs perucTpauus u
YYET AEHUCTBUH NOJIB30BATENEH.

He akryansHo




JOCTYyIIe MPOTPAMMHBIX CPEACTB, aHaIM3a Koja
npukiaagHoro 1O u OTACNBHBIX MPOrPaMMHBIX
KOMIIOHEHT obuiecucremMuoro I10.

dusznueckoe
JINIT0, HE
SIBIISTIOTIIAICS
CITyKalluM
MHMHUCTEPCTBA

Buemuni

Huzskunn

Moryr  nmomyuuth  uHpOpMaALMI 00
YSA3BUMOCTSIX OTJENbHBIX KOMITOHEHTOB
(mporpaMMHOM obecrieueHn )

MH()OPMAIIMOHHONW CUCTEMBI, OIMyOIMKOBAHHBIX
B OOIIEOCTYITHBIX HCTOYHHKAX.

HNmeror BO3MOYKHOCTb MOJTYYUTh
nHQOpPMALIMIO O  METOJaxX W CPEJCTBax
peayim3anuu yrpo3 0e30MmacHOCTH WH(OpMAIUN
(KOMIIBIOTEPHBIX ~aTak), OMYyOJMKOBAHHBIX B
OOLIEeTIOCTYITHBIX UCTOYHUKAX.

He uckiroueHo, 4TO MOXKET CaMOCTOSITEIBLHO
CO3/1aBaTh METOJBI M CPEJCTBA peaTH3AIH
yIpo3 Ha OCHOBE MOJIy4YEHHOMN u3
00IIEeTOCTYITHBIX UCTOYHIUKOB HH(OPMAITHH.

MoskeT npuoOpecTu T0CTYIHOE B CBOOOAHOM
nponaxe [1O, HeoOxommmoe yisl peanu3aruu
aTaKu.

HecankumonnpoBaHHbI JIOCTYT
yepe3 dJIEMEeHThl  HMH(OPMAIMOHHON
unppactpykrypsl UCII/IH, koTopbie B
IIPOLIECCE CBOET0 JKU3HEHHOIO LMKIIA
(MogepHU3aLuH, CONPOBOXKICHMUS,
PEMOHTA, YTUIIU3aLli1) OKa3bIBAKOTCS 3a
peesiaMd KOHTPOJIMPYEMOM 30HBI.

HecaHKIIMOHMPOBAHHBIA JOCTYN H
(wm) BO3ACHCTBUA Ha OOBEKTHI Ha
IPUKIAHOM YpOBHE (cucremsl
YIPaBJICHUS 06azamu JIAHHBIX,
Opay3epbl, web-IpuUOKeHuUsl, UHBIE
MPUKIAJHBIE TPOrpaMMbl  OOIIET0 U
CHEIMAIbHOTO Ha3HAYEHU).

BozgeiicTBus Ha IOJIB30BaTeleH,
aIMUHUCTPATOPOB 0€30MmacHOCTH,
aJIMUHHUCTPATOPOB  WH(MOPMAaLMOHHON
CHUCTEMBI WU 00CITyKUBAIOLIUI
MIEPCOHAL.

HecaHKIimoHMpOBaHHBIN JOCTYII
yepe3 aBTOMATU3MPOBaHHBIE paboune
MeCTa, MOJKIIOYEHHBIE K CETSAM CBS3U
o0Iero monp30BaHUsA U (WIIH) CETAM
MEXIYHapOAHOTO  HMH(OPMALMOHHOTO
oOMeHa.

AKTyanbHO

PazpaboTunku
NCTIu
(obGecnieunBato

Buemuui

Cpennuit

O06magaroT BCEMH BO3MOYXHOCTSIMA
HapymuTeneil ¢ 6a30BbIM MOTSHIIMATIOM.
MOFyT 6BITL OCBCIIOMIJICHBI O Mean 3allIUThI

HecaHKIIMOHMPOBAHHBIA JOCTYN K
uHbOpMALlUM  C  MCIOJB30BaHHEM
CIIEHUAIIBHBIX IIPOrPaMMHBIX

AKTyanbHO




mue nHpopmanuu, npumensiembix B UCIT/IH. BO3JICUCTBUI IIOCPEACTBOM
TEXHUYECKYIO Moryr  nonyuuTh ~ HHpOpManMIO 00 | IPOrpaMMHBIX BHUPYCOB, BPEJOHOCHBIX
MOJIIEPIKKY) YA3BUMOCTSIX HH(POPMALMOHHOW CHCTEMBl HJIM | IPOTPaMM,  aIrOPUTMHUYECKUX MU
e€ OTAEIbHBIX KOMIIOHEHTOB (IIPOrpaMMHOE | IPOrPaMMHBIX 3aKJIa/I0K.
obecrieyeHue) IIyTeM IIPOBEICHUS, c HecaHKIIMOHMPOBAHHBIA JOCTYNl H
UCIOJIb30BAHUEM MMEIOUIMXCS B CBOOOAHOM | (WIM) BO3AEHUCTBUS Ha OOBEKTHI Ha
JIOCTYyIIE€ MPOrpaMMHBIX CPEACTB, aHAJIM3a KoJa | IPUKIaJHOM YpOBHE (cucremsl
npukiaazHoro I1O U OTAeNbHBIX MPOrpaMMHBIX | YIIPaBJICHUS 6azamu JIAaHHBIX,
KoMmmoHeHT obmecuctemuoro [10. Opaysepbl, Web-TIpHJIOKEHHsI, HWHBIE
OcBenoMieHsl 0 CTPYKTYPHO- | IPUKJIQJHbIE MPOTrpaMMBbl OOLIEro U
(GyHKIMOHATBHBIX XapaKTepUCTUKAX U | CHEIHaJIbHOTO Ha3HAYEHU).
0COOEHHOCTSIX (GYHKLIMOHUPOBAHUS BozneiictBue Ha agMHHHCTPATOPOB
MH(POPMAIIMOHHOMN CUCTEMBI. 0€e3011acHOCTH, aAMUHUCTPATOPOB
MH(POPMALIMOHHOM CUCTEMBI.
BoszeiictBue Ha MH)OPMAITMOHHYIO
cucreMy (CUCTEMHOE M IPHUKIAJHOE
[IporpaMMHOe OO€ecnedYeHne) 3a CHeT
HenpeHaMepEeHHbIX/TpeIHaMEePEHHbBIX
JICUCTBUM,  TIOBJIEKIIMX  BHEJIPEHUE
3aKJIaJIOK M YSI3BUMOCTEM.
Jluna, Moryr  nonyuuth ~ uUHpopMmanuo 00 HecaHKIEHOHHPOBaHHHH
UMeEIoLIe YSI3BUMOCTSIX OTJIEJIbHBIX KOMIIOHEHTOB q)mH‘{veCKHH AocTyn " (1ma)
CaHKLIMOHHPOBA (mporpaMMHOM oGecrieueny) | BOSACHCTBIC Ha aBTOMATHSHPOBAHHLIC
H-HBIH JOCTYII MH(OPMALIMOHHONW CHUCTEMBI, ONMYyOIMKOBAaHHBIX pabouMe MecTa, TOAKIIOYCHHBIE K
K pabounm B OOIIEOCTYHBIX UCTOYHHUKAX. CETAM CBA3H OOMero HOMB3OBAHWA H
MecTaM Nwmeror BO3MO>XHOCTh MOJIyYUTh (smm) ceTAM MEKIYHapOZHOTO
nosib3oBareseil| BHyTpeHHuit Husknii uHpOpMALMIO O  METoJaX U  CPEeACTBax HH(OPMaIHOHHOTO O6MeH%‘ AKTyanbHO
U cepBepam Ha peanuzanuu yrpo3 Oe3omacHoCTH WH(pOpManuu HecaHKLEHOHHpOBaHHHH
KOTOPBIX (KOMITBIOTEPHBIX ~ aTak), OMYOJIMKOBAHHBIX B (1)1/I3I/que01<1/m focTyn " ()
pasMenicHa 00LIeTIOCTYITHBIX UCTOYHUKAX. BO3NICMCTBHA Ha JTMHNM,
WUCIIOH, HO HE MoryT caMOCTOATENIBHO CO3/1aBaTh METOABI U (karaser) CBi3N, TEXHUICCKNEC
UMEIOIINE cpeicTBA  peanM3amMM  yrpo3 Ha  ocHoe | “PEACTBY, MAILHHHBIC HoCHTCH
uH(pOpMaLINH.

J0CTyTa K

HOJ’Iy‘lCHHOﬁ us3 O6IJ_I€,JIOCTyHHBIX HCTOYHUKOB




uHpopMauu uHpOpMaInu.
(0OCITYKUBAFOIIT
Wi IepCOHAI
(oxpana,
paboTHUKH
aJIMUHHUCTPaTHB]
HO-
XO03SHCTBEHHBIX|
ci1yx0))
HecankiimoHupoBaHHBIA JTOCTYI H
(wm) BO3ICHCTBHS Ha OOBEKTHI HA
MPUKIATHOM ypOBHE (cucremsl
yIpaBiIeHUS 6azamu JTAaHHBIX,
ObnagaroT BCEMU BO3MOXXHOCTSIMU
. Opay3epbl, web-TipunoKeHusi, UHBIC
HapymIuTeneil ¢ 6a30BbIM IMOTCHIIHATIOM. e
MoryT OBITH OCBEIOMIJICHBI O MEpax 3allUThI P porp
CIEIHAILHOTO Ha3HAYCHUS).
nHpopmanuu, npumensieMsix B UCII/IH. .
Mor 6 BozaeiictBue Ha mHOOPMAITMOHHYIO
yT  MOXy4YuTh  HHPOpPMAIHIO O
9 cucteMy (CUCTEMHOE U TMPHKIATHOE
YS3BUMOCTSIX HMH(GOPMAITMOHHOW CHUCTEMBI HIIH
N MporpaMMHOE OO0ECTIEYeHHE) 3a CYET
e€ OTIeNbHBIX KOMIIOHEHTOB (IIPOrpaMMHOE
HenpeIHaMEPEeHHBIX/TIPEAHAMEPEHHBIX
obecrieueHue) yTeM MIPOBEACHMUS, c . .
AJIMUHHCTPATO . . JNEWCTBUM  TIOBJIEKIIMX  BHEJIPEHUE
Buyrtpennuii | Cpennuit WCIIOJIb30BAaHUEM HUMEIOUIUXCS B CBOOOJHOM AKTyaJIbHO
p UCITn BPEOOHOCHOIO  KOZA, 3aKiIagoK |
ZIOCTYTIE POTPAMMHBIX CDEICTB, aHamM3a KOMA | oo 0 o
npukiaaHoro 1O u OTAeNnbHBIX MPOrpaMMHBIX Y ) .
HecaHKIImOHMpPOBaHHBIA JOCTYI K
KOMITOHEHT oOuiecrcreMHoro 110. o
uH(popManuu U (WIM) BO3JIEHUCTBUS Ha
OcBenoMieHsl 0 CTPYKTYpHO-
HEE C UCIOJIb30BAHUEM CIEIHAIBHBIX
(hyHKIIMOHATTBHBIX XapaKTEePUCTUKAX u . .
MIPOTrpaMMHBIX BO3JICUCTBHI
0COOEHHOCTSIX (G YHKITMOHUPOBAHHMS
. MOCPEJICTBOM MPOrPAMMHBIX BHPYCOB,
WH(POPMAITMOHHON CHCTEMBI.
BPEIOHOCHBIX mporpamm,
AITOPUTMHUYECKUX WA TPOrPAMMHBIX
3aKJIaJI0K.
Bo3geiicTBus Ha IOJB30BaTeleH,
aIMUHUCTPATOPOB 0€301acHOCTH,




aJIMUHHUCTPATOPOB  WH(MOPMAIMOHHON
CUCTEMBL.

Bo3zgeiicTBus Ha JIMHUH,
(xaHasIBI) CBSI3H, TEXHUYECKUE
CpEeJICTBA, MaITMHHbBIE HOCHTEIN
uHpopmauu.

HecaHKIIMOHMPOBAHHBIA JOCTYNl H
(wm) BO3ACHCTBUA Ha OOBEKTHI Ha

obmecucreMHoM  ypoBHE  (0a3zoBbIe
CHCTEMBI BBO/Ia-BbIBO/IA,
OTIepalOHHBIC

CHCTEMBI).

AJIMUHHCTPATO
p 6e3omacHOCTH

Buyrpennuit

Cpennuit

Obnanator BCEMHU BO3MOKHOCTSIMH
HapymuTenei ¢ 6a30BbIM MOTEHIIHATIOM.

MoryT OBITh OCBEJJOMJIEHBI O MEpax 3allUThI
nHpopmanuu, npumensiemsix B UCII/IH.

Moryr  nonyuuth ~ uUHpopMmanuo 00
YSI3BUMOCTSIX MH(POPMAIMOHHON CUCTEMBI WU
e€ OTAEIbHBIX KOMIIOHEHTOB (IIPOrpaMMHOE
o0ecrnieueHue) yTeM MIPOBEICHUS, c
UCIOJb30BAHUEM HMEIOIIMXCS B CBOOOJAHOM
JOCTYIE TIPOTPAMMHBIX CPENICTB, aHAIHM3a KOJa
npukiagHoro IO M OTHAENBHBIX HPOTrPAMHBIX
KoMIoHeHT ob1ecucreMaoro I10.

OcBenomieHsl 0 CTPYKTYpHO-
(YHKIIMOHATIBHBIX XapaKTepUCTUKAX U
0COOEHHOCTSIX (GYHKIIMOHUPOBAHUS

MH(OPMALIMOHHON CUCTEMBI.

HecankimoHupoBaHHBIA JIOCTYI H
(wm) BO3ICHCTBHS Ha OOBEKTHI HA

MPUKIATHOM ypOBHE (cucremsl
YIIPaBJICHUS 0azamu JIaHHBIX,
Opay3epbl, web-TIpunoxxeHusi, WHBIC
MPHUKJIAHBIE TPOrpaMMbI  OOIIET0
CHEIMAILHOTO Ha3HAYCHUS ).

Bo3zgeiicTBus Ha JINHHH,
(xaHaIIBI) CBSI3H, TEXHUUYECKHE
CpEJICTBa, MaITuHHbBIE HOCHTEITN
uHpOpMaLUu.

HecaHKIIMOHMPOBAHHBINA JOCTYN H
(wm) BO3ACHCTBUA Ha OOBEKTHI Ha

obmecucteMHOM  ypoBHe  (0a30oBbIe
CHUCTEMBI BBOIa-BBIBOJIA,
OTIepaIOHHbIC
CUCTEMBI).

BozneiictBuss Ha pa3pabOTUMKOB,
aZIMUHUCTPATOPOB  MH(MOPMAIIMOHHOMN
CHCTEMBI.

BosgeiicTBue Ha MH()OPMAIIMOHHYIO

AKTyanbHO




cucteMy (CHCTEMHOE U TMPHUKIIATHOE
porpaMMHOE OOCCTICYCHHE) 3a CYET
HEenpeTHAMEPECHHBIX/TIPETHAMEPEHHBIX

JICUCTBUM,  TOBJIEKIIUX  BHEIPEHHE
BPEJOHOCHOTO  KOJa, 3aKJIaJoK |
ySI3BUMOCTEH.

briBiIME
pabOTHHKHU
(monp30BaTenn)

Buemnauii

Huzknii

MoryT noay4uTs HH(OPMALHIO 00 YSI3BUMOCTAX

OTJICNBHBIX ~ KOMIIOHGHTOB  (TIpOrpaMMHOM
obecrieueHnn) HMHPOPMAIIMOHHON  CHCTEMBI,
OITyOJIMKOBaHHBIX B 00MIeTOCTYITHBIX
UCTOYHUKAX.

HNMeroT BO3MOKHOCTD MOTYyYUTh HHPOPMALIHIO O
METONaX M CPEACTBAaX pealM3allH  yrpo3
6e3omacHocTH  HMH(OpMANMKH  (KOMIBIOTEPHBIX

aTak), OIyOJMKOBAaHHBIX B OOILEAOCTYIHBIX
HCTOYHUKAX.

MoryT caMOCTOSATEIbHO CO37aBaTh METOABI U
CpeICTBa peanu3allid yrpo3 Ha  OCHOBE

MOJy4YeHHON M3 OOIIEeOCTYIHBIX HCTOYHUKOB
HuH}OpMaLIHH.

HecaHKkiimoHMpOBaHHbIN JIOCTYII
yepe3 dAJIEMEHThl  HUH(DOPMAIMOHHOM
unppacrpykrypsl MCII/IH, koTOpBIE B
MIPOLIECCE CBOEr0 JKMU3HEHHOTO IHMKJa
(MonepHU3aINH, COTIPOBOXKICHHUS,
PEMOHTA, YTUIU3AllM1) OKa3bIBAIOTCS 32
npeenaMu KOHTPOIUPYEMOM 30HBI.

BozneiicTBus Ha IOJIb30BaTElICH,
aIMUHUCTPATOPOB  MH(MOPMAIMOHHOM
CHUCTEMBI WU 00CITyKUBAIOLIUI
MEepPCOHAIL.

AKTyaJIbHO




[Tpunoxxenue Ne 2

K MOJIETH yTpo3 O0e30macHOCTH WH(OPMAITUH TIPH ee
obpaborke B UCII/IH
T'ATIOY «lenkomnemx» r. Opcka

Ananuz YTOYHCHHBIX BO3MOKHOCTEH HaPYIHHTeJICﬁ N HAIIPpABJCHUA aTaK

. AKTYyaJIbHOCTD
YToyHEéHHBIE BO3MOKHOCTH
HapyIIMTeJeil 1 HanpaBJIeHUs aTaK HCIOIL30BAIHH
Ne Py P (mpuMeHeHUs1) ObocHoBanme
(cooTBeTCTBYIOIIME AKTYAJIbHbIE
AJIS1 IOCTPOEHUsI U
YIpo3sbl)
peaju3alnum aTak
OOBbeKTUBHBIE MPEANOCHUIKH IS PeATU3alud YTPO3bl CYILECTBYIOT:
— 00CITY>KUBAIOIIHI nepcoHa u nuua, obecrieunBaronme
¢dbyukunonuposanue UCI/IH;
— Bo3JelcTBUE Ha nosb3oBaTeneit MC nmu oOcmyKuBarouuii mepcoHal;
— 0a3bl BUPYCHBIX CUTHATYp PETYJISIPHO HE OOHOBIISIFOTCS.
HO MPHUHSATHI MEPHI MO 00ecrieueHnI0 0€30MaCHOCTH HH(POPMAIIH:
— B TOMEUICHUSAX, B KOTOPBIX MPOUCXOTUT 00paboTKa 3aluinaeMoi
[IpoBenenne araku NpU HAXOKIACHUU B Hl ’ p P A p H
11 . AKTyanbHO nH(pOpMaLiU, HEBO3MOYKHO HaX0XJAEHUE TOCTOPOHHUX JIUIL;
npezenax KOHTPOJIUPYEMOM 30HbI o
— OTBETCTBEHHBI 3a  oOecreyeHune  0e30mMacHOCTH  WH(pOpPMAIUH,
apmuaucTpaTopsl MC Ha3HavaroTcs U3 9nciia 0co00 JOBEPEHHBIX JIUIL;
— paborta nonb3oBareneit UC pernmameHTupoBaHa;
— HWCTOJB3YIOTCS CEPTH(PHUIMPOBAHHBIE CPEICTBA AHTUBUPYCHO 3aIIUTHI;
— mpoBoauTcs oOydeHue mnosb3oBateneii MC mepam mo obecnieueHUro
Oe3onmacHOCTH MH(POPMAIMU U TPEAYNPEXICHHE 00 OTBETCTBEHHOCTH 3a WX
HECOOJIII0ICHHUE.
[Tonmy4yenne B pamMKax IMpeIOCTaBICHHBIX OTCYTCTBYIOT OOBEKTUBHBIC TIPEATIOCHUIKH TSI OCYIIECTBICHHS YTPO3HI:
MIOJTHOMOYMH, a TaKkKe B pe3yjibTare — pabora nonb3oBareneit UC pernameHTupoBaHa;
1.2 | HaGmoneHwi cieayroniei nHPOpMAaInu: HeakrtyanbHo — npoBoguTcs oOydeHue mnoib3zoBatened MC mepam mo obecriedeHHro

CBEIEHUI 0 (PU3MUECKUX Mepax 3allUThl
O00BEKTOB, B  KOTOPBIX  pa3MelIeHbI

6e3omacHocTH MHMOPMALIMK U MPEAYNPEKICHHE 00 OTBETCTBEHHOCTH 32 HX
HEeCOOJII0IEHHE;




YT10ouHEéHHBIE BO3MOKHOCTH

AKTYyaJIbHOCTD

. HCII0JIb30BAHUS
e HApylLIuTe/ el U HANPaBJICHUs aTaK e OG0CHOBANME
(cooTBeTCTBYIOLIME AKTYAJIbHBIE
A1 HOCTPOEHUs U
yIrpo3bl)
peaju3alnum aTak
pecypchbl HHGOPMALIMOHHOHN CHCTEMBI; — CBeIGHUS O (U3MUECKUX Mepax 3alluThl OOBEKTOB, B KOTOPBIX
CBEIEHUH O Mepax 1o oOecreueHuro pa3meniena C, nocTynHbl OrpaHUYEHHOMY KPYT'y COTPYIHUKOB
KOHTPOJUPYEMOM 30HBI OOBEKTOB, B
KOTOPBIX pa3MelieHbl pecypcbl
MH(GOPMALIMOHHOM CUCTEMBI,
CBEJCHUM O Mepax [0 pa3rpaHUUYEHUIO
J0CTyHla B IOMELICHHUs, B KOTOPBIX
HaxoIATCs CBT, Ha KOTOPBIX
peanuzoBanbl CK3U u CO
OOBEKTUBHBIC MPEANOCHUIKU ISl peaTu3allii YTPO3bl CYIECTBYIOT:
PEMOHT, O0OCITy’)KUBAaHHE U CONPOBOXKJEHHE NPOrPAMMHBIX, TEXHUYECKUX U
nporpaMMHo-TexHuueckux cpeacrs MC, B Ttom wumcine C3U, moxer
BBITOJIHATHCS HE JOBEPEHHBIMHU JIMIAMY;
HO MPHUHSATHI MEPHI 0 00ecrieueHnI0 0€30MaCHOCTH HH(POPMAIIH:
OTBETCTBEHHBI  3a  obecnedeHue  Oe3omacHOCTH  MHGOpMalHUH,
Wcnonp3oBanue mratHeix cpeacts UC, aamuaucTpaTopsl MC HazHayaroTcs U3 yKcia 0co00 T0BEPEHHbIX JIUIL;
OTrpaHUYEHHOE MEpPAMH, pabota nosib3oBareneit UC pernameHTHpOBaHa;
peann30BaHHBIMA B  HMH(GOPMAIMOHHON npoBoautTcs oOyudeHue moib3oBareneir MC mepam 1o oOecreyeHuto
1.3 |cucreme, B KOTOPOW HCHONb3YyeTCS AKTyanbHO 0e3onmacHOCTH MH(POPMALUMU U TpeAyNpexIeHHe 00 OTBETCTBEHHOCTH 3a UX
CK3U, u HarpaBJIECHHBIMHU Ha HeCOOJII0IEHHE;
IIPEIOTBPALLIEHHUE u IIpeceueHHe IIPOrpaMMHBIE, TEXHUYECKUE, TPOrPAMMHO-TEXHUYECKHE CPENCTBA, B TOM

HECAHKIIMOHUPOBAHHBIX JCHCTBHI

yucie u C3U, MC HacTpoeHBl B COOTBETCTBHH C TOJUTHUKOW OOECTIeYeHUS
6e3omacHoCcTH HH()OPMALINH;
UCIOJIb3YIOTCS CepTU(ULIMPOBAHHBIE CPEACTBA AaHTUBUPYCHOM 3allIUTHI;
nosb3oBaren MC He MMEIT BO3MOMKHOCTH 3allyCKa CTOPOHHETO WIIN
YCTaHOBKH, U3MEHEHUS! HACTPOEK MMEIOIIErocs MPOrpaMMHOT0 oOecredeHmst
0e3 KOHTPOJSI CO CTOPOHBI OTBETCTBEHHOTO 3a obOecredyeHue Oe30MacHOCTH
uHdopMaLuu




YT10ouHEéHHBIE BO3MOKHOCTH

AKTYyaJIbHOCTD

HApYyLIUTe/ell U HAMPaBJIEHNUs aTaK HCHOAR30BAMA
Ne Py P (mpuMeHeHUs1) ObocHoBaHme
(cooTBeTCTBYIOLIIHE AKTYaIbHbIE
JJIl IOCTPOEHUS U
yIrpo3bl)
peaju3aium aTak
Co3ganne cnocoOOB, IOATOTOBKA U
MPOBEJIEHUE aTak C MPHUBICYCHHEM .
He ocymectBisiercst 00paboTka CBEICHUI, COCTaBISIONINX TOCYJapPCTBEHHYIO
CHEIUATTUCTOB B 00JACTH MCIIOJIb30BAHMS 9 .
TaliHy, a TaK)Ke WHBIX CBEJICHUN, KOTOPBIC MOTYT MPEACTABISATH HHTEPEC IS
4.1 | nns peanuzanuu aTax HeakrtyansHo
peanu3ainuyi BO3MOKHOCTH.
HEJOKYMEHTHUPOBAHHBIX
. Bricokast CTOMMOCTB U CJIIOHOCTH TOJITOTOBKHU PeaTn3aliii BO3MOKHOCTH
(HeeKJIapUpOBaHHBIX)  BO3MOXKHOCTEH
cuctemuoro I[10
Bo3MoxXHOCTR pacmoniaratb CBEACHHSIMH, .
o He ocymecTBisiercst 00paboTka CBEICHUIA, COCTaBISAIONINX TOCYJapPCTBEHHYIO
COJICP)KAIIMMKUCS B KOHCTPYKTOPCKOH 9 .
4.2 HeakryaibsHo TaliHy, a TaK)Ke WHBIX CBEJCHHI, KOTOPHIE MOTYT MPEICTABIIATh HHTEPEC IS
JOKYMEHTAallMd  Ha  anmapaTHele U
peanu3ainu BO3MOXHOCTH
porpaMMHbIe KOMITOHEHTH CD
. He ocymectisiercst 00paboTka CBEACHHI, COCTABISIONINX TOCYIapCTBEHH
Bo3MoXHOCTH BO3/IEHCTBOBATH Ha JIIOOBIE > 0cymt p  CBeA ’ H yaap o
4.3 HeakryaibsHo TaliHy, a TaK)Ke WHBIX CBEICHUU, KOTOPbIE MOTYT MPECTABIATE HHTEPEC IS

koMmrtoneuTsl CK3U u CO

pcajin3aniii BO3MOXKHOCTH




[Tpunoxenne Ne 3

K MOJIETH yTpo3 O0e30macHOCTH WH(OPMAITUH TIPH e

obpabotke B UCIIIn
T'ATIOY «lemkomremx» r. Opcka

[lepeueHp BO3MOKHBIX yTrpo3 0€30MaCHOCTH HHPOPMAIINH U onpezeneHne ux akryanbHoctd B UCIx

I'ATIOY «Ileaxomnemx» r. Opcka
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VYrpo3a 3aKI09aeTcss B BO3MOXHOCTH
BHEJPCHUS] ¥ 3allycka BPEIOHOCHOTO
KOZla OT UMEHM JOBEPEHHOIo Ipolecca
Ha JIIOOOM M3 pECypCHBIX LEHTPOB
TPUI-CHCTEMBI M €r0 aBTOMaTH4YecKoro | BremrHwmit
Yrpoza pacnpocTpaHeHHsl Ha Bce y3Jbl I'PUJ- | HapyLIMTENb CO
ABTOMAaTHYECKOTO | CHCTEMBI. CpemHIM PecyDeHbIC
pacnpoctpanenust | JlaHHas yrposa 00yCIIOBIICHA | MOTEHIIHAIIOM, yp Heakryans- | Texnonorus HE
YBU.1 . LIEHTpPBI IPU- 10 0 0.5 cpeaHss HU3Kast
BPEIOHOCHOTO cnabocTaMu TEXHOJIOTHHI rpun- | BayTpenunmit CHOTEMBL Has IIpUMEHSeTCS
KoJa B TpHUA- | BBIUUCICHHH — BBICOKAM YPOBHEM | HapyIIUTENb CO
cucTeMe aBTOMAaTH3aIUHU pu MaJIoll | CpeIHUM
AAMUHHUCTPUPYEMOCTHU T'PUIA-CUCTEMBI. MOTCHIHAJIOM

Peanuzanus 1aHHOW yrpo3sl BO3MOXKHA
IpU YCIOBUM HAIMYUS y HapyILIUTEI
MIPUBWJIETUAH JIETaJbHOTO TIOJIE30BATEIS
TPUA-CHCTEMBI




YBU.2

VYrposa
arperupoBaHus
JaHHBIX,
MepesaBaeMbIX B
rpua-cucTeMe

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
PacKphITUSL HapyIIUTENeM
3aluIaeMoil  MHGOpPMamuH  ITyTEM
BBIIBIICHHSI 3a/ICHCTBOBAaHHBIX B €€
00paboTke y310B, cOopa, aHanmu3a H
000011IeHNS JTaHHBIX,
NEPEXBATHIBAEMBIX B CETH IHepenadn
JAHHBIX TPUJI-CHCTEMBI.
Hannast yrposa o0ycroBieHa
c11aboCThI0 TEXHOJIOTUU TpunI-
BEUHUCICHUA  —  HCIIOJb30BaHUEM
HE3aINIIEHHBIX KaHaJIoB ceTu
WuTepHeT Kak TpaHCHOPTHOM ceTH
TPUJI-CHCTEMBI.

Peanuszanus naHHON yrpo3bl BO3MOKHA
IIPU yCJIOBUH HANUYUS y HApYIIUTEIS:
- CHII M CPEACTB, AOCTATOYHBIX [UIS
KOMIICHCALIMHA Ype3BbIYAHHON
pacnpenenéHHOCTH rpua-3a1aHuil
MEXTy y3IamMu TPHUJI-CUCTEMBI;
- TPUBWIETHH, JOCTATOYHBIX VIS
mepexsata TpadUKa CeTH Iepeaadn
JAHHBIX MEXIy dJJeMeHTaMH (y3JIaMH)
TPUJI-CHCTEMBI.

Bremumi
HapyIIUTENb CO
CpeHUM
IMOTCHI[HATIOM

CereBoil
Tpaduk

10

0.5

cpenHss

HHU3Kas

Heaxryanb-
Has

TexHomorus
MIPUMEHSETCS

HC

YBU.3

Vrpoza ananusa
KpHITorpadmdec-
KUX aITOPUTMOB U
WX peann3anuu

Vrposa 3akmouaercss B BO3MOXKHOCTH
BBISIBJICHHUS crabbIx MeCT B
KpHUNTOrpadMYEeCKUX AITOPUTMAX HIIH
yA3BUMOCTEH B  pealn3ylolmeM Hux
MIPOTPaMMHOM obecrie4eHNH.
Hannast yrposa o0ycioBieHa
c1aboCTAMHU KpHUNTOrpadUueCcKuX
ITOPUTMOB, a Takke OMmuOKaMH B
MIPOrpaMMHOM KoJe
KpunTorpapuyeckux  CpeiucTB,  UX
CONPSDKEHHHM  C  CHCTEMOH WM
napaMeTrpax ux HaCTPOWKH.
Peanuszamust  yrpo3sl  BO3MOXKHa B
clyqae HalW4Ms Yy  HapyIIUTeNs
CBEJICHUH 00 NMPUMEHSIEMBIX B CHCTEME
CpezcTBax ¢ poBaHHS,
pCajln30BaHHBIX B HHUX aJropurMax
mudpoBaHusl M HapaMerpax — Hx
HaCTPOUKH

Bremrami
HapyILIUTENb CO
CpeIHUM
IMOTCHI[HATIOM

MeTtagaHHEIE,
CHCTEMHOE
MIPOTPaMMHOE
obecreuenmne

10

0.5

cpenHss

HU3Kast

Heakryanbna
o

TexHomorus
MIPUMEHSETCS

HE




YbU.4

VYrposa
anmapaTHoro
copoca
BIOS

Taposst

VYrpo3a 3akioyaercsi B BO3MOXXHOCTH
cOpoca mapojeil, YCTaHOBIICHHBIX B
BIOS/UEFI 6e3 IIPOXOKACHUS
MIpOLeypEl aBTOPHU3ALMA B CHCTEMeE
ImyTéM  00ECTOYMBAaHHSI MHKPOCXEMBI
BIOS (cpéma akkymymsTopa) WIH
YCTAaHOBKM MEPEMBIYKH B ILITaTHOM
MecTe Ha CHCTEMHOM I1aTe
(mepekiroucHue «DKaMIepay).
Jlannas yrposa o0ycroBieHa
YSI3BEMOCTSIMH HEKOTOPBIX CHCTEMHBIX
(MaTepUHCKUX) IUIAT — HAIHYHEM
MEXaHH3MOB  allapaTHoro  cbpoca
napoJei, YCTaHOBJIEHHBIX B
BIOS/UEFI.

Peanuszanus naHHON yrpo3bl BO3MOKHA
IpH YCIIOBUM HAIMYMS Y HApYIIUTENs
(bu3nyecKoro nocryma K CHCTEMHOMY
OJIOKY KOMIIBIOTEpA

BuyTrpennuit
HapyLIUTEIb
HU3KUM
MOTEHIINAIOM

C

Muxpornporpa
MMHOE U
armapatHoe
obecrieueHne
BIOS/UEFI

10

0.5

cpenHss

HHU3Kast

Heaxryansna

Ilorenmuan
HapyLIUTEIs
HEIOCTaTOUYEH

YBU.5

Yrpo3a BHeApeHUs

BPEIOHOCHOTO
xoaa B BIOS

VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
3actaButh BIOS/UEFI  BbImOmHSTH
BPEIOHOCHBIH  KOJ ~ TPH  KaKIOM
3alycKe KOMIIBIOTEpA, BHEIPUB €ro B
BIOS/UEFI myTéM 3aMEHBI
MHKPOCXEMBI BIOS/UEFI WA
0OHOBJICHUS MIPOTPaMMHOTO
obecneuennss BIOS/UEFI na Bepcuro,
yXKe COJepIKallyl0 BPEAOHOCHBIH KOJI.
Jannas yrposa o0ycoBieHa
caboCTAMH TEXHOJOTHH KOHTPOJS 3a
O0OHOBIICHHEM TIPOTPAaMMHOTO
obecneuennss BIOS/UEFI u 3amenoit
qHIICeTa BIOS/UEFI.
Peanuszanust 1aHHON yrpo3bl BO3MOKHA
B XOA€ TIPOBEIEHHS pEMOHTa W
00CITy)KUBaHHs KOMITBIOTEpa

BayTpenHuit
HapyIIUTelh
BBICOKHM
MOTEHINAIOM

C

Muxkpornporpa
MMHO€E U
armaparHoe
obecrieueHue
BIOS/UEFI

10

0.5

cpenHss

HU3Kast

Heakryansna
o

ITorenmuan
HapyIIUTENS
HEJIOCTaTOYeH




YBU.6

Vrpo3za BHepeHUs
KOJZla UM JaHHBIX

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
BHEJIPCHUS HapyIIUTeNIeM B
TICKPEAUTHPYEMYIO
nHdopmarmonHyto cucremy wimm loT-
YCTPOWCTBO ~ BpPEIOHOCHOTO  KOJa,
KOTODPBI MOKET OBbITh B JalbHEWUIIEM
3aMyILIEeH «BPYYHYIO» MOJIb30BATENSAMH,
aBTOMAaTU4ECKH  TPH  BBIIOJHEHHU
OTIPEAENEHHOTO YCIOBUS (HACTYIICHUS
onpenenéHHoN JIaTHl, BXOJa
MI0JTE30BaTEN B CHCTEMY M T.II.) WIIH C
HCTIONIE30BaHUEM
ayTeHTH(UKAOHHBIX JTaHHBIX,
3aJaHHBIX «TI0 YMOJTYaHHIO», a TAKXKe B
BO3MOKHOCTH HECAaHKIHOHHPOBAHHOTO
BHEJPCHUS] HAPYIIUTEIEM HEKOTOPBIX
COOCTBEHHBIX JaHHBIX IJIs1 00pabOTKH B

JIUCKPEIUTUPYEMYIO

nH(OpMaIOHHYTO CHCTEMY,
(aKTHUECKN OCYIIECTBHB HE3aKOHHOE
HCTIOJIb30BaHHUE YYKUX
BBIYHCITUTENBHBIX pecypcos, u

OJIOKHPOBAHHS PaOOTHl YCTPOUCTBA MPU
BBITIOJIHCHUH OMPE/IENCHHBIX KOMAHI.

Jannas yrposa o0ycrnoBieHa:
- HalIM4ueM YA3BUMOCTEH
MPOrpaMMHOT0 obecrieueHus;

— cnabocTsMM  Mep aHTHBUPYCHOM
3alIMTBl M pa3rpaHUYeHHs JOCTYIIA;
— HaymuueM oTkpeiToro Telnet-nopra
Ha loT-ycrpotictBe (tompko st loT-

YCTPOHCTB).

Peanusanust 1aHHON yrpo3bl BO3MOXKHA:
- B ciry4ae paboTer
JTUCKPEAUTHPYEMOTO  IOJB30BaTENs C
¢aiinamu, MOCTYMAIOIMHU u3
HEJIOBEPEHHBIX HCTOYHUKOB,;
— IPU HAJIMYMU y HEro IPHBHIIETHH
YCTaHOBKH TIPOTPaMMHOTO
obecreueHus;

— B CIIyJae HEM3MEHEHHBIX BIIaJIeIbIEM
yueTHbIXx  JaHHbIX  loT-ycrpoiicTBa
(3aBOACKUX MApOJIsl U JIOTHHA)

Bremamit
HapyIIUTENb
HHU3KUM
MMOTEHIINAJIOM

C

CucrtemHoe
MPOrpaMMHOE
obecrieuenue,

MPUKIIaTHOC
MIPOTpaMMHOE
obecreuenue,

ceTeBoe
MIPOTpaMMHOE
obecreueHme

10

0.5

cpenHsisa

HHU3Kas

HeakryansHa

ITorenmuan
HapyLIATEIS
HEI0CTaTOYCH




YBU.7

VYrposa
BO3ICHCTBUS  Ha
MPOTPaMMEI ¢
BBICOKUMU
MPUBUIICTUSMH

er03a 3aKJIIOYA€TCsI B BO3MOXKHOCTH

MOBBIICHUS  HApyHIMTENIEeM  CBOUX
NIPUBHIIETHH B JMCKPEIUTHPOBAHHON
cucteMe  (MONydYeHUs  NPHUBHIECTHH
JIICKPEAUTHPOBAHHBIX IIpOrpamMM)
MyTéM  HUCIOJNB30BAaHHSA OIIMOOK B
IporpamMmax u BBITIOJTHEHUS
MIPOU3BOIBHOTO Koja c ux
TIPUBHUIIETUSMU.

Jannas yrposa o0ycioBIeHa
cmaboCTIMH  MeXaHW3Ma  INPOBEPKH

BXOJHBIX JaHHBIX U KOMaHJ, a TaKkKe
Mep @O pasTpaHUYCHHI0 JOCTYIA.
Peanuszanus naHHON yrpo3bl BO3MOKHA

pu YCIOBHSAX:
— o0mamaHust  OUCKPEIUTHPYEMOH
IporpaMmoit MOBBIIICHHBIMH
TIPUBHIICTUSIMA B CUCTEME;

— OCYUIECTBJICHHUS AMCKPEIUTUPYEMOU
IIpOrpaMMoi mpuéma BXOIHBIX JAaHHBIX
OT Jpyrux IporpaMMm MWIA  OT
MIOJTb30BATEIS;

— HapyIIUTeNb HMEET BO3MOXHOCTb
OCYMIECTBIIATh Mepefady MaHHBIX K
JIUCKPEAUTHPYEMOH IporpaMme

Buemnwii
HapyLIUTEIb CO
CpeHUM
MOTEHIHAIIOM,
Buytpennuii
HapyLIUTENb CO
CpeaHUM
MOTEHLUAIOM

HNudopmanmo
HHas CHCTEMa,
BUpPTyalbHas
MalllfHa,
CeTeBOC
MIpOrpaMMHOE
obecreuenue,
ceTeBou

Tpaduk

10

0.6

cpenHsis

cpemHss

aKTyaJibHast




YBU.8

VYrposa
BOCCTAHOBJICHUS
ayTeHTU(PHKALNOH
HOI nHdopmamu

VYrpo3a 3akioyaercsi B BO3MOXXHOCTH
noxbopa (HampuMep, MyTEM IIOJHOTO
nepebopa wiIM mepedopa Mo CIIOBapIO)

ayTeHTH(QUKAMOHHOH  WH(OpManyn
JUCKpeUTUPYeMOl y4EéTHOH 3amucu
TI0JTE30BATENIS B CHCTEME.
Jannas yrposa o0ycioBIeHa
3HAQUUTENPHO  MEHBIIMM  00BEMOM
JTAHHBIX XelI-Koza

ayTeHTH(HUKAMOHHON HH(POPMALIUH 1O
CPaBHEHHI0O C HEW camol, 4TO

orpeznenseT IBa CIJICIICTBUSL:
— Bpems 1moabopa B OCHOBHOM
OTIpEAeNAeTCS HE 00BEMOM
ayTeHTH(UKAMOHHONH HH(pOpMaIyHy, a
00bEMOM  [maHHBIX €€  XeHI-KOa,
- BOCCTAHOBJICHHAs
ayTeHTU(UKAIMOHHAS “HpOpMAIHA

MOXET HE COBIAJaTh C HCXOTHOH (TIpH
NIPUMEHEHHH HEKOTOPBIX AJITOPUTMOB
JUIT HECKOJBKHX HaOOpOB HCXOIHBIX
JAHHBIX ~ MOTYT  OBITh  ITOJYYCHBI
OJINHAKOBBIC PE3YJIbTAThl — XEII-KOJbI).
Peanuszanus naHHON yrpo3bl BO3MOKHA
c MIOMOIIBIO CIEHUANbHBIX
MIPOTPAMMHBIX CPEACTB, a TaKXKe B
HEKOTOPBIX CIydasix — «BPYIHYIO).

Bremranii
HapyIIUTENb
HU3KHM
MTOTCHIIUAJIOM,
BnyTtpennuit
HapyIIUTENb
HU3KAM
MTOTEHITHATIOM

C

C

CucremHoe
MPOTpaMMHOE
obecrieuenue,
MHKPOIIPOrpa

MMHOE
obecrieuenue,
Y4ETHBIE
JTAHHBIC
TOJIB30BATEIIS

10

0.6

cpenHsis

cpenHss

AxTtyanbHas




YBU.9

VYrposa
BOCCTaHOBJICHHUS
MpeIbITyIei
ySI3BUMOI  Bepcuu
BIOS

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
OCYIIIECTBIICHHS BBIHYKJICHHOTO
nepexona Ha HCTIONIb30BaHHUE
BIOS/UEF]I, coneprarmeii ys3BUMOCTH.
HNannas yrposa o0ycioBIeHa
cnaboCTAMHI TEXHOJOTHH KOHTPONS 3a
0OHOBJICHHEM MPOTrPaMMHOTO
obecriedeHus BIOS/UEFI.
IIpy  WcnonB30BaHMM  TEXHOJIOTHH
obnoBnerust BIOS/UEFI  Bo3moxxHO
BO3HHUKHOBEHHE CIEAYIONIeH CHUTYyaIrun
(ycnoBus, XapaKTepH3yIoIIye
CHUTYaIHIO yKa3aHbI B
XPOHOJIOTHYECKOM MOpsIZIKE):
— Ha  KOMIIBIOTEpE  yCTAHOBJICHA
Hekotopast Bepcusi BIOS/UEFI, mms
KOTOpOil Ha MOMeEHT e€ paboTHl He
H3BECTHEI YSI3BEMOCTH;
— B CHIYy HEKOTOPBHIX OOCTOSITEIHCTB
BIOS/UEFI  mpoxomutr  mpouenypy
OOHOBIICHUSI, COXpaHssl TIPH  3TOM
npensiaymyo Bepcuto BIOS/UEFI na
ciryJait «OTKaTa» CHCTEMBI;
- MyOMuKy0TCS JTaHHBIE 0
CYIIECTBOBAaHUH yA3BUMOCTEH B
mpenpinymeir  Bepcun  BIOS/UEFI;
— IPOUCXOMUT cOOi B paboTe CHCTEMBI,
B pe3ysibTaTe 4ero Tekyluas (HOBas)

BepcUs BIOS/UEFI CTaHOBUTCS
HEepaboTOCTIOCOOHOM (Hanpumep,
Hapymaercs el LIEJIOCTHOCTB);
- MOJTb30BATENb OCYIIECTBIISET
MITATHYIO TPOLEIYPY BOCCTAHOBJICHHUS
paborocmocobHOCTH CHCTEMBI -
MPOBOIUT  «OTKAaT»  CHUCTEMBI K
MpeIbLIYIIEMY paboToCmocOOHOMY

COCTOSIHHUIO.

BuyTrpennuit
HapyLIUTEh
HHU3KHM
MOTEHINAIOM

C

Muxpomnporpa
MMHOE
obecreueHme
BIOS/UEFI

10

0.6

cpenHsis

cpemHss

AxTyanbHas




YBU.10

Vrpoza  BbIXOJa
nporecca 3a
IpeIeIbl
BUPTYaJIbHOM
MaIInHbI

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
3allycKka BpEIOHOCHOW Iporpammon
CcOOCTBEHHOTO THIIEPBU30Pa,
(YHKIMOHHPYIONIETO 110  YPOBHIO
JIOTHYECKOTO B3aMMOJICHCTBUS HIDKE
KOMIIPOMETHPYEMOTO THIIEPBA30PA.
HNannas yrposa o0ycioBIeHa
YA3BUMOCTSIMU MIPOrPaMMHOTO
obecneyeHust THIIEPBU30DA,
peanusyoIero (hyHKUIUIO
H30JIMPOBAHHON NPOrpaMMHOIN Cpelibl
sl QYHKOUMOHHpPYIOIIMX B Hed
mmporpaMM, a TaKke CIabocTsIMH
MHCTPYKIMH aNmapaTHOW ITOIIEPKKH
BUPTYyaJIM3aliN Ha YpOBHE
mporeccopa.

Peanuszanus naHHOM yrpo3bl OPHUBOAUT
HE  TONBKO K  KOMIIPOMETAINH
THIEPBH30pa, HO ¥ 3alylIeHHBIX B
CO3[JaHHOM WM BHUPTYaJdbHOH cpene
CPE/ICTB 3alHTHI, a, CIEJOBAaTENBHO, K
nxX HECII0COOHOCTH BBIIOJTHATD
(GyHKIME (E30MacHOCTH B OTHOIICHHH
BPEIOHOCHBIX porpamm,
(YHKIMOHHUPYIONIUX TOA YIPaBICHHEM
COOCTBEHHOTO THIIEPBH30DA.

Buemnwii
HapyLIUTEIb CO
CpeaHUM
HNOTCHLIUAIIOM,
BuyTrpennuit
HapyLIUTEeNb CO
CpenHUM
MOTEHINAIOM

MNudopmarmo
HHasl CUCTEMa,
CETEeBOH y3ell,
HOCHTEITh
uHpOpMAIHH,
OOBEKTHI
(aitnoBoii
CHCTEMBI,
Y4ETHBIE
JaHHbIE
MOJTb30BATENS
, 00pa3
BUPTYalIbHOUN
MaIIHHBI

10

0.5

cpenHss

HHU3Kas

Heaxryansna

TexHomorus
MIPUMEHSETCS

HC

YBU.11

Vrposa
JIeaBTOPHU3ALUHT
CaHKIMOHUPOBaHH
oro KJIMeHTA
OecrpoBOHOMN
ceTH

VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
ABTOMATHYECKOTO pa3phbiBa COSIHMHEHHS
OecrpoOBOZHOI  TOYKH  JOCTyma ¢
CaHKIIMOHUPOBAHHBIM KIHEHTOM
0OecrpoBOIHOM CETH.
HNannast yrposa o0ycioBieHa
c1aboCTbI0  TEXHOJIOTMH  CEeTeBOro
B3aUMOJCHUCTBUSI 1O  OECIpPOBOIHBIM
KaHaJaM Iepeiauy JaHHBIX — CBEICHHS
o MAC-anpecax 0ecpOBOIHBIX
KJIMEHTOB JOCTYITHBI BCEM y4aCTHHKaM
CEeTeBOro B3aMMOJICHCTBHSL.
Peanusaiys TaHHOH yrpo3sl BO3MOXHA
npu yciaoBUUu TOAKITHOYCHHUA
HapyumreneM K OecrpoBOJHON ceTh
ycrpoiictBa, MAC-aapec KkoTOpOro
OyzmeT monHOCThIO coBmagath ¢ MAC-
azpecoM JIMCKPEIUTUPYEMOTO
CaHKIIMOHUPOBAHHOTO KIIMECHTA

Bremnnii
HapyIIUTeIb C
HH3KHM
MOTEHLIUAJIOM,
BayTpenHuit
HapyluuTeslb ¢
HU3KHM
MOTEHINAIOM

CereBoii y3en

10

0.5

cpemHsis

HHU3Kas

HeakryanbHa

TexHnonorus
MPUMEHSIETCS

HE




VYrpos3a 3akitoyaercs B BO3MOKHOCTHU
JIeCTPYKTHBHOTO MIPOTPaMMHOTO
BO3ICHCTBUSA Ha JAUCKPEAUTHpPYEMOe

. CucremHoe
MPUWIOKEHHE IYTEM OCYIIECTBICHUS
. IIporpaMMHOE
MaHUNYJSIIUA € HCHONB3yeMBIMU HM
o obecrieuenue,
KOH(MUTYpallMOHHBIMU ~ (aiinaMu  WiH
MIPUKIIaTHOE
OoubIMoTeKaMu.
MIpOrpaMMHOE
Jannas yrposa o0ycioBIeHa
obecreueHue,
VYrposa crabocTaMu Mep KOHTPOJISL CeTCBOE
JECTPYKTHBHOTO LETOCTHOCTU KOH(UIypallMOHHBIX | BHyTpeHHUI DOIPAMMHOG
U3MEHEHHS ¢aiinos 130178 OHONMOTEK, | HApyIIUTEIb C porp
VYBU.12 obecrneveHre, 10 0.6 cpenHsas | cpenHsAs | AKTyalbHas
KoH}urypanun/ HCTIONIb3YEMBIX TIPUIIOKEHUAMH. | HU3KUM MHKDOIDOIDE
cpensl OKpykeHust | Peanmmsarus 1aHHOHM yrpo3bl BO3MOXHA | MOTEHI[HATIOM 15[) MHE . P
porpaMm B Cilydae HaJW4Ws Y HapyIIUTENs IIpaB
porp e Y HapyHarer up obecrnedyeHmue,
OCYIIECTBJICHHsI 3alHCH B (halIIOBEIC
MeTaJlaHHbIE,
00OBEKTEHI, CBsI3aHHBIC c
KOH(UTyparei/cpenoit OKPY KEHHS OT.EKTEI
P p Py (aitnosoii
IIPOrpaMMEI, I BO3MOKHOCTH
CHCTEMBI,
TIepEeHaNPaBICHUS 3aIpoCcoB o
JUCKPEAUTHPYEMOH TPOTPaMMBI  OT peectp
3amMIIEHHBIX (AIOBBIX OOBEKTOB K
JIOKHBIM
VYrpo3a 3akm0d9aeTcsi B BO3MOXHOCTH
HETIPaBOMEPHOTO HCTIONb30BAHUS
JIEKIIapHPOBAHHOTO (yHKIMOHATA
BIOS/UEFI TUTst HapyIIeHU
LEJIOCTHOCTH MH(OPMAINH, XPAaHUMOW
Ha BHEUIHUX HOCUTEISIX UHOPMALNH U
B OIEpPaTMBHOM  3allOMHHAIOIIEM
ycTpoiictBe KOMIIBIOTEPA.
VYrposa aHHas 03a o0ycioBieHa N
p A yrP Y BayTpenHuit Mukpomnporpa
JECTPYKTHBHOTO YSI3BEMOCTSIMH TMPOrpaMMHOTO | o~ e MMHO®
YBU.13 WCTIONIB30BAHUS obecrieueHust BIOS/UEFI, Py 10 0.6 cpemHss | cpenHAs | AKTyarbHas
JEKIapUPOBAHHOTO | MPEAHA3HAUYEHHOTO U TECTHPOBAHMS HHBKHM obecneuerne
HOTEHILHAJIOM BIOS/UEFI
¢ynkunonana BIOS | u 00CITyKUBaHUS KOMIIBIOTEPA
(cpeacTB  MpOBEpPKHM  IEIOCTHOCTH

MaMsATH, HPOTPaAMMHOIO OOECIedYeHHs
ynpasineHuss RAID-koHTpomnepoM u
T.IL.).

Peanuzanuu JaHHOM Yrpo3bl MOXET
c1oco0CTBOBAThH BO3MOKHOCTH
ob6HoBneHust HekoTopbix BIOS/UEFI
0e3 IPOXOJKACHNS ayTeHTH(UKALIIN




VYBbU.14

VYrposa
JUTUTEITHHOTO
yIaepIKaHUs
BBIYHCIHTEIBHBIX

pecypcos
HOJIb30BATEISIMU

VYrpo3a 3akimrouaeTcs B BO3MOXKHOCTH
OTpaHWYCHHS HApYIIUTEIEM JOCTYIa
KOHEUYHEIX MoJIb30BaTeei K
BBIYUCIUTEIFHOMY pecypcy 3a cuér
MPUHYJIMTEIFHOTO yICPKAHHUA €ro B
3arpyKEHHOM COCTOSTHHH myTéM
OCYIIECTBICHUSI MM MHOTOKPAaTHOTO
BBITTOJTHCHHS onpenenéHHbIX
JIECTPYKTUBHBIX IEUCTBUI WIn
IKCIUTyaTalliH YSI3BUMOCTEH MPOrpamMM,
paclpenensouX  BBIYACIUTCIHHEIC
pecypcsl MEXIY 3a7a4aMH.
Jlannas yrposa o0yciioBIIcHA
CI1a00CTIMH MEXaHU3MOB
OaaHCUPOBKHU Harpy3Kd u
pacmpeneneHus BBIYUCIIMTEIbHBIX
pecypcos.

Peanuzarnuss  yrpo3sl  BO3MOXHa B
ciydae, €Clid y HapyLIUTells HUMeeTcs
BO3MOYKHOCTh JieNnath 3aIpocHl,
KOTOpBIC B COBOKYITHOCTH TPeOYIOT
0OJIBIIIC BPEMEHH Ha BBINMOJIHECHUE, YeM
3aIIpOCHI MOJIB30BATENS

Buemnwii
HapyLIUTEIb
HHU3KUM
MOTEHIHAIIOM,
Buytpennuii
HapyIIUTETh
HU3KUM
MOTEHLUAIOM

C

C

HNudopmanmo
HHAasl CHCTEeMa,
CETEeBOH y3ell,
HOCHUTEJIb
nHpopmarmy,
CHCTEMHOE
IIporpaMMHOE
obecrieuenue,
cereBoe
IPOrpaMMHOE
obecreuenue,
ceTeBo

TpaduK

10

0.75

Bricokas

HHU3Kast

AxrtyanbHas

YBU.15

Yrposa goctyna k
3aIHIIAEMbIM
(haitmam c
HCHOJIb30BaHHEM
00XO0/THOTO ITyTH

VYrpo3a 3aKmI09aeTcsi B BO3MOXHOCTH
MOTy4YEeHUs] HApPYIIUTENeM JIOCTyma K
CKPBITHIM/3aIINIAEMBIM KaTajoram
w (daitnaM MocpeacTBOM Pa3IndHBIX
BO3JeHCTBUII Ha (ailjIoByl0 cHCTeMy
(moGaBnenue JIOTIOJTHUTENIBHBIX
CHMBOJIOB B yKa3aHWHU IIyTH K (aiimy;
oOpamieHne k (aiinam, KOTOpBIE SBHO
HE YKa3aHbl B OKHE IIPHIIOXKSHNS).
Hannast yrposa o0ycioBieHa
c1abocTIMu MeXaHHU3Ma
pasrpaHMYeHHs] JOoCTyna K OOBeKTaM
¢aitnosoii CHCTEMBI.
Peanu3anus gaHHOW yrpo3sl BO3MOXKHA
npu YCIIOBHSX:
— HaIM4Me Yy HapyIUTeNns IIpaB
JocTyma K HEKOTOPBIM  O0OBEeKTaM
¢aitnosoii CUCTEMBI;
— OTCYTCTBHE MPOBEPKH BBOJMMBIX
H0JIb30BaTENEM JTAHHBIX;
— HamuyMe |y JAUCKPEIUTHPYeMOM
nporpaMmbI CJIIMIIKOM BBICOKHUX
OpUBWIIETHI  JnocTyma K  (aitmam,
o0OpaboTka KOTOPBIX HE

Bremnnii
HapyIIUTelh
HU3KUM
MOTEHLIUAIIOM,
BayTpenHuit
HapyIIUTeIh
HU3KHM
MOTEHINAIOM

C

C

OOBEKTHI
(aitnosoii
CHUCTEMBI

10

0.5

cpemHsis

HHU3Kas

HeakryanbHa

Ilorenmuan
HapyLIATEIS
HEIOCTaTOYCH




MPENIOJIATaeTCs ¢ €€ MOMOILBIO

YBU.16

Vrpoza goctyna k
JIOKaJIbHBIM

¢aiitam  cepBepa
npu nomouin URL

Yrpo3a 3akimrouaeTcss B BO3MOXKHOCTH
nepeaavn HapyLIUTENeM
IUCKPETUTHPYEMOMY Opayzepy
3ampoca Ha JocTyn K (aiinoBoi
cHCcTeMe Tmoib3oBarelss BMecto URL-
3ampoca. [Ipu 3ToM Opay3ep BBITOTHHUT
9TOT 3ampoc C MpaBaMH, KOTOPHIMH OH
OBLT HAJIENEH TPH 3aITyCKe, U TMepeIacT
JlaHHBIE, TIOJYYEHHbIE B pe3yJibTare

BBIIIOJIHCHUS 3TOM Olepaluy,
HapyLIUTEIIO.
Hannast yrposa o0ycroBieHa

cnaboCcTAMH  MeXaHHW3Ma  IMPOBEPKU
BBOAMMBIX IIOJIb30BaTENICM 3aIpOCOB,
KOTOPBIIl HE JeNaeT pa3iuduil MexIy
3ampocaMd Ha JOCTyHn K (aiinoBoit
cucreme u URL-3anpocamu.
Peanuszanus naHHON yrpo3bl BO3MOKHA
B CIydae HaIW4us Yy HapyIIUTENs
NPUBWJIETHH Ha OTIPaBKy 3alpoOCOB
Opaysepy, (QYHKIHOHHpYIOIIEMY B
JMCKPETUTUPYEMOIT CHCTEeMeE.

Buemnumi
HapyLIUTENb CO
CPEeIHUM
IMOTCHI[HATIOM

CeteBoe
MPOrpaMMHOE
obecrieuenne

10

0.6

cpenHsis

cpenHss

AxrtyanbHas




YBU.17

VYrposa
JOCTyIIa/TIiepexBar
a/M3MeHeHns
HTTP cookies

VYrpo3a 3aknoyaercsi B BO3MOXXHOCTH
OCYIIIECTBIICHHS HapyLIUTENeM
HECAaHKIMOHUPOBAHHOTO  JIOCTyma K
3amuiaeMoil mHpopManuu (y4ETHEIM
3aMucsaM TIoJIb30BaTeNeH,
ceptudUKaTaM ¥ T.I.), coAepx ariencs
B cookies-paiimax, BO BpeMs UX
XpaHEHHS WM Tepeladd, B pEexKUME
YTEHUS (packpeiTue
KOH(QUICHIIMATHHOCTH) WA  3aIiCH
(BHECeHMe M3MEHEHUH I pean3aliiu
YTpo3bI TIOZIMEHEI JIOBEPEHHOTO
MOJIb30BATEIIS ).

Hannast yrposa o0ycroBieHa
cmabocTAMH  Mep 3ammuTHl - cookies-
¢aiinos: OTCYTCTBHEM  IPOBEPKU
BBOAUMBIX ~ JAHHBIX CO  CTOPOHBI
CETEeBOM  CIIyXkKOBbI,  HCIOJB3YOUICH
cookies-aiisiel, a TakKe OTCYTCTBHEM
mupoBaHKs TpH Iepexade cookies-
¢aitnos.

Peanuszanus naHHON yrpo3bl BO3MOKHA
pH YCIIOBHUSX OCYILECTBICHUS
HapyLIUTENIeM YCIIEIIHOTO
HECaHKIIMOHUPOBAHHOTO  JIOCTyHa K
cookies-gaiinam u OTCYTCTBHU
MIPOBEPKH LEJNOCTHOCTH HX 3HAYCHHH
CO  CTOPOHBI  JUCKPEIUTHPYEMOTO
TIPUJIOKEHHS

Buemnumi
HapyIINUTENb
HHU3KUM
IMOTEHIINAJIOM

C

[puxnagHoe
MPOrpaMMHOE
obecrieuenue,

ceTeBoe
MIPOrpaMMHOE
obecrieueHne

10

0.75

Bricokas

Cpennsist

AKTyanpHas

YBU.18

Vrposa 3arpy3ku
HeIITaTHOU
onepanroHHON
CHCTCMBI

VYrpo3a 3aKII09aeTcss B BO3MOXHOCTH
MOJIMEHBI HapyIIUTEIEM 3arpyxaeMon
OnepanoHHON CUCTEMBI MyTEéM
HECaHKIHOHHPOBAHHOTO
nepexoHpurypuposanust B BIOS/UEFI
MyTH JocTymna K 3arpy34uKy
onepanroHHON CUCTEMBI.
HNannast yrposa o0ycoBeHa
cnabocTIMu TEXHOJIOTui
pa3TrpaHHYeHHs JOCTYIIA K YIPaBICHHUIO
BIOS/UEFI.

Peanmzarust aHHON yrpo3b! BO3MOXKHA
pu YCIOBHA JIOCTYITHOCTH
HapYIIUTEIIO CIEIYIOIIero mapamerpa
Hactpoiiku BIOS/UEFI — yka3aHus
WCTOYHUKA 3arpy3kd ONEPal[OHHON
CHCTEMBI

Buytpennuii
HapyIIUTelh
HU3KUM
MMOTEHIIMAJIOM

C

Mukxkporporpa
MMHO€E
obecrieueHue
BIOS/UEFI

10

0.6

cpenHss

cpemHss

AxTyanbHas




YBU.19

VYrpo3sa 3apaxkeHus
DNS-kemnra

Yrpo3a 3akimroudaeTcs B BO3MOMKHOCTU
TIepeHaINPaBICHNS HapyIIUTEIeM
cereBoro tpaduka yepe3 coOCTBEHHBIN
CETEBOW y3€l MyTEM OINOCPEIOBAHHOTO
HM3MeHeHUs Tabnur cooTBeTcTBUA IP- 1
JOMEHHBIX HMEH, XpaHuUMbIX B DNS-
cepBepe, 3a CUET TEHepaluy JIABHHBI
BO3MOXXHBIX OTBETOB Ha 3ampoc DNS-
cepBepa JICTAIbHOMY  IIOJIB30BATEIII0
I 3a cuér 9KCIUTyaTaliH
YA3BUMOCTEH DNS-cepgepa.
Jannast yrposa o0ycroBieHa
c1aboCTAMH  MEXaHU3MOB IPOBEPKU
MOJUIMHHOCTH  CYOBEKTOB  CETEBOTO
B3aUMOJICHCTBUS, a TaKoKe
YSI3BUMOCTSIMU DNS-cepsepa,
MIO3BOJIIFOIIMMH  HAalPSIMYIO 3aMEHUTH
DNS-kem DNS-cepsepa.
Peanuszanus naHHON yrpo3bl BO3MOKHA
B Cllydyae HaIW4Yds Yy HapyLIUTENs
TIPUBUIIETUH, JIOCTaTOYHBIX UL
OTIIPaBKH CETEBBIX 3ampocoB kK DNS-

cepeepy

Buemami
HapyIINUTENb
HH3KUM
IMOTEHITHAJIOM

C

CereBoii y3emn,
CeTeBOC
MPOTpaMMHOE
obecrieuenue,
ceTeBoi

TpaduK

10

0.6

cpenHss

cpemHss

AKTyasnbHas

YBU.20

Vrposa
3JI0yTIOTpeOIeHHS
BO3MOKHOCTSIMU,
MPEI0CTaBIEHHBIM
U THOTpedUTensImM
00JIauHbIX yCITyT

Vrpo3a 3akmoyaercsi B BO3MOXXHOCTH
OCYILECTBIICHUS noTpeduTenem
00MayHBIX  ycuyr  (HapyHIUTeNeM)
PacchUIKH criama,
HECaHKIIMOHUPOBAHHOIO  JIOCTyMa K
BUPTYaJIbHBIM ~ MaIllHHAM  JIPYTHX
notpeduTeNiedl OOMaYHBIX YCIYr WIH
OCYILECTBIICHUS JIPYTUX
JeCTPYKTHBHBIX TIPOrPaMMHBIX
BO3JIEHICTBUI Ha Pa3JIMYHBIE CUCTEMBI C
MOMOIIBI0  apeHJ0BAaHHBIX  PECYpPCOB
o0agHOTO cepsepa.
JlanHast yrpo3a 0OyCIIOBJICHa T€M, 4TO
nOTpeOUTENIb OOJAYHBIX YCIYT MOXET
yCTaHABIIMBATh coOCTBEHHOE
HPOTrpaMMHOE obecneyeHne Ha
00mavHbIH cepaep.
Peanusaiys TaHHOH yrpo3sl BO3MOXKHA
nyréM ~ YCTAaHOBKH M 3alycka
moTpeduTeNIeM 00TaYHBIX ycImyr
BPEJOHOCHOTO HPOTPaMMHOTO
obOecrieueHusi Ha OOMaYHBIA CcepBep.
VYcnenHas peanusanys JAHHOH yrpo3sl
noTpeduTeneM 001auHbBIX yciyr
OKa3bplBaeT HEraTMBHOE BJIMSHHE Ha
pEIyTalMi0  MOCTABLIMKA  OOJIAYHBIX

BuyTpennuii
HapyUIUTEINb
HU3KUM
MOTEHLIUAJIOM

C

OO6auHas
CUCTEMA,
BUpPTyalbHas
MalliuHa

10

0.5

cpemHsis

Huskas

Heaxryanb-
Hast

TexHnonorus
MPUMEHSIETCS

HE




yciyr

YBU.21

VYrposa
370yNOTpeOIeHUS
JIOBEpHEM
noTpebuTeneH
00JIaYHbIX yCIIyT

VYrpo3a 3akiIod9aeTcsi B BO3MOXHOCTH
HapyILICHUs (ciy4aitHo WA
HaMEpEeHHO) 3aIIUIIEHHOCTH
rHpOpMaIK noTpedureneil 0b6IauHbIX
yCIyr BHYTPEHHHMH HapyIIUTEIIMU
MOCTaBIIUKA 001auHBIX YCIyT.
JaHHas yrpo3a oOyclOBIE€Ha TeM, 4TO
3HAUUTEIIbHAS 9acTb GbyHKImit
Oe3zomacHOCTH TIepeBelieHa B cdepy
OTBETCTBEHHOCTH TTOCTABIIUKA
00TauHBIX yeuyr, a TaKoKe
HEBO3MOXKHOCTBIO MPUHATHA
notrpeduTeneM OONaYHBIX YCIYT Mep
3allUTBl OT JEHCTBUH COTPYAHMKOB
MOCTAaBIIUKA 00J1auHbIX YCIIyT.
Peanmzarus naHHOH yrpo3bl BO3MOXKHA
IIPU YCJIOBHU TOTO, YTO IOTPEOUTENN
00JIauHBIX YCIYT HE BXOAAT B COCTaB
OpraHu3aluH, OCYIIECTBIISIOLIEH
OKa3aHHe MaHHBIX OOJaYHBIX YCIyT
(r.e. moTpeOuTens  AEHCTBUTEIHHO
mepegal MOCTABINUKY COOCTBEHHYIO
nH(pOpMaIMIO AT OCYIIECTBICHHS e
00paboTKH)

Buemumi
HapyIIUTENb
HHU3KUM
IIOTCHI[HATIOM

C

OOGauHas
cucremMa

10

0.5

cpenHsis

Huskas

Heakryans-
Has

TexHnonorus
MIPUMEHSETCA

HE

YBU.22

VYrposa
MU30BITOYHOTO
BBIJICIICHUS
onepaTUBHOMN
MaMsATH

VYrpo3a 3akioyaercs B BO3MOKHOCTU
BBIIETICHUS 3HAYUTENBHBIX PECYpPCOB
OnepaTUBHOMN MMaMSATH IS
00CITy)KUBaHHUS 3aIIPOCOB BPEIOHOCHBIX
porpamm " COOTBETCTBEHHOTO
CHIKEHHS o0béMa pecypcoB
ONEpaTUBHOM TMaMsTH, JOCTYIHBIX B
CHCTEME IS BBIJICIICHWS B OTBET Ha
3arpochl TporpaMm JIeTaJIbHBIX
MOJIb30BaTelIeH.

JanHas yrpo3a 00ycloBJIeHA HAJTHYUEM
crnabocrei MeXaHH3Ma KOHTPOJISL
BBIJACJICHUS OHepaTHBHOﬁ namMATH
pasIu4YHbIM IIporpamMmam.
Peanu3anus gaHHOM yrpo3sl BO3MOXKHA
l'lpl/l yCJ'[OBHPI HaXO0XICHUSA
BpPEIOHOCHOTO TIPOrpaMMHOT0
o0ecrieueHnss B CHCTEME B AKTHBHOM
COCTOSIHUU

Bremnnii
HapyIIUTelh
HU3KUM
MOTEHLIUAJIOM,
BayTpenHuit
HapyUIUTENb
HU3KHM
MOTEHINAIOM

C

C

AmnmapatHoe
obecreuenue,
CHCTEMHOE
MpOrpaMMHOE
obecrieuenue,
CeTeBOe
POTPaMMHOE
obecreuenne

10

0.6

Cpenusist

CpemHss

AKTyanpHas




YBU.23

VYrposa
U3MEHEHUs
KOMIIOHEHTOB
CUCTEMBI

VYrpo3a 3aknoyaercsi B BO3MOXXHOCTH
MOJTy4YEeHUs] HapyIMIUTEIEeM JOCTyNna K
cetu VIHTepHeT (IIpH €ro OTCYTCTBUH B
cucTeMe), K XpaHMMbIM Ha JIMYHBIX
MOOWIBHBIX  ycTpoHcTBax  (paifnax,
BHEAPCHUS 3aKJIaJoK M T.I. MyTEM
HECaHKIMOHUPOBAHHOTO  M3MCHEHHS
cocrasa HPOrpaMMHBIX WIH
anmapaTHbIX CpencTB
HH(QOPMAIIMOHHOH CHCTEMBI, 4YTO B
JTaJIbHEHMIIIEM IT03BOJIUT OCYIIECTBISITH
JTaHHOMY HapyIINTENIO (WIN APyroMy —

BHEIIHEMY, OOHapyXHUBIIEMY
HECAaHKLIIMOHUPOBAHHBINA KaHaT JI0CTyIa
B CHCTEMY) HECAaHKIHOHHPOBAHHbIE
IefcTBU B JAHHOM  CHCTEME.
Jannas yrposa o0ycroBieHa
cmabocTaMH  Mep  KOHTpoisi — 3a
LIEJIOCTHOCTBIO annapatHon
KOH(Urypanuu nHpopMaIoHHO
CHCTEMBI.

Peanuszanus naHHON yrpo3bl BO3MOKHA
IIPU YCIOBHU YCIEUTHOTO ITOIy9EHHS
HapyIIUTeNIeM HEOOXOIUMBIX
M0JIHOMOYMH B CHCTEME.

Buytpennuii
HapyILIHUTETh
HHU3KUM
MOTEHIUAIOM

C

HNudopmanmo
HHasl CHCTEMa,
cepaep,
pabouas
CTaHIuS,
BUPTYyaJbHAasI
MaIlliHa,
CHUCTEMHOE
MPOTpaMMHOE
obecreuenue,
MIPUKIIATHOE
MPOTrpaMMHOE
obecrieuenue,
anmnapaTHoe
obecrieueHne

10

0.5

cpenHsis

Huskas

AxrtyanbHas




VYBbU.24

VYrposa
U3MCHEHUS
PEKUMOB  PabOTHI
anmnapaTHbIX
3JIEMEHTOB
KOMIIBIOTEpa

VYrpo3a 3aknoyaercsi B BO3MOXXHOCTH
U3MEHEHUs HapyLIUTENIeM PEXUMOB
paboThl  ammapaTHBIX  JJICMCHTOB
KOMIIbIOTEpa yTEM
HECaHKIIMOHUPOBAHHOTO

nepekondurypuposanuss  BIOS/UEFI,
qTO TI03BOJIAET:
— 3a CcyéT H3MEHEHMS YacCTOThI
CHCTEMHOH IIHMHBI, PeXHMa Heperadu
JIaHHBIX 10 KaHalaM CBSA3M M T.IL
MOBJIHATH Ha 10i1y% )
[POU3BOIUTEIFHOCTh KOMIIBIOTEPA HITH
Bb3BaTh cbom B ero  padore;
— 3a C4YéT TOHIKEHHS BXOIHOTO
HanpsOKEHHs, OTKIIOYEHHUS  CHCTEM
OXJIKACHUS BPEMEHHO O0ECIICYHTh
HEpaboOTOCTIOCOOHOCTh ~ KOMIBIOTEPA;
— 3a cyéT 3amaHusi HEIOIyCTHMBIX
apameTpoB paboTsI ycTpoiicTB
(TTOPOrOBOrO  3HAUCHUSI OTKIIIOUCHHUS
YCTpOHCTBa NIPH IeperpeBe, BXOTHOTO
HAaOpsDKeHHsT ¥ T.[.) TPUBECTH K
¢u3uYecKOMy  BBIXOJY W3 CTpOS
OT/ENbHBIX AaNNapaTHBIX 3JIEMEHTOB

KOMIThIOTEpA.
Hannast yrposa o0ycioBieHa
caabocTsaMu TEeXHOJIOTHi

pasrpaHMYEHHs IOCTYIA K YIPaBICHHIO
BIOS/UEFI.

Peanuzaryst 1aHHOHM yrpo3bl BO3MOXKHA
NIPU YCIIOBUM HAJIWYMsl y HApYIIUTENs
NPUBUIICT Ut Ha HU3MCHEHUE
COOTBETCTBYIOIIHX napamMeTpoB
Hactpoiikn BIOS/UEFIL.

BnyTtpennuit
HapyLIUTEh
BBICOKHM
MOTEHINAIOM

C

Muxpomnporpa
MMHO€E U
armaparHoe
obecrieueHne
BIOS/UEFI

10

0.5

cpenHsis

Huskas

Heakryans-
Has

ITorenmuan
HapyIIUTENS
HEJIOCTaTO4YeH




YBU.25

VYrposa
HW3MEHEHUS
CHUCTEMHBIX
ria00aabHBIX
MepPEeMEHHBIX

Yrpo3a 3akimrodaeTcs B BO3MOMKHOCTU
OCYILECTBICHUS HapyUIUTeNeM
OIIOCPEN0BAHHOTO JEeCTPYKTHBHOTO
MIPOrpaMMHOI0 BO3JEMCTBUS Ha
HEKOTOPBIE MPOTPaMMBbI HIIH CUCTEMY B
LETIOM myTéM HU3MEHEHUs
HCTIONB3YEMBIX  JUCKPEIUTUPYEMbIMU
[IPOrpaMMaMU E€AUHBIX CUCTEMHBIX U
II00aBHBIX TIEPEMEHHBIX.
Jlannas yrposa o0ycioBieHa
cnaboCTAMH ~ MeXaHM3Ma  KOHTPOJIS
JOCTyna K pasJenseMoil mamsTH, a
TaKKe YA3BUMOCTSIMH IPOTPaMMHBIX
MOAYJIEH TPUIOKEHUH, peannu3yoUx
KOHTPOJb  IEJIOCTHOCTU  BHEIIHUX

TepEeMEHHBIX.
Peanuzanus 1aHHON yrpo3bl BOZMOXKHA
npu YCIIOBUSIX OCYIIECTBIICHUS
HapyLIUTEIIEM YCIICIIHOTO
HECaHKIMOHHPOBAHHOTO JOCTyHa K
CHCTEMHBIM it ri00aabHBIM

MIEPEMEHHBIM M OTCYTCTBHH IIPOBEPKH
LIEJIOCTHOCTH MX 3HAYEHUH CO CTOPOHBI
JIUCKPEAUTUPYEMOT 0 IPHIIOKECHUS

Buytpennuii
HapyLIUTEIb CO
CpeTHUM
MOTEHIINAIOM

CucrtemMHoOe
MPOTpaMMHOE
obecrieuenue,

MIPUKJIATHOE
MPOrpaMMHOE
obecrieuenue,

CeTeBOe
MPOTrpaMMHOE
obecreueHune

10

0.5

cpenHsis

Huskas

HEaKTyaJlbHa
s

IToTenmuan
HapyLINUTENS
HEIOCTaTOUYEH




YBU.26

VYrposa
nckaxkennss XML-
CXEMBI

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
HW3MEHEHHUs] HapyIIUTeNleM aJlropuTMa
006padoTku nHpopMau
TIPYIIOKEHUSIMH, (QYyHKIIHOHUPYIOIINMHU
Ha ocHoBe XML-cxeM, BIUIOTH 10
MIPUBEICHHS MIPWIOKEHHUS B COCTOSIHUE
"oTKa3 B  OOCIyXHBaHUH', MyTEM

W3MEHEHUS XML-cxemsl,
nepeqaBacMoll  MeXIy KIHCHTOM W
CepBEPOM.

JlanHast yrposa o0ycIiioBIIcHA
cI1aboCTIMH Mep obecreueHus

TECJIOCTHOCTHU nepeaaBacMbIX npu
KIIMEHT-CEPBEPHOM B3aPIMOI[eﬁCTBHPI
JaHHBIX, a TAKXC c1a00CTAMHU
MEXaHH3Ma CETEBOTO B3aUMOICHCTBHS

OTKPBITBIX CHCTEM.
Peanuszanus naHHON yrpo3bl BO3MOKHA
npu YCIOBUSX OCYILIECTBIICHUS
HapyuIuTeseM YCHENTHOTO

HECAaHKIMOHMPOBAHHOTO  JIOCTyma K
cereBOMy TpaduKy, IepeaaBaeMoOMy
MEXIy KIHCHTOM U CEepBEpOM H
OTCYTCTBMH IIPOBEPKH  ILIEIIOCTHOCTH
XML-cxembt co CTOPOHBI
JTUCKPEIUTUPYEMOTO MPHIOKECHHS

Buemnwii
HapyLIUTENb CO
CpeaHUM
HNOTEHLUAIIOM,
BuyTrpennuit
HapyLIUTeIb CO
CpenHUM
MOTEHINAIOM

Certeoil y3en,
CeTeBOC
MPOTrpaMMHOE
obecrieuenue,
ceTeBou

Tpaduk

10

0.6

cpenHss

cpemHss

AKTyasnbHas




VYrpo3a 3akimrouaeTcsi B BO3MOXKHOCTH
Ne3nHGOPMHUPOBAHHS  ITOJIb30BaTeNeH
WA ABTOMATHYECKHX cucTeM
yIpaBlIeHUs IyTEM IOJMEHBl MM
HCKaKEHUS HCXOMHBIX JTAaHHBIX,
MOCTYHAFOIITIX oT JTaTYHKOB,
KJIaBHATYpbl WJIH OPYIHX YCTPOMCTB
BBO/Ia HH(POPMALINH, a TAKKE MOIMEHBI

WIn HCKaKEHHSA rHpOpMAaIHY, CucremHoe

BEIBOJVMOH HA TpHUHTEp, HCIUICH Y IIporpaMMHOE
VYrposza oreparopa inigs Ha npyrue obecrieueHue,
HCKa)KESHHS nepudepuiiHbIe YCTpOHCTBA. HapYIIHTETb ¢ MIPUKJIaTHOE
BBOJIMMO¥1 u | JanHas yrposa o0ycioBieHa BBICOKHM IIporpaMMHOE

. . | TIOTEHLHAIOM
YBN.27 BBIBOJIUMOI Ha | cmabocTsMu Mep AQHTUBUPYCHOU BryTpemHuii ? obecnieueHue, 10 0.75 | BbIcOKas | cpemHss | AKTyajbHas
nepudepuiiHbie 3aIUTHl M KOHTPOJIS JOCTOBEPHOCTH HapymATen, cereBoe
ycTpoiicTa BXOTHBIX M BBIXOTHBIX JIAHHBIX, & | o= = IPOrpaMMHOE
nHpOpMaAIHU TaKkKe OIMMOKAMH, MAOMYIICHHBIMH B obecrieueHue,
MOTEHIINAJIOM

xoze HPOBE/ICHUS CIeIHaTbHBIX armaparHoe

IIPOBEPOK anmapaTHbIX CpenCTB obecreueHre

BBIYHCITUTEIILHOH TEXHHKH.

Peanmzarus naHHOH yrpo3bl BO3MOXKHA

pH YCIIOBHU HaJINYHs B

JOUCKPETUTUPYeMOil HH(DOPMAIIMOHHON

CHCTEME BPEJIOHOCHOTO IPOrPaMMHOTO

obecrieueHus (HarpuMep, BUPTYaTbHBIX

IpaiiBepoB YCTPOKCTB) WA

annapaTHbIX 3aKJ1aJ0K

Vrpo3a 3akmouyaercsi B BO3MOXXHOCTH

OCYILECTBIICHUS HapyLIuTeneM

HECAaHKIIMOHMPOBAHHOTO  JIOCTyma K

3anuiiaeMod uHpopManuu B 00X0X

LITaTHBIX MEXaHU3MOB C IIOMOIIBIO

HECTaHAAPTHBIX HHTepdeicoB (B TOM

4uclIe JIOCTyHa uepe3 KOMaHJHYIo Cereoii y3er,

CTpOKy B  00xon  rpadudeckoro | BuemrHwmit 00BEKTHI
Vrposa uHTEpdeiica). HapyIIUTENb C (aitnosoii

ManHas yrposa 00ycCIlIOBIICHa | HU3KHM CHCTEMBI,
HCIIOb30BaHHS

YBU.28 aITbTepHATUBHBIX cnabocTamu - mep PASTPAHMICHIS | TIOTCHIMATOM, MPHKIAHOC 10 0.6 Cpenusist | cpenmsist | AKTyanbHas

myTell jocTyma K JOCTyma K 3amuiiaeMoil napopmanuu, | BHyTpeHHuit MIPOrpaMMHOE
pecypeam cnabocTaMu  GUIBTPAllMM  BXOJAHBIX | HapyIIUTENb C | oOecreueHue,

JAHHBIX. HU3KHUM CHCTEMHOC

Peanusaiyst TaHHOW yrpo3bl BO3MOXKHA | MOTEHIHATIOM POrpaMMHOE

NPH YCIIOBUM HAJWYUS Y HApPYIIUTEIIS: obecrieueHre

— BO3MOXKHOCTU BBOJIa IPOM3BOJIBHBIX
JAHHBIX B aJpPECHYIO0 CTpPOKY;
— CBEJCHUI 0 MyTH K 3alUIIaeMOMy
pecypey,

— BO3MOKHOCTH HU3MEHEHHS
uHTepdeiica BBOIAa BXOIHBIX JAHHBIX




YBU.29

VYrposa
UCIIOJIb30BAHUS
BBIYMCIUTENbHBIX
pecypcoB
CYHEpKOMIIBIOTEPA
«apa3uTHBIMIDY
HporeccaMu

er03a 3aKJIFOYA€TCA B BO3MOXKHOCTHU

CYIIECTBEHHOTO CHIDKCHUS
MPOU3BOIUTEIEHOCTH
BBIYHCITUTEIBHOTO OIS
cynepkomIbioTepa U 3(GQEKTHBHOCTH
BBIMIOJHCHUST ~Ha  HEM  TEKyLIUX
MapaJulebHBIX — BBIYHCICHUH — H3-3a
HOTpeOIeHUS BBIYHCIIUTEIIBHBIX
pecypcos CYIIEpKOMITBIOTEpA
«TIapa3UTHBIMK) nporeccamMu
(«mporeccaMU-IOTOMKAMID)
TPEIBIIYIINX 3a1aHuiH WITH
IPOIIECCaMH, 3aIyLICHHBIMA
BPEIOHOCHBIM MPOrPaMMHBIM
obecrieyeHreM).

Jannas yrposa o0ycroBieHa

CI1a00CTIMH MEp OYHUCTKH NaMATH OT
«IIPOUECCOB-IIOTOMKOB) SaBepH.IéHHLIX

3aJjaHUH, a  TaKxke MPOLIECCOB,
3aIyIICHHBIX BPEIIOHOCHBIM
MPOrpaMMHBIM o0ecreYeHUEM.

Peanuzanus 1aHHOH yrpo3bl BOZMOXKHA
npu YCIIOBUH HEKOPPEKTHOTO
3aBEPIICHUS BBITIONHEHHBIX 3a/1a4 WIH
HAJIMYUS BPEIOHOCHBIX IIPOIECCOB B
MaMSTH CYMEPKOMITBIOTEPA B AKTHBHOM
COCTOSTHUU

Bremranii
HapyIIUTENb
HU3KHM
MTOTCHIIUAJIOM,
BnyTtpennuit
HapyIIUTENb
HU3KAM
MTOTEHITHATIOM

C

C

Beraucnurens
HBIE Y3JIbI
CYIMEPKOMITBIO
Tepa

10

0.5

cpenHsis

Huskas

Heakryans-
Has

TexHnonorus
MIPUMEHSETCA

HE




YBIU.30

VYrposa
HCIIOIb30BaHHS
nHbopMaIu
uaeHTH(UKAIN/a
yTeHTH(UKAINH,
3a/1aHHON no
YMOTYAHUIO

Yrpo3a 3akimroudaeTcs B BO3MOMKHOCTU
MIPOXOKICHUS HapyLIUTENIeM
IpOLEAypbl aBTOPU3aLUUd Ha OCHOBE
MOTy4EHHOH M3 OTKPBITHIX HCTOYHUKOB
HWACHTH()UKAIIMOHHON "
ayTeHTH()HUKAIMOHHOI  nH(pOpMaLuH,
COOTBETCTBYIOLIEH  Y4ETHOM  3amucu
«I10 YMOJYaHHIO» JUCKPEAUTHPYEMOIO
o0OBbekTa 3aLIUTHL
JlanHast yrpo3a oOycJOBIIEHa TEM, UTO
BO  MHOXECTBE IPOrpaMMHBIX U
MIPOrpaMMHO-aNMapaTHBIX CpenCTB
MIPOU3BOIUTEISIMU MIPeTyCMOTPEHBI
y4ETHBIE 3alUCH IO YMOJYaHHIO»,
MpeAHAa3HAUCHHBIE U1 MEPBHYHOTO
BXoZa B cucremy. bomee toro, Ha

MHOTHX yCTpoiicTBax
UACHTH()UKAIIMOHHAS u
ayTeHTU(UKAIIMOHHAS “HpOpMAITHS

MOXXET OBITh BO3BpAlleHa K 3aJlaHHON
«0 YMOJIYAHHUIO» TIOCIE IPOBEICHHS
ammapaTHOro  cOpoca  IapaMeTpoB
CHCTEMBI (pysKIIA Reset).
Peanmzarus naHHOH yrpo3bl BO3MOXKHA
NP OJHOM M3 CIEOYIOIINX YCIOBHM:
— HaJIM4Me y HapylIHTedIs CBEACHHH O

MIPOM3BOIUTEIIE/ MOIEIN o0beKTa
3alIMTBl W HalMYHe B OTKPBITHIX
HCTOYHUKAX CBeJICHUI 00
AACHTH()UKAITMOHHOM "u
ayTeHTU(UKAIMOHHOW  WH(pOPMAIHH,
COOTBETCTBYIOLIEH  y4E€THOM 3amucu
«0  YMOJYaHHIO» Uil O0OBeKTa
3aIlIUTBI;

- yCHenrHoe 3aBepllIeHHe

HapyIIUTEIEM TPOLEAYPHl BBISBICHUS
JaHHOW WH(pOpMaIUM B XOJ€ aHaH3a
MIPOTPaMMHOTO Koza
JIUCKPETUTHPYEMOTO OOBEKTA 3aIlUTHI

Buemnuit
HapyLIUTeIb CO
CpemHUM
MOTEHIIHAJIOM,
BuyTpennuit
HapyuIuTeNnb ¢
HU3KUM
MOTEHLUAIOM

Cpencrtsa
3aIUTHI
nHbopmarmy,
CHCTEMHOE
IIpOrpaMMHOE
obecneuenue,
cereBoe
IPOrpaMMHOE
obecreuenue,
MHKpPOIpOrpa
MMHOE
obecrieuenue,
MIPOrpaMMHO-
anmnaparHble
cpelcTBa co
BCTPOCHHBIMH
dbyHKIUAMH
3aIIUTHI

10

0.6

Cpenusis

CpeIHsIs

AKTyanpHas




VYrpo3a 3aknoyaercsi B BO3MOXXHOCTH
MOJTy4YEeHUs] HapyIMIUTEIEeM JOCTyNna K
JTAHHBIM u byHKUIHAM,
NIpefHa3HAuYeHHBIM U1 Y4ETHBIX
3anmced ¢ Oojee BEICOKHMH YeM Y

HapYIIUTENs TPHUBUIETHAMH, 3a CUET S —— CucremMHOe

omMOOK B IapaMeTpax HaCTPOHKH MIpOrpaMMHOE
VYrposza HapylIuTEeIb C

CPEeACTB pasrpaHHdeHHs JocTyma. IIpu obecrevyeHmue,
HCIIOTBb30BAHMS HHU3KHM

9TOM HapyIIUTeNb AT TOBBIIICHUS MIPUKIIaTHOE
MEXaHH3MOB . MOTEHIIHAJIOM,

YBUN.31 CBOMX IIPUBUJIETHH HE OCYLIECTBIIAET N NIPOrpaMMHOE 10 0.6 Cpennsss | cpenuss | AKTyanbHas

aBTOPH3ALMU ISt BuyTpenHuit

JIECTPYKTHBHOE IIPOrpaMMHOE obecrieueHue,
MOBBIILICHUS 2 HapyLIUTeIb C

. BO3JEHCTBHE Ha CHCTEMy, a JIHIIb CeTeBoe

HpUBHIEruit HHU3KUM

HCTIONB3YeT CYNIECTBYIOIINE OIIHOKH. IIporpaMMHOE

MOTEHIINAIOM

Jannas yrposa o0ycroBieHa obecrieueHne

cmabocTAMH  Mep  pasTpaHHYEHHS

JOCTynla K TporpaMmam Hu ainam.

Peanuszanus naHHON yrpo3bl BO3MOKHA

B ClyJae HaJIW4us Yy HapyIIUTeNs

KaKUX-JTH0O0 MPUBHUIIETHH B CHCTEME

Vrposa 3akmouaercss B BO3MOXKHOCTH

YCTaHOBKH YSI3BUMOM BepCHU

obnopnenuss BIOS/UEFI wimm Bepcuw,

cozeprKamieit BPEIOHOCHOE

IIPOrpaMMHOE obecredeHwe, HO

AMernen aupoByrO IO JIIIHCE.

Jannas yrposa o0ycioBieHa

cabocTsIMH  Mep 110  KOHTPOJIIO 32

OaroHaa&KHOCTBIO IIEHTPOB BBIIAYH
Yrpoza A tientp Aa . Muxpormnporpa

1 dpoBBIX noanucei. | BuemrHwuit
HCTIOIB30BAHIA Peanuzanusa nanHoi 03Bl BO3MOKHA | HapyLIMTENb CO MMHOC H

YBN.32 HOJIENBHBIX yrp P annapaTHoe 10 0.6 cpenHsas | cpenHAs |AKTyalibHas

pu YCIOBHH BBIJAYH | CPEJHUM
HudpOBLIX HeOIaroHa e KHBIM HEHTPOM | TOTCHI[HAIOM obecneuerne
noanwceii BIOS y p BIOS/UEFI

ceprudukanuyu TUGPOBOH TOAMUCHA HA

Bepcuto  obnoBnenns ~ BIOS/UEFI,

CONIEPKANIYIO  YSA3BUMOCTH, WM Ha
BEPCHUIO, COJMEPXKAIIYI0 BPEIOHOCHOE
mporpaMmHoe obecreuenue (T.e. Mpu
OCYIIECTBICHHH  TaKUM LEHTPOM
MOJIJIOTa), a TaKKe MO AMEHEI
HApYIIUTEIEM JOBEPEHHOTO HCTOYHHKA
0OHOBIICHUI




VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
OCYLLECTBIICHUS HapyIIUTeIeM
JNECTPYKTHBHOTO  MH(OPMAIMOHHOTO
BO3ACHCTBUSA Ha JUCKPEAUTHPYEMYIO

cHCTeMy THyTéM  MaHHUITYJIHPOBAHHS CucteMioe
3HaYEHHUSAMH BXOJHBIX JAaHHBIX U
. POrpaMMHOE
¢bopmoit ux TIPENOCTABICHUS
. obecrieuenue,
(albTepHATHUBHBIC KOJUPOBKY, | BHemnuit
o MPUKJIaHOE
HEKOPPEKTHOE paciuupeHue (aiaoB M | HapylmuTeslb CcO
VYrposa ) JU— IIPOrpaMMHOE
HCTIOMBSOBAHMA )iaﬁﬁas{ 032 o0ycoBieHa HE))TGHHI/IaJ'IOM obecneucnue, HeaKTyaJlbHa Toreruan
VBI.33 crnabocreit yrp Y L ceTeBoe 10 0.5 CpenHsist Huskas y HApYILIUTEIs
cnabocTsIMH ~ MeXaHu3Ma  KOHTpOJs | BHyTpeHHHI
KOJIMPOBaHUS IPOrpaMMHOE HEZ0CTAaTOuCH
BXO/IHBIX JAaHHBIX. | HapyIIUTEIb CO
BXOZHBIX JTaHHBIX . obecrieueHue,
Peanusaiys TaHHON yrpo3sl BOSMOXKHA | CPETHUM
MHKpOIIPOrpa
pH YCIOBHUSX: | MOTCHIUAIOM MMHOE
- HCKpEeIUTHpYeMast cucremMa
JWICKpCAHMTHDY obecneuenue,
NPUHUMAeT BXOIHBIC [JaHHBIC  OT cect
HapyLIUTEIs; peectp
- HapyIIUTENb obnamaer
BO3MOJKHOCTBIO ~ YIIPABICHHS OJHUM
WIM  HECKOJIBKUMH  IapaMeTpamu
BXOJIHBIX JJAHHBIX
VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
OCYIIIECTBIICHHS HapyIIuTeneM
HECaHKIIMOHUPOBAHHOTO  JIOCTyHa K
rneperaBaeMoi B CUCTEME 3alllUIaeMOon
nHGOpMAIMU 32 CUET JIECTPYKTHBHOTO
BO3/IEICTBUS Ha TIPOTOKOJIBI
CETEeBOr0/JI0KAIbHOTO obMeHa
Viposa JaHHBIMH B CHCTEME MyTEM HapyleHus | BHemHuit CucremHoe
p NpaBWJI  HCIONBb30BAaHWS  JAHHBIX | HApYIIUTENb C | MPOrpaMMHOE
HCHOJIb30BaHUS
. IIPOTOKOJIOB. HHU3KHM obecrieyeHwe,
caadocrei ManHas 032 00ycIlOBIICHa | MOTCHIMAIOM cereBoe
YBbU.34 IIPOTOKOJIOB yrp Y L 10 0.6 Cpennsist | cpenusst | AKTyanbHas
crnabocTaMu CaMHMX  IPOTOKOJIOB | BHyTpeHHHil POrpaMMHOE
CETeBOr0/JI0KaIbH
oro o6MeHa (3aJIOKEHHBIX B HHUX aJTOPUTMOB), | HapyIIUTEIb C | oOecleueHue,
JE— omuOKaMH, JONYLIICHHBIMH B XOJ€ | HU3KUM ceTeBoi
peanu3anuu MPOTOKOJIOB, WM | NOTECHIHAIOM Tpaduk
yA3BUMOCTSIMH, BHE/IPSEMBIMU

aBTOMAaTU3UPOBAHHBIMH cpeacreamMu
HPOEKTHPOBAHMs/Pa3paboTKH.
Peanmuzarust TaHHOW yrpo3bl BO3MOKHA
B ciydae Hammuds —cnabocreil B
TPOTOKOJIAX CETEBOT0/JIOKAIBHOTO
o0MeHa TaHHBIMU




VYrpo3a 3akmodaeTcss B CIOXKHOCTH
MPOBEPKH  pealbHBIX  IMapaMeTpoB
paboTHI U aNrOPUTMOB, PEATU30BaHHBIX
B KpunTorpagM4eckux  CpeicTBax
BIOS/UEFI. Ilpu »sTOoM 1oBepHe K

Viposa KpunTorpapudeckoi  3ammure  Oyner
p OTpaHNYEHO JIOBEpHEM K .
HCIOJIb30BAHUS Buemnwmii Muxpornporpa
cI1a0bIX TIpOM3BOMTEIIO BIOS. Ha UTEIb C MMHOE Heakryaib- Horenmman
VYBU.35 JManuas yrposa o0ycioBieHa Py 10 0.5 CpenHsist Huskas y HapYILIUTEIs
KpHOTOrpaguIecK BBICOKHM obecrieyeHme Has
CIIOKHOCTBIO HCTIONb30BAHUS HEJ0CTAaTOueH
UX  aIrOpUTMOB HNOTEHIUAIOM BIOS/UEFI
BIOS COOCTBEHHBIX KpUNTOrpadhuuecKux
aJITOPUTMOB B MIPOrpaMMHOM
obecnieyeHnn BIOS/UEFI.
Bo3MoXHOCTh  peanu3anuy  JaHHOW
YyIpo3bl  CHHXKAeT  JOCTOBEPHOCTD
OLICHKU peansHOro YPOBHS
3aIMIIEHHOCTH CUCTEMBI
VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
MIPOBEACHHST HapyLIUTeJIeM OOpaTHOro
WIDKMHUPHHTA KOJA IIPOrpaMMbl U
JaNbHEHMIIEro  HCCIEHNOBAHUS  €To CreTeMHOe
CTPYKTYpHI, (YHKI[IOHANA M COCTaBa B
PYKTYPbI, GyHKIL NIPOrpaMMHOE
HHTEpecax ONpeAelieHHs alropuTMa .
. | BHemnwuii obecrieyeHwe,
paboTBl MporpaMMbl M IOHCKAa B HEH
. HapyIIUTEeNb CO | TPUKIATHOE
Yrposa YSI3BUMOCTEH.
CpemHIM MIPOrpaMMHOE
HCCIIeI0BaHMs Jannas yrposa o0ycioBIeHa HOTEHIATOM oBeCTIeUCHHE
YBUN.36 MEXaHU3MOB €1aboCTAMU MEXaHHM3Ma 3allUThl Koja L ’ 10 0.6 cpenHsas | cpenHAs |AKTyaslbHas
BuyTpennuii CeTeBoe
paboTEhI TIPOrpaMMBbl oT HCCIIeI0BaHMSI.
. HapyIIUTEeNIb CO | MPOTPaMMHOE
HpOTPaMMBI Peanmzarust aHHON yrpo3BI BO3MOXKHA
s cnvaasx: | CPEAHHM obecrieyeHue,
YAV orenmpanom MHKpPOIpOrpa
— HaIW4Wsi y HapyIIUTeNs JOCTyma K MMHOE
HCXOIHBIM aiflaM  TpOrpaMMmel;
A (b porp ’ obecrnieyeHue
— HaJIM4Ms Yy HapyIIUTeNs JOCTyna K
TICTPUOYTHBY MIPOrPaMMBI u

OTCYTCTBHSA ME€XaHHW3Ma 3allUTbl KOJa
nporpamMMbl OT UCCIIEJOBAHUSA




YBU.37

VYrposa
HCCIIeIOBaHUs
MPUIIOKEHHS
yepe3 OTUYETHI 00
omunoKax

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
HCCIIeI0BAHHSA HapyIIUTeNeM
anroputMa paboTsr
JTUCKPEAUTHPYEMOTO TPHIOXKEHUS H
€ro MpeAIoNaraeMoi CTpyKTyphI ITyTEM
aHanm3a TeHEePHPYEMBIX 9TUM
MIPWIOXKEHHEM OTYETOB 00 ONIMOKax.
Jannas yrposa o0ycioBIeHa
pa3MenieHueM 3alUIIAEMON
uHopmarun (W uHGOPMALUH,
0000111eHIE KOTOPOH MOKET PaCKpPBITh
3aIlUIAeMbIe CBEACHUS O CHCTEME) B
TeHepUpyeMbIX oT4éTax 00 ommOKax.
Peanmzarus naHHOH yrpo3bl BO3MOXKHA
B Clydae HaJM4usl Y HapyIIUTENs
moctyma K oTuéTaM 00 ommoOKax,
TCHEPUPYEMBIX  IPWIOKEHHEM, H
HaJIM4IHs HN30BITOYHOCTH
COZIEPKAMUXCS B HUX JTaHHBIX

Buemnwii
HapyLIUTEIb CO
CpeTHUM
HNOTCHLIUAIIOM,
BuyTrpennuit
HapyLIUTENb CO
CpeaHUM
MOTEHIMAIOM

CucrtemHoe
MPOTpaMMHOE
obecreueHue,

MPUKIIATHOE
MPOrpaMMHOE
obecrieuenue,

CeTeBoe
MPOTrpaMMHOE
obecrieuenue,
MHKpPOIpOrpa

MMHOE
obecreueHme

10

0.6

cpenHss

cpemHss

AKTyasnbHas




YBU.38

VYrposa
WCUCpTIaHUS
BBEIYHCIIMTEILHEIX
pecypcoB
XpaHUITHIIA
OOJIBIINX JAHHBIX

er03a 3aKJIIOYA€TCsI B BO3MOXKHOCTH

BPEMEHHOTO BO3HHKHOBEHUS
COCTOSIHUS THIA «OTKa3 B
00CITy>)KUBaHII y XpaHHIUIIA
OOJIBIIIX JTaHHBIX.
Jannast yrposa o0ycroBieHa
MOCTOSHHBIM TPYJIHO KOHTPOJIUPYEMbIM
3aII0JIJHCHUEM  3aHATOrO0  JIHCKOBOTO
NPOCTPAaHCTBAa 3a  CY€T  JIaHHBIX,
HETIPepEIBHO TTOCTYTIAIOIIIX u3
Pas3IMYHBIX HH(OPMAIIMOHHBIX
HCTOYHUKOB, u crabocTaMu
TEXHOJIOTHH JIOCTyla M XpaHEHHS

“HPOPMAIK B XPaHWINIIAX OOJBIINX
JAHHBIX.

Peanuszanus naHHON yrpo3bl BO3MOKHA
MIPH YCIOBUU MTHOBEHHOTO (TEKYIIETO)
NIPEBBIICHUsT  CKOPOCTH  Iepenadu
JTAHHBIX HaJ CKOPOCTBIO nx
COXpaHeHUs (B CHIIy HEJIOCTaTOYHOCTH
IPOIYCKHOH  CHOCOOHOCTH — KaHaia
CBSI3M WJIM CKOPOCTU  BBIIEICHHS
cBOOOJHOTO TIPOCTPAHCTBA u
COXpaHEHUs] Ha HET0 IIOCTYHAIOMNX
JTAHHBIX) unm pu YCIIOBHH
BPEMEHHOTO OTCYTCTBUSI CBOOOTHOTO
Mecta B XpaHwiume (B cuiy
HEKOPPEKTHOTO YIIpaBIICHUS
XpaHWIHIIEM WIM B  pes3yibrare
OCYILECTBIICHUS HapyLIuTeneM
JeCTPYKTHBHOTO MIPOTPaMMHOTO
BO3JICHCTBUS HA MEXaHU3M KOHTPOJIA 32
3aMONHEHNEM  XpaHWIHINA  ITyTEM
W3MEHEeHUs] MapaMeTPOB WM JIOTHKH
ero paboTel)

BuyTpennuit
HapyuuTenb ¢
HHU3KHM
MOTEHINAIOM

Wnpopmarnyo
HHAasl CHCTeMa

10

0.5

cpenHsis

Huskas

Heaxryans-
Has

TexHnonorus
MPUMEHSIETCS

HC

YBHN.39

VYrpoza
UCUepIaHus
3amaca  KIIOYEH,
HEOOXOAMMBIX IS
oonositenust BIOS

Yrposa 3akimrouaeTcs B BO3MOXKHOCTH
HapyILIEeHUS (HEBO3MOXHOCTH
OCYIIECTBIICHHS) TIPOLETYPBI
OGHOBIICHUS BIOS/UEFI pu
HCUEpIIaHUH 3araca HeOOXOANMBIX JUIS
eé TpOBEIEHUS KITIOYeH.
Jannas yrposa o0ycroBieHa
OTPaHUUYEHHOCTBIO Habopa  KIIOYew,
HEOOXOIMMBIX ISt OOHOBJIEHHS
BIOS/UEFI.

Peanmzarust maHHON yrpo3b! BO3MOXKHA
NyTéM JKCIUTyaTallud  ysI3BUMOCTEH
cpencTB oOHOBJICHUS Habopa KIIOUei,
I nyTéM HCIIOJIb30BAHUS

Buemami
HapyIIUTeIb CO
CpeHUM
MTOTEHIIHAIIOM

Mukxkporporpa
MMHOE
obecrieyeHne
BIOS/UEFI

10

0.5

CpeaHas

Husxkas

HEaKTyaJlbHasl

[Torenuman HapymuTens

HENOCTATOYCH




HapYLIMTENIeM MPOrPAMMHBIX CPEICTB
nepebopa Kirouei

YBI.40

VYrposa
KOH(]IHIKTa
FOPUCAUKLINT
pa3InYHBIX CTpaH

Vrpo3a 3akioyaercsi B BO3MOXKHOCTH
OTKa3a B TPAHCIPaHHYHOI mepenaye
3aluInaeMoil HHGOpMaIMK B paMKax
OKazaHHs  OONAYHBIX  YCIyr B
COOTBETCTBUH c TpeGOBaHUAMU
JIOK&JIPHOTO 3aKOHOJATEIbCTBA CTPaH,
PE3UICHTHl KOTOPBIX yYacTBYIOT B
OKa3aHUU 00JIaYHBIX YCIIyT.
JlanHasi yrpo3a 00yCcIIOBJICHa TEM, YTO B
3aBUCHMOCTH oT ocoOeHHOCTEH
3aKOHOJATEIbCTBA Pa3IMYHBIX CTPaH,
PE3UACHTHI KOTOPBIX yJYacTBYIOT B
OKa3aHUM OONAYHBIX  YCIYT, IpH
obecrieueHNH WHPOPMAITHOHHOM
6€30IaCHOCTH MOTYT HCIIOJIb30BaThCS
[PaBOBBIC MepbI Pa3IHYHbIX
FOPUCAUKIINH.

Peanusanys [aHHON yrpo3bl BO3MOXKHA
Opyd  YCIOBHHM  TOro, 4YTO  Ha
obecnieueHne nHpopMaIoHHOI
0e30IaCHOCTH B XOJ€  OKa3aHHs
00NMa4yHBIX ~ YCIYr  HaKJIaJbIBAIOTCS
[PaBOBBIC MepbI Pa3IHYHbIX
IOPUCANKIUN, TPOTHBOPEYAIUX JPYT
JPYTY B psijic BOIPOCOB

Buemnumi
HapyIIUTENb
HHU3KUM
MMOTEHIINAJIOM

C

OO6auHas
crucTemMa

10

0.5

cpenHsis

Huskas

Heakryans-
Hast

TexHnonorus
TIPUMEHSETCS

HC

YbU.41

Vrposa
MEXCaTOBOTO
CKPHUIITHHTA

Vrpo3a 3akia04aeTcsi B BO3MOXHOCTH
BHE/IPCHUS HAPYIIUTENEM  YYacTKOB
BPEIIOHOCHOTO Ko/a Ha cait
JMUCKPETUTUPYEMO  CHCTEMBI TaKUM
00pa3oM, 4TO OH OyHIeT BBIMOJIHEH Ha
pabodeil CTaHIMU MPOCMATPUBAIOIIETO
3TOT calt MOJTb30BaTEIIS.
Hannast yrposa o0ycioBieHa
cnaboCTIMU ~ MeXaHW3Ma  MPOBEPKH
0e30MmacHOCTH npu o0paboTke
33.1'IPOCOB W OAHHBIX, I'IOCTyl'[a}OL[Il/IX oT
BeO-caiiTa.

Peanuzanust  yrpo3sl BO3MOXHa B

Ciy4ae, cClm KIIMCHTCKOC
nporpaMmMHOE obecrieuenue
NOAACPIKUBACT BBIIIOJIHCHUEC

CUECHAPUEB, a HaApYUIMTENb HMEET
BO3MOXKHOCTb OTIPaBKU 3allpOCOB U
JAHHBIX B IUCKPEIUTUPYEMYIO CUCTEMY

Buemnmit
HapyIIUTENb
HHU3KAM
IIOTEHI[HATIOM

C

CereBoii y3ern,
CeTeBOE
MPOTpaMMHOE
obecreuenne

10

0.6

Cpennss

cpenHsis

AxTyanbHas




Yb1.42

VYrposa
MEXCanToOBOM
MOJICNIKY 3ampoca

VYrpo3a 3aknoyaercsi B BO3MOXXHOCTH
OTIIPABKH HapyLIUTENeM
JMCKPEIUTUPYEMOMY  TIOJIB30BATEIII0
CCBUIKM Ha COJEpIKaIHil BPeIOHOCHBIH
Ko BeO-pecypc, HIpH Iiepexone Ha
KOTOPBIit ABTOMATHYECKH Oynyt
BBITIOJIHCHBI HelpaBOMEPHBIE
BPEIOHOCHBIE JICHCTBHSA OT HMMEHH
JMCKPEAUTHPOBAHHOTO  TI0JIb30BaTEII.
HManHas yrposa o0ycioBIeHa
VSI3BUMOCTSIMH ~ Opay3epoB, KOTOpEIE
MO3BOJISIFOT BBIIOJIHATE JACHCTBHSA 0e3
MOATBEP)KACHUSI WIIH ayTeHTH(UKALUK
CO  CTOPOHBI  JAUCKPEIUTHPYEMOTO
TI0JIL30BATEIS.

Peanuzamust  yrpo3bl  BO3MOJKHa B
cllydae, €CIM  JAUCKPEIUTHPYEMbIH
T10JT630BATENb COXpaHseT
ayTeHTH(HUKAMOHHYIO HH(OPMALHUIO C
MOMOIIBI0 Opay3epa

Buemnumi

HapyLIUTENb CO

CpeHIM
MOTEHIHAIOM

CereBoii y3emn,
CeTeBoe
MPOrpaMMHOE
obecrieueHue

10

0.6

Cpenusist

cpemHss

AKTyasnbHas

Yb1.43

VYrposa
HapyIICHUS
JIOCTYITHOCTH
00J1a9HOTO
cepBepa

VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
NIPEKpaIIeHusl  OKa3aHUs  OOJAuHBIX
YCIIYT BCEM MOTPEOUTEISAM (WM TPYIIIE
notpeduTeneil)  W3-3a  HapYyIICHHA
JIOCTYIHOCTH JUIi HHX  OOJadHOM
HHPPACTPYKTYPBHIL.

JlanHast yrpo3a 0OyCIIOBJICHa T€M, 4TO
obecrnieyeHre TOCTYITHOCTH He SIBISETCS
creupUIHBIM TpeboBaHHEeM
Oe3omacHOCTH  HMHpOpPManuH Ul
00JIa4HBIX TEXHOJIOTHIl, U, KPOME TOTO,
oOna4yHble CHCTEMBl pEajnu30BaHBl B
COOTBETCTBUH c cepBHcC-
OPHMEHTHPOBAHHBIM MIO/IXO/IOM.
Peanuszanus naHHON yrpo3bl BO3MOXKHA
IIPU HEPeXoJie OJJHOTO MIIM HECKOJIBKUX
0o0JNauHBIX CEPBEpPOB B  COCTOSIHHE
«oTKa3 B o0OcimyxuBaHum». bonee Toro,
CHOCO6HOCTB JUHAMHWYCCKH H3MCHATH
00BEM MPe0CTaBIIEMBIX
HMOTPEOUTEIISIM OGJIAYHBIX YCIYT MOXET
OBbITh HCIIOJIb30BaHA HAPYIIUTEIEM IS

peamuzanmu  yrpo3el.  Ilpu  sTOM
YCIEIIHO pealu30BaHHas yrposa B
OTHOLLICHUU BCETO JIMIIIb OIHOTO
001a4HOTO cepBuca I03BOJTUT
HapyLl_ll/lTb JlOCTyl'lHOCTb Bceﬁ

00JIaYHOM CHCTEMEI

Buemnwmii
HapyIIUTelh
HI3KHM
MOTEHIIHAJIOM,
BuyTpennuii
HapyUIUTEINb
HU3KUM
MOTEHLIUAJIOM

C

C

OO6auHas
CUCTEMA,
00J1aYHBII
cepBep

10

0.5

cpenHss

Huskas

Heakryans-
Has

TexHomorus
MIPUMEHSETCS

HE




YbU.44

VYrposa
HapyLIeHHUs
W30JIALIH
MOJIb30BaTENbCKIX
JAHHBIX ~ BHYTpHU
BUPTYalbHON
MaIlIUHbI

VYrpo3a 3akiI049aeTcsi B BO3MOXHOCTH
HapyUIeHUs 6e301acHOCTH
I0JTE30BAaTEIbCKUX JTAHHBIX IPOTPAMM,
GYHKIMOHHUPYIOIIMX BHYTpHU
BUPTYQJIbHOI MaIlUHBI, BPEIOHOCHBIM
MIPOTPAMMHBIM obecrieueHUEM,
(GYHKIMOHHMPYIOIMM BHE BUPTYaJIbHON
MalIvHBL.

JlanHas yrpo3a o0yciioBiIeHa HaJTHIHEM

YSA3BUMOCTEH MPOrPaMMHOTO
obecnieueHust THIIEPBH30Pa,
00€eCreynBaIIero  M30JIUPOBAHHOCTD
aIPECHOTO HPOCTPAHCTBA,
HCIIOJIB3YEeMOT0 TUIST XpaHEeHHs
MOJIb30BATENBCKUX JaHHBIX MPOTPaMM,
(GYHKIHOHUPYIOIIIX BHYTpH
BUPTYaIIbHO MallHHBI, oT

HECAaHKIIMOHMPOBAHHOTO JOCTyIa CO
CTOPOHBI BPEIOHOCHOTO MPOTPAMMHOTO
obecrieyeHus, (DYHKIMOHHUPYIOIIETO
BHE BUPTYaJIbHON MAIIH{HBL.
Peanuszanus naHHON yrpo3bl BO3MOKHA
IIPU YCJIOBUH YCIIECIITHOTO IPEOIOTCHHUS
BPEIOHOCHBIM TIPOTPaMMHBIM  KOZOM
TPaHUIl BHPTYaJbHOH MalIMHBI HE
TONBKO 32  CYET  OKCIUTyaTaluH
ySI3BUMOCTEH TMIepBH30pa, HO U ITYTEM
OCYIIECTBJICHHs] TaKOTO BO3ZICHCTBHS C
Oosiee HU3KMX (IO OTHOIICHHIO K
THIIEPBU30PY) ypOBHEH
(YHKIMOHUPOBAHUS CHCTEMBI

Bremranii
HapyIIUTENb CO
CpeHUM
MTOTCHITHAJIOM,
BnyTtpennuit
HapyLIUTENb CO
CpeIHUM
MOTECHIIHAJIOM

Bupryanbnas
MalllyHa,
TUIIEPBU30P

10

0.5

Cpenusis

Huskas

Heaxryans-
Has

TexHnonorus
MIPUMEHSCTCA

HC




YBU.45

VYrposa
HapyIlIeHUs
U30JILIUU  CPENbl
ucnosHenus: BIOS

VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
W3MEHEHUs MHapaMeTpoB U (WIIH)

JIOTUKA paboThI MPOTPaMMHOTO
obecieuenust ~ BIOS/UEFI  mytém
NIPOrpaMMHOI0 BO3JEMCTBUS u3

OIEPallMOHHON CHUCTEMBbI KOMIIBIOTEPA
WM TyTéM HECaHKIMOHHPOBAHHOTO
JocTyna K KaHaIy CETEBOTO
B3aMOJICHCTBUSl CEPBEPHOTO CEpBHUC-
mporieccopa.

Jannast yrposa o0ycroBieHa
cnabocTaMu TEXHOJIOT Uit
pasrpannuenus gocrymna k BIOS/UEFI,
ero (QyHKIUSAM aJAMHHHCTPUPOBAHUS U
0OHOBJICHUS, co CTOPOHBI
OIIEPAllMOHHOM CHCTEMBI WM KaHaJIOB
CBSI3ML.

Peanuzanust naHHON yrpo3bl BO3MOYKHA:
— CO CTOPOHBI ONEPAIMOHHON CHCTEMBI
— npu ycnoBuu Hammuus BIOS/UEFI
¢yHKIMOHana OOHOBICHUS W (WIH)

YIpaBICHHUA MIPOTPaMMHBIM
obecreueHueM BIOS/UEFI u3
onepanroHHON CHCTEMBI;

— CO CTOPOHBI CeTH — IIPU YCIOBUH
HaJIMYHs y JCKPEIUTUPYEMOT O
CEpPBEPHOTO CepBHC-TIpoLiECCOpPa
JOCTaTOYHBIX MIpUBHIIET Ui JUISt
YIpaBJIeHHUsI BCEHl CHUCTEMOM, BKIIOYas
momudukammio BIOS/UEFI cepsepos
CHCTEMBI, ¥  JUCKPEIUTHPYEMOTO
cepsepa

BnyTtpennuit
HapyLIUTEIIb
HU3KUM
MOTEHLUAIOM

C

Muxpomnporpa
MMHOE U
anmnapaTHoe
obecreueHme
BIOS/UEFI

10

0.5

cpenHsis

CpeIHsIs

AKTyanpHas




VYrpo3a 3akio4aeTcss B BO3MOXHOCTH
MOJAMEHbl  CyOBEKTa  BHUPTYalbHOTO
HH(OPMAIIMOHHOTO B3aUMOJEHCTBUS, a
TaKXKe B BO3MOXHOCTU BO3HUKHOBEHHS

COCTOSTHUA HECIOCOOHOCTH
OCYHICCTBJICHUA TaKoro
B3aUMOJICHCTBHUSI.

JaHHast yrpo3a o0ycIOBlIeHa HATHYUEM

VYrposa Buemnnii Certeoil y3en,
MHOJKECTBA PA3NUYHBIX IPOTOKOJIOB
HapyIICHUS . HapyLmHTeIb C ceTeBoe
B3aMHOI1 uaeHTHGUKAIUH u
POy PEI HHU3KHM IIporpaMMHOE
ayTeHTH(HUKALUH BUPTYaJbHBIX,
ayTeHTH(HUKAIHN MOTEHIIHAIIOM, obecrnevyeHwe, Heakryans- | Texnomorus HE
YBU.46 BUPTYaJIM30BAaHHBIX W  (DU3HUECKUX N 10 0.5 cpenHss Huzkas
CyOBEKTOB BuyTpenHuit METaJlaHHbIE, Has pUMeHseTCs
CcyOBEKTOB JlocTyna, .
BUPTYaIbHOTO o . HapyLIUTeIb C y4ETHBIE
B3aNMOJICHCTBYIOINX MEXIy coOoi B
UH(POPMALIMOHHOT HHU3KUM JaHHbIE
N XOJe Tepelaudl JaHHBIX Kak BHYTPH
0 B3aHMOJICHCTBHSA . | TIOTeHIHAIOM MOJTB30BaTENS
OJTHOTO YPOBHS BUPTYaJIbHON
HHQPACTPYKTYypBl, Tak MU MeEXAy &
YPOBHSIMH.
Peanuszanus naHHON yrpo3bl BO3MOKHA
B ClIydJae BO3HHKHOBEHHMS OLIMOOK NpH
MIPOBEICHUN ayTeHTH(HUKAIN
CyOBEKTOB BUPTYaJILHOTO
HMH(OPMAIIMOHHOTO B3aHMOJICHCTBHS
VYrpo3a 3aKI0d9aeTcsi B BO3MOXHOCTH
3HAYUTEIILHOTO CHIDKCHUS
MIPOU3BOJUTENIBHOCTH  TPUA-CUCTEMEL,
BIUIOTh /10 BPEMEHHOTO HapyIIeHUs e
paboTOCIIOCOOHOCTH TIPU  HOSBICHUH
HETHITUYHOH CETeBOH Harpys3kd (B T.d.
BBI3BaHHOW  pacmpenenéHuoit  DoS-
aTaKoH, AKTHBHOCTBIO TPYTHX
[OJb30BaTENICH B CETH W 2. o
) Buemnwmii
Hannast yrposa o0ycioBieHa
Vrposa o HapyIIUTENb CO
CJ1a00CTEHIO TEXHOJIOTHI rpu-
HapyIIeHUs o CpEeTHUM I'pun-
BBIYHUCIICHUH — TPONU3BOJMUTEIBHOCTD
paborocmoco6HOC MOTEHIINAIIOM, cucrema, Heaxryans- | TexHomorus HE
YBN.47 TPUI-CUCTEMBI nMeeT CUJIbHYIO . o 10 0.5 cpenHss Huskas
TH TPHUI-CHCTEMBI BuyTpenunit ceTeBoit Has IIpUMEHSeTCS
. | 3aBHCHMOCTB ~ OT  3arpy)XK€HHOCTH
OpU  HETUNHUYHOMN HapyLIHUTEIb CO TpaduK
o KaHaJOB  CBSI3W,  9YTO  SIBIAETCA
CEeTeBOIl Harpy3ke . | cpenHuM
CIICJICTBHEM MaKCHMabHO
. . MOTEHIINATIOM
TEePPUTOPHATBEHON  PacTIpeeIEHHOCTH
BEIYHCIUTENIBHOTO ~ MOJYNS  TPHI-
CHCTEMBI cpeaun BCEX THIIOB
MH(OPMAIIMOHHBIX CHCTEM.

Peanuzanus 1aHHOW yrpo3bl BO3MOXKHA
npu YCIIOBUH HEJ0CTaTOYHOTO
KOHTPOJSL 32 COCTOSTHHEM OTJENBHBIX
Y3JI0B TPHI-CHCTEMBI CO CTOPOHBI
JicrieTdepa 3aad rpu-CUCTEMBI




YBI.48

VYrposa
HapyLIeHHUs
TEXHOJIOTHU
00paboTKH
nHbopMaIu
IyTEM
HECaHKI[IOHUPOBa
HHOTO  BHECEHUs
U3MEHEHUH B
00pasbl
BUPTYaIbHBIX
MalIuH

er03a 3aKJIFOYA€TCsA B BO3MOXKHOCTH

OCYIIECTBICHHS JEeCTPYKTHBHOTO
NIPOrpaMMHOI0 BO3JEMCTBUS Ha
JUCKPEUTUPYEMYI0 ~ CUCTEMY WU
OIIOCPETOBAHHOTO JIECTPYKTUBHOI'O

IIPOrpaMMHOI0 BO3JCHCTBHA uepe3 Heé
Ha Ipyrue CHCTEMBI myTéM
OCYILIECTBIICHUS
HECaHKIMOHUPOBAHHOTO  JIOCTyHa K
obpazam BHPTYaJIbHbBIX MallyH.
Jlannas yrposa o0ycroBieHa
cmabocTaMH  Mep  pasTpaHHYEHHS
Joctyma K o0pa3aM  BHPTYaJbHBIX
MallvH, pearn30BaHHBIX B
IIPOrpaMMHOM obecnieyeHnH
BUPTYyaJIM3alHN.

Peanuzanus naHHOM Yrpo3bl MOXET
MIPUBECTH:

— K HapyIICHHUIO KOH(QUACHIMATBHOCTH
3anMniaeMon HHpOPMAIHIH,
o0pabaTeiBaeMOit c TTOMOIIBIO
BUPTYaJbHBIX MAIlNH, CO3/JAaHHBIX Ha
OCHOBE HECaHKI[HOHUPOBAaHHO
HN3MEHEHHBIX 00pas3oB;
— K HapylmeHHI0  LEIOCTHOCTH
pOrpamm, YCTaHOBJICHHBIX Ha
BUPTYaJIbHBIX MallnHaXx;
— K HapylIeHHI0  JIOCTYIHOCTH
pECypcoB  BUPTYaJIbHBIX  MAIIUH;
— K co3maHMio OOTHeTa IyTéM
BHEJIPCHUS BPEZAOHOCHOTO
nporpaMMHOro obecnedeHus B oOpa3bl
BUPTYAJIbHBIX MAIllMH, HCHIOJIb3yEeMbIe B
KauecTBe  Ia0JOHOB  (3TaJOHHBIC
00pasbr).

Buemnuit
HapyLIUTeIb CO
CpeaHUM
MOTCHLIUAIIOM,
BuyTpennuit
HapyLIUTeNb CO
CpemHUM
MOTEHINAIOM

O6pa3
BUPTYyalIbHOU
MalluHbI,
CeTeBOH y3el,
ceTeBoe
MIPOrpaMMHOE
obecrieueHue,
BUPTYyaJbHasI
ManirHa

10

0.5

cpenHsis

Husxkas

Heaxryans-
Hast

TexHnonorus
TIPUMEHSETCS

HC




YBU.49

VYrposa
HapYLICHUS
LEJOCTHOCTH
JAHHBIX Kellia

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
pa3MeIeHns] HapylmIUTeJIeM B Kelle
MpwiokeHuss  (Hampumep, Opaysepa)
mwm  cryxOsl (Hampumep, DNS  wmm
ARP) HEKOppeKTHBIX (TIOTCHIUAIEHO
OMACHBIX) AaHHBIX TaKUM 00pa3oM, 4yTO
hi(o) OOHOBIIEHUS Kera
JUCKpeIUTUpyeMOe MNpHIOXKeHHne (Uiau
cayx6a) Oyner cuuTaTth 3TH JaHHBIC
KOPPEKTHBIMH.

HNannas yrposa o0ycioBIeHa
cnaboCcTAIMH B MeXaHU3Me KOHTPOJII
LEJIOCTHOCTH  JaHHBIX B Kelle.
Peanuszanus naHHON yrpo3bl BO3MOKHA
B YCIIOBHSX OCYIIECTBICHHUS
HapyIIUTeNIeM YCIETTHOTO
HECAaHKIIMOHUPOBAHHOTO  JIOCTyma K
JaHHBIM Kellla ¥ OTCYTCTBHH IPOBEPKH
LEJIOCTHOCTH JaHHBIX B Keme Co
CTOPOHBI THCKPEAUTHPYEMOTO
TIPWIIOKEHHS (WITH CITYKOBI)

Buemnwii
HapyLIUTEIb
HU3KUM
MOTEHIHAIIOM,
Buytpennuii
HapyILIHUTETh
HHU3KUM
MOTEHIUAIOM

C

C

CeteBoe
MPOrpaMMHOE
obecreuenne

10

0.6

cpenHsis

cpenHss

AxryanbHas

YBU.50

VYrpo3a HeBEpHOTO
OTpe/IeNIeHHUSI
(dbopmara BXOIHBIX
JIaHHbIX,
MNOCTYMAKOUUX B
XPaHUITHIIE
OOJIBIINX JAHHBIX

VYrpo3a 3aKmI09aeTcsi B BO3MOXHOCTH
HCKaKCHUSA rHpOpMaIHy,
COXpaHSeMOH B XPAaHMIIMINE OONBIINX
JNaHHBIX, WIM OTKa3a B IPOBEICHUN
COXpaHEeHWsl TpH THepelade B HEro
JNaHHBIX B HEKOTOpPHIX (hopmarax.
HNannast yrposa o0ycoBieHa
c1aboCTAMHI TEXHOJOTHH ONpeaereHus
(dopMara BXOAHBIX JAHHBIX HA OCHOBE
JOTIOJTHUTEIBHOM ciryxeOHOU
nHpOpMaK (3aroioBku  (GaitnoB u
CEeTEeBBIX IIAKETOB, pacIIUpeHus Qaiiion
U TL), a TaKKe TEXHOJOTHMH
aJIaliTUBHOTO BBIOOpa M NPUMEHEHHS
METOJIOB 06paboTKH
MynbTA(dOpMAaTHOH  WHpOpMamuu B
XpaHWINIIAX  OONBIINX  JAHHBIX.
Peanmzarust aHHON yrpo3b! BO3MOXKHA
NP YCIOBHHM, 4TO JOMOJIHUTENIbHAS
ciyxeOHast MHGOpPMALUsL O JAHHBIX MO
KaKoi-n0o MPUYMHE HE COOTBETCTBYET
UX (aKTHYECKOMY COACPIKHMOMY, WIIH
B XpaHUJIMALIC 60JT]>HJI/IX JaHHBbIX HE
peanm30BaHBl  METOABI  O00pabOTKH
JIAHHBIX MoTydaeMoro (opmata

BayTpenHuit
HapyIIUTelh
HI3KHM
MOTEHIINAIOM

C

XpaHunuiie
0OJBIINX
JTAaHHBIX,

MeTalaHHbIe

10

0.5

cpenHss

Huskas

Heakryans-
Has

TexHomorus
MIPUMEHSETCS

HE




YBU.51

VYrposa
HEBO3MOKHOCTH
BOCCTaHOBJICHHUS
ceccuu paboTHl Ha
II15BM npu
BBIBOJIC u3
MPOMEKYTOYHBIX
COCTOSTHUM
MUTaHUS

VYrpo3a 3aknoyaercsi B BO3MOXXHOCTH
MOTEPH  HECOXPAHEHHBIX  JIAHHBIX,
oOpabaTeiBaeMbIX B  HpeAbIayIIei
ceccud pabOTBI Ha KOMIBIOTEpE, a
TaKkke B BO3MOXKHOCTH  IOTEPH
BpPEMEHH [UIsI BO30OHOBIEHHS PabOTHI
Ha KOMITBIOTEpE.
Jannas yrposa o0ycioBieHa
omunOKaMy B pealu3aliu MporpaMMHO-
anmapaTHbIX KOMIIOHCHTOB
KOMIIBIOTEpA, CBSI3aHHBIX c
obecreueHneM MUTaHUA.
Peanmmzarust maHHOH yrpo3bl BO3MOXKHA
pu YCIIOBHU HEBO3MOKHOCTH
BBIBE/ICHUS KOMIIbIOTEpa u3
MIPOMEKYTOUHBIX COCTOSHHN TUTaHHS
(«kmymero pexuma paboThI»,
«rudepHaum» 1 ap.)

BuyTrpennuit
HapyILIHUTETh
HHU3KUM
MOTEHIINAIOM

C

PaGouas
CTaHIuS,
HOCHUTEIb

nHbopmarmy,
CHUCTEMHOE
MPOTpaMMHOE
obecreueHue,
MeETaaHHbIe,
00BEKTBI
(aitnoBoii
CHCTEMBI,
peectp

10

0.5

cpenHsis

cpemHss

AxrtyanbHas




YBU.52

Vrposa
HEBO3MOKHOCTH
MUTPALIH

00pa3oB
BUPTYaJIbHBIX
MaIuH n3-3a
HECOBMECTHMOCTHU
anmapaTHoro u
MPOrPaMMHOTO
obecrieueHUst

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
BO3HUKHOBEHHS y norpeduTens
0o0JIauHBIX ~ YCIYT  HEIPEOIOIMMBIX
CIIOKHOCTEH JUII CMEHBI IIOCTaBIIHKa
00JIauHBIX YCIYT H3-3a TEXHHUYECKNX
CIIOXHOCTEH B pealu3aliy IPOLETyphI
MHTpanuu  o0pa3oB  BHPTYaJbHBIX
MallIMH U3 00NavyHOI CHCTEMBI OJHOTO
MOCTABIIMKA OONAuHBIX  yCIyr B
CHCTEMY JIPYyroro.
JanHas yrposa oOycliOBI€Ha TeM, 4TO
Ka)KIBIH IOCTaBIIMK OOJIAYHBIX YCIyT
HCTIONB3YeT ISl peajn3aldy  CBOeH
JeATeTbHOCTH anmnapaTHoe u
IIporpaMMHOE 00ecHedeHIe Pa3INIHBIX
MIPOU3BOJUTENEH, dYacTb  KOTOPOTO
MOXET HCIONb30BaTh CIEHUPHICCKHIE
(st JTAaHHOTO TIPON3BOJIUTEIIS)
WHCTPYKIMH, TIPOTOKOJBI, METOMBI,
CXeMbl ~ KOMMYyTalluh W Jpyrue
OCOOEHHOCTH  pealM3allid  CBOEro
($yHKIHOHATA.

Peanuszanus naHHON yrpo3bl BO3MOKHA
B cirydae HECOBMECTHMOCTH
CTaHIAPTHBIX TIPOTrPaMMHBIX
uHTepdeiicoB oOmena nanHbIME (API)
JUTSL peai3aliy pOoLeTypbl MUTPALIIH
00pa3oB BHUPTYAJIBHBIX MAIIUH MEXIY

Pa3IUIHBIMU MOCTABITHKAMHU
00JaYHBIX YCJIYT B OJHOM HIH O0OMX
HAIpPAaBJICHUSX.

Taxxe maHHas yrposa 0OycCIaBIHBaeT
OTpaHWYeHHE BO3MOXXHOCTH CMEHBI
MPOM3BOJUTENICH  ammapatHoro o
MPOrpaMMHOT0 obecrieyeHust

MOCTABIIUKOM OOJIaYHBIX YCIYT, 4TO
MOXET TPHBECTH K  HapylICHHIO
LETTOCTHOCTH u JIOCTYITHOCTH
uHGOPMAIIMK 10 BHHE IOCTABIIUKA
00JaYHBIX YCIyT

Bremnmi
HapyIIUTENb
HHU3KUM
IIOTCHI[HATIOM

C

OO6auHas
HHPPACTPYKT
ypa,
BUpPTyalbHas
MallIMHa,
anmnapaTHoe
obecneuenue,
CHCTEMHOE
MPOTrpaMMHOE
obecreueHme

10

0.5

cpenHsis

Husxkas

Heaxryans-
Hast

TexHnonorus
MIPUMCHSCTCS

HC




YBU.53

VYrposa
HEBO3MOXKHOCTH
yIpaBlICHHS
MpaBaMu
MoJb30BaTeNeH
BIOS

VYrpo3a 3akmo4aeTcsi B BO3MOXHOCTH
HETIPaBOMEPHOTO HCIIOTb30BaHUS
MOJTB30BATEAMH  JIEKJIAPUPOBAHHOTO
(dyHKIMOHATA BIOS/UEFI,
OPHEHTHPOBAHHOTO Ha
aJIMHHHCTPaTOPOB.
[Jannas yrposa
cnabocTaMu TEXHOJIOT Ui
pasrpaHuYeHHs JoCTyma
(pactipeneneHus mnpas) K QyHKIHOHATY
BIOS/UEFI  mexny  pa3inuHBIMA
TI0JTb30BATEISIMU u
aJIMIHUCTPAaTOpaMHU.

Peanmmzarust aHHON yrpo3bl BO3MOXKHA
IIPU YCIOBHU (PU3HMUECKOrO AOCTyMa K
TEepMHHANY H, IPH HEOOXOAUMOCTH, K
CHCTEMHOMY OJIOKY KOMIIBIOTEPa

o0ycroBieHa

BuyTrpennuit
HapyLIUTEIb
HU3KUM
MOTEHIINAIOM

C

Muxponporpa
MMHOE
obecrieyeHme
BIOS/UEFI

10

0.5

cpenHss

cpemHss

AKTyanbHas

YBU.54

Vrposa
HEeJJ00POCOBECTHOT
0 HCTIOJIHEHHUS
00s13aTeNbCTB
MOCTaBIHMKAMH
00JTaYHBIX YCIYT

Vrposa 3akmouaercss B BO3MOXKHOCTH
PacKpHITHS 170171 HOBPEXKICHUS
LIEJIOCTHOCTH MOCTABIIMKOM OOJIaYHBIX
yoIyr — 3amuimaeMoil  MHpopManuu
norpeduTeneit O0Ja4HBIX  YCIIYT,
HEBBITIOJIHEHUS TPeOOBaHUH K YPOBHIO
kadecTBa  (YpOBHIO  JIOCTYITHOCTH)
MIPEIOCTABIIEMBIX MOTPEOUTEIISIM
o0NauHbIX ycIyr JocTyma K HuX
pOrpamMMaM WK UMMUTPHPOBAHHBIM B
001ak0 WHPOPMAIIMOHHBIM CHCTEMaM.
Hannast yrposa o0ycioBieHa
HEBO3MOXKHOCTBIO HETIOCPECTBEHHOTO
KOHTPOJIS HaJ JeHCTBUSAMUI
COTPYJHUKOB IIOCTaBIIMKA OOJA4YHBIX
YCIIYT CO CTOPOHBI MX NOTpeOHTeNeH.
Peanmzarus naHHON yrpo3bl BO3MOXKHA
B CIydYasX XaJaTHOCTH CO CTOPOHBI
COTPYJHMKOB MOCTABIIHKa OOJAYHBIX
yeIyr, HEJI0CTATOYHOCTH
JOJDKHOCTHBIX M HHBIX HHCTPYKLHN
JaHHBIX COTPYIHUKOB,
HEJI0CTaTOYHOCTH Mep o
MEHE/DKMEHTY u 00ecreueHuIo
0€30MacHOCTH 00JaYHBIX YCIYT U T.JI.

Buemnmii
HapYIIUTENb
HHU3KUM
MMOTEHIIHAJIOM

C

Wnpopmarnmo
HHasl CUCTEMa,
cepaep,
HOCHUTEJTb
“HpOpMAIHH,
MeTalaHHbIEe,
OOBEKTHI
(aitnosoii
CHCTEMBI

10

0.5

cpemHsis

Huskas

Heaxryans-
Hast

Texunonorus
MPUMEHSIETCS

HC




YBU.55

VYrposa
HE3aIUIIEHHOTO
aJIMMHUCTPUPOBAH
ust 00JIaYHEIX

yeryr

er03a 3aKJIIOYA€TCsI B BO3MOXKHOCTH

OCYHICCTBJICHUA OIIOCPEAOBAHHOI'O
JACCTPYKTUBHOT'O IporpaMMHOI0
BOSZ[eﬁCTBPIS{ Ha YaCcTb WA BCC
I/IH(I)OpMaL[I/IOHHBIe CUCTEMBI,

¢GyHKIMOHHUpYIOIIME B 0OJMayHOM
cpene, MyTéM IepexBaTa YNpPaBICHUS
HaJ 00Ja4HON HH(PACTPYKTYpOii Yepe3

MEXaHU3MBI yIanéHHOro
aJIMUHHCTPUPOBAHUS.

JlanHast yrposa o0ycIiioBIIeHA
HEJIOCTATOYHOCTBIO BHMMAHUSI,
YAEISIEMOr0  KOHTPOIO  BBOJUMBIX
MOJB30BATESIMH  OONIAYHBIX  YCIIyT
JAHHBIX (B TOM qucie
ayTeHTU(UKAIMOHHBIX ~ JAHHBIX), a

Taloke YA3BUMOCTSAMH HeOE30MacHBIX
uHTepdeiicoB ooMena naHHbMH (API),
HCTIOJIb3YEMBIX CpencTBaMu
yIan&HHOTO aJIMHHHCTPUPOBAHUSL.
Peanmzarus naHHOH yrpo3bl BO3MOXKHA
B Cllydae TIIOMyYeHHS HapyLIUTEIEM
ayTeHTU(UKAIUOHHOW  WHpOpMAIHU
(mpm uX BBOIE B OOIIECTBEHHBIX
MECTax) JIeTalbHBIX IIOJI30BaTENeH,
WIN O3KCIUTyaTallud ysA3BUMOCTEH B
cpencrBax yAanéHHOTO
aJIMUHUCTPUPOBAHUSL.

Bremranii
HapyIINUTENb
HU3KAM
MTOTCHIIUAJIOM,
BnyTtpennuit
HapyIIUTENb
HU3KHM
MTOTEHITHATIOM

C

C

OOGauHas
CUCTEMA,
pabouas
CTaHIMs,
CeTeBoe

MPOrpaMMHOE
obecrieueHne

10

0.5

cpenHsis

Huskas

Heakryans-
Has

TexHnonorus
MIPUMEHSETCA

HE




YBU.56

VYrposa
HEKa4eCTBEHHOTO
nepeHoca
HHOPACTPYKTYPHI
B 0071aK0

VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
CHIDKEHHS peansHOTo YPOBHS
3alUIIEHHOCTH HUMMUIPHUpYIOIIEH B
0051aK0 HHPOPMALIMOHHOMN CHCTEMBI U3-
32 omuOOK, JOMYIIEHHBIX  IIpH
MHTpalui B XOje MpeoOpa3oBaHus €&
peansHoOit HHQPACTPYKTYpHI B
o0auHyro.

JlanHas yrpo3a oOycJOBJIEHa TEM, UTO
npeoOpa3oBaHue Jlaxe 4acTH
HHPPACTPYKTYpbl  MH()OPMAIMOHHON
CHCTEMBI B  OOJNAuHyI0  3a4acTyio
TpebyeT  MpPOBEAEHHS  CEPBhE3HBIX
HW3MEHEHUI B Takodl HH(QpacTpyKType
(Hampumep, B TIOJINTHKAX
6€30IaCHOCTU M OPTaHU3ALHU CETEBOTO
oOMeHa JTaHHBIMH).
Peanmzarus naHHOH yrpo3bl BO3MOXKHA
B cirydae HECOBMECTHMOCTH
MIPOTPaMMHBIX U CETEBBIX HHTEp(elicoB
I HECOOTBETCTBHUIL MOJIUTHK
06€30IMacCHOCTH TIPH  OCYILIECTBICHUU
nepeHoca MHGOPMAIMOHHOW CHCTEMBI
B 00J1aKO.

Buemnumi
HapyIIUTENb
HU3KAM
IMOTCHI[HATIOM

C

HNudopmanmo
HHas CHCTeMa,
HMMHTPUPOBA
HHas B
00J1aKo,
oOsavHas
cucrema

10

0.5

cpenHsis

Huskas

Heakryans-
Has

TexHnomorus
MIpUMEHSETCA

HE




YFp03a 3aK/IIIOYaCTCA B CIIOXKHOCTH
KOHTpPOJIA 3a BCEMH aBTOMAaTU4€CKHU
Co31aBaCMbIMHU KOITUAMHA I/IH(I)OpMaL[I/II/I
B XpaHUJIUIIE OOJIBIINX JAaHHBIX H3-3a

BpPEMEHHOM HECOTJIACOBAHHOCTH
JTAaHHBIX onepanuii.
Jannas yrposa o0ycioBIeHa

OCyIIECTBIEHHEM IyOnupoBaHHs (IBY-
WM  MHOTOKPAaTHOTO) JAHHBIX Ha
Pa3IMYHBIX BBIYMCINTENBHBIX Yy3JIax,

VYrposa BXO/MIIMX B  COCTaB  XpaHWIMILA Xpanunuine
HEKOHTPOJIMPYEMO | OONBIINX JTAHHBIX, c uenso | BHyTpenHnit O0IBIINX
VEIL57 TO  KOMHPOBAaHHMS | MOBBIMIEHUS CKOPOCTH AOCTYNA K 3THM | HapyHIUTEIb C JTAaHHBIX, 10 05 J— Huskas Heaktyans- | TexHomorus HE
JaHHBIX  BHYTPU | JAHHBIM IIpU OOJBIIOM KOJIHYECTBE | HU3KUM MeTaJlaHHbIE, Has pUMEHSeTCs
XpaHWIKIIA 3aIpOCOB YTEHUs/3alMCH. [Ipu 5TOM | NMOTCHIHAIOM 3alUIaeMble
OOJIBIINX JAaHHBIX | JaHHAs ornepanus SIBIISIETCSL JTaHHBIE
BHYTpEHHEH ¢byHKIMEH "
«HENpPO3payHay Ui KOHEYHBIX
MoNb30BaTeIe M aJAMHHHCTPATOpPOB
XpaHUIHIIA G0ITBIINX JTAHHBIX.
Peanuszanus naHHON yrpo3bl BO3MOKHA
IIPU yCIIOBUH HEAOCTATOYHOCTH Mep MO
KOHTPOJIIO 3a aBTOMAaTHUYECKU
CO3J1aBaeMBIMH KOIIMSIMH HH(pOPMALUH,
MIPUMEHSIEMBIX B XpaHWIHIIE OOJBIINX
JTAHHBIX
VYrpo3a 3akigo4aeTcss B BO3MOXKHOCTH
OTrpaHUuEHUS 5 071 HapylLIeHUs
JOCTYMHOCTU BHPTYaJbHBIX PECYpPCOB
Ui KOHEYHBIX noTpedurenei
00JaYHBIX YCIYr IYTEM CIy4aifHOTO
WA HECaHKIMOHUPOBAHHOTO Obnaynas
MpeHaMepEHHOT 0 co3nanus | Buemnwuii CUCTEMa,
Vrposa HapyIIUTeNIeM MHOXKECTBA | HApyIIUTENIb C KOHCOJTb
BUPTYaJIbHBIX MallyH. | HU3KUM yHpaBieHUs
HEKOHTPOJIHPYEMO o
VEILS8 ro pocta wmcma Hannast yrposa o0ycioBneHa TOTEHLMANIOM, o0a4Hoi 10 05 cpemmns Huskast Heaxryans- | Texnomorus HE
OTpaHWYEHHOCTBI0 00BbEMa IHCKOBOro | BHyTpeHHMi UHDPACTPYKT Has NIPUMEHSETCS
;I;II); P}II:HBHHX IIPOCTPAHCTBA, BBIIEJIEHHOTO [oJ, | HapyLWIHUTENb C ypoi,
BUPTYaJIbHYI0 ~ MHQPACTPYKTYypy, U | HU3KUM obnayHas
cnaboCTAMH  TEXHOJOTHH  KOHTPOJIS | TTOTCHI[HAIOM nHpacTpyKT
mporecca  CO3MaHMS  BHPTYaJbHBIX ypa
MaIlHH.

Peanuzanus qaHHON Yrpo3bl BO3MOXKHA
OpU YCIOBUM HAIMYUS y HapyIIUTEI
OpaB Ha CO3JaHHE BUPTYaJbHBIX
MaIlIuH B 001a4HON HHPACTpyKType




YBU.59

VYrposa
HEKOHTPOJIHPYEMO
To pocra yHcna
3ape3epBUPOBAHH
BIX
BBIYMCIUTEIIbHBIX

pecypcos

VYrpo3a 3aknoyaercsi B BO3MOXXHOCTH
OTKa3a JIerajbHbIM II0Jb30BaTENIsIM B
BBIJICJICHMH KOMITBIOTEPHBIX PECypcoB
MOCJI€ OCYIICCTBICHHUS HapyLIUTENeM
HETIPaBOMEPHOTO Pe3epPBUPOBAHMUS BCEX
CBOOO/HBIX KOMIIBIOTEPHBIX PECypCoOB
(BBIYHMCITUTENBHBIX pecypcoB u
pecypcos TIaMSITH).
Jannast yrposa o0ycroBieHa
yA3BUMOCTSIMU HPOrpaMMHOTO
obecrieyeHHss  YpOBHS  YNpPaBICHHSA
BUPTYaJIbHON UHDPACTPYKTYPOHd,
peanusyromnero dyHKIHIO
pacnpeneneHus KOMITBIOTEPHBIX
pECypcoB  MEXIy  IOJB30BATEISIMU.
Peanmzarus naHHON yrpo3bl BO3MOXKHA
pH YCIIOBHU YCIIEIIHOTO
OCYILIECTBIICHUS HapyLIUTENeM
HECaHKIIMOHUPOBAHHOTO  JIOCTyHa K
MPOrpaMMHOMY OOECHECYEHHIO YPOBHS
yIIpaBJICHUS BUPTYaJbHON
nH}pacTpyKTYpOH, peanu3syomemy
GbyHKITHIO pacnpeneneHus
KOMIIBIOTEPHBIX ~ PECYPCOB  MEXIY
T0JIL30BATEISAMU

Buemnwii
HapyLIUTEINb
HU3KUM
MOTEHIHAIIOM,
Buytpennuii
HapyLIUTEh
HHU3KHM
MOTEHINAIOM

C

C

HNudopmanmo
HHasl CHCTeMa,
cepsep

10

0.6

Cpenssist

Cpennss

AxrtyanbHas

YBI.60

Vrposa
HEKOHTPOJIHPYEMO
TO YHHYTOXEHHS
nHQOpMAIHH
XpaHUITHIIEM
OOMBIINX JaHHBIX

Vrposa 3akiouaercsi B BO3MOXXHOCTH
yIOaJeHUs W3 XpaHWINIA HEKOTOPBIX
00OpabaTbiBaeMBbIX TTAHHBIX 0e3
YBEIOMIICHHSI KOHEUHOTO TOJIb30BaTeNst
WIH aIMHHHCTPATOpA.
Hannast yrposa o0ycioBieHa
cnabocTaMu MeXaHN3Ma
aBTOMaTHYECKOTO YAAJICHUS] JaHHBIX,
HE  OTBEYAIOIIMX  ONpeeTEHHBIM
TpeboBaHMAM  (IIpENEbHBIA  «CPOK
KM3HU» B  XpaHWIMIIE, KOHEuHas
HECOTJIaCOBaHHOCTh c JIPYTHMH
JaHHBIMH, CO3[aHHE KOIHH B JPYroM
MecTe i T.IL.).
Peanusaiys TaHHOH yrpo3sl BO3MOXKHA
npu yciioBun HEAO0CTAaTOYHOCTH
pCain30BaHHbIX B XpaHUJINIIC
OOJIBILINX JIAHHBIX Mep MO KOHTPOJIIO 32
ABTOMATUYCCKUM YAAJICHUEM JaHHBIX

Buytpennuii
HapyIIUTelh
HHU3KHM
MOTEHLIUAJIOM

C

XpaHunuiie
0OJBIINX
JTAaHHBIX,

MeTa/laHHbIE,

3allUIIaeMble
JIaHHBIE

10

0.5

cpenHss

Huskas

Heakryans-
Has

TexHomorus
MIPUMEHSETCS

HE




VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
COBEpIICHUS HapyIuTeNleM (KIHMEHTOM
0a3pl  JaHHBIX)  IOJUIOTa  ITYyTEM
TIpepBIBaHUS TPAH3aKIUH MM IOAMEHBI
uneHTuuKaTopa  TpaH3akuuu. B
MEPBOM Cllyyae MPOMCXOAUT HEHOJIHOEe
BBITIOJIHCHUE TPAH3aKLUH, & BO BTOPOM

VYrposa CereBoii
- MOJIH30BATENb (dopcupoBaHHO N
HEKOPPEKTHOTO .. | BHyTpennuit Tpaduk, 6aza
sananms 3aBEpUIACT TPAH3AKIUMIO, W3MeHas € | -~ == AHHBIX
VBU.61 ID, u coobmast 0 ToM, 4TO TpaH3aKIUsI Py > 10 0.6 cpenusist | Cpenusisi | AKTyanbHas
CTPYKTYpBI CPEeIHUM ceTeBoe
He OblIa TIpOBENEHa, TEM CaMbIM
JAHHBIX HOTEHLHAIOM IPOrpaMMHOE
MIPOBOLIUPYsl TOBTOPHOE IIPOBEICHHE
TpaH3aKIIH obecrieueHne
TPaH3aKLHH.
Jannast yrposa o0ycroBieHa
cnabocTsIMH ~ MEXaHH3Ma  KOHTPOJIA
HENPEPbIBHOCTH TpaH3aKIUH "
LIEJIOCTHOCTH JJAHHBIX, IEPEAaBaCMBIX B
XOle TpaH3aKIMW Mexay Oasoi
JaHHBIX U €€ KIMEHTOM
Vrpo3a 3akmoyaercsi B BO3MOXXHOCTH
MEPEHANPABICHUS MM KONUPOBAHHS
oOpabaTeiBaeMBIX Opay3epoM JIaHHBIX
4yepe3 MpO3pauHbId  IPOKCH-CEpBep,
TIOJKITFOYEHHBIH K Opay3epy B KadecTBe
VYrposa IUIarvHa.
HEKOPPEKTHOTO HNannas yrposa o0ycoBieHa Y—
HCIIOIb30BaHHS cnaboCTAMH  MeXaHM3Ma  KOHTPOJIS CeteBoe
. HapyLIIUTeIb C
YBU.62 MIPO3PaYHOTO JIOCTyma K HacTpoiikam Opaysepa. 3K MIPOTPaMMHOE 10 0.6 cpemHss | cpenHAS | AKTyalbHas
HpOKCH-cepBepa 3a | Peamusarus  BO3MOXKHa B Cllydae obecnieyeHne
N MOTEHIHAJIOM
cuér IUIArMHOB | YCIIELIHOTO OCYILIECTBIICHUS
Opaysepa HApyLIUTENIeM  BKJIIOYCHHS  PeXHUMa

HCIIOJb30BAHUS MPO3PAYHOTO MPOKCH-
cepBepa B IapaMeTpax HacTPOMKH
Opay3epa, Hampumep, B pe3yibTaTe
peaM3alii  Yrpo3bl  MEXCaiTOBOTO
CKPUIITHHTA




er03a 3aKJIFOYA€TCsI B BO3MOXKHOCTH

HCTIOIb30BAHUS JEKITapUPOBAHHBIX CucremMHOe
BO3MOXKHOCTEH  MHpPOTPaMMHBIX U MIpOrpaMMHOE
amnmapaTHBIX CPEACTB  ONpeeTIEHHBIM obecrneveHre,
Vroosa (HecTaHIApTHEIM, HEKOPPEKTHbIM) | BHermrxmit TIPUKJIaTHOE
p Croco0OM C IElbI0 JECTPYKTUBHOTO | HApYIIUTENb CO | NpOrpaMMHOE
HEKOPPEKTHOTO BO3ICI 6
NeHCTBUST Ha HMH(OPMAIMOHHYIO | CPEeRHHM obecrnevyeHwe,
HCTIOMBSOBAHMA cucteMy W o0OpabaTelBaeMyl0 €10 | MOTCHIHAIOM CeTeBoe
YBN.63 (yHKIMOHATA Y p Y L 10 0.6 cpenHsas | cpenHsAs | AKTyalbHas
POIDAMMHEONO 1 uHpopMaIHIo. BuyTpenHuit MIpOrpaMMHOE
all; nag ATHOLO JaHHast yrpos3a cBA3aHa cO CIabOCTSIMU | HapyIIUTeNb CO | OOecleucHue,
MexaHu3Ma OOpaOOTKM MJaHHBIX U | CPEIHUM MHKpOIIPOTpa
obecneueHust p p Kponporp
KOMaHJ, BBOAWMBIX IIOJIb30BaTEISIMH. | ITOTCHIHAIOM MMHOE
Peanmmzarust maHHOH yrpo3bl BO3MOXKHA obecrnevyeHwe,
B ClyJae HaJIW4ds Yy HapyIIUTeNs armaparHoe
JocTyna K MIPOrPaMMHBIM " obecrnieyeHue
anmapaTHBIM CPeCTBaM
VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
OTKa3a HOTPEOUTEISIM O0IAuHBIX YCIyT
B yOAJEHHOM JOCTYIIE K apeHIyeMOMY
IporpaMMHOMY  oOecredeHuo  (T.e.
MPOUCXOANUT  TIOTEpsl  JOCTYIHOCTH
obmayHoit ycmyrm SaaS) 1o BHHE
MOCTaBIIUKA 00J1auHbBIX YCIIyT.
Jannast yrposa o0ycroBieHa CreTeMHOe
HEZ0CTAaTOYHOCTBIO npopaboTku | Bremrnmit
MIPOrpaMMHOE
VYrposza BONpOCa  YNpaBJeHHWs MNOJUTHKAMU | HapylIUTelIb C
. obecrieveHue,
HEKOPPEKTHOU JIULIEH3UPOBAHUS HCTIOJIBb30BAaHUS | HU3KUM PHKTALHOS
VEIL64 peanu3anuu MIPOTrPaMMHOTO obecriedeHusl | TOTEHIUAIOM, - Iz) FDAMMHOE 10 05 J— Huskas Heakryans- | TexHonorus HE
’ TIOJTUTUKH a3JIMYHBIX MPOU3BOAWTENCH B obnake. | BHyTpeHHMI porp ' P Hast MIPUMEHSETCS
obecnieueHne
JUIeH3upoBaHus B | Peanusanus JaHHON yrpo3bl BOBMOXKHA | HapyIIUTENb C CeTEBOE ’
obuaxe IpH  YCIOBHM,  YTO  TOJWTHKA | HU3KUM
MIpOorpaMMHOE
JIALEH3UPOBAHUS HCTIONB30BAHUSA | TIOTEHIHATIOM
obecrnieyeHue

MPOrpaMMHOTO O0ECHeYeHUsI OCHOBaHA
Ha OrpaHMYEHHH KOJIHMYECTBA  €ro

YCTaHOBOK W qucia €ro
HOJTL3OBaTeJ'ICI>i, a CO31aHHbIC
BUPTYaJIbHbIE MallluHBbI C
JIMOEH3UPYEMbIM nporpaMmMHBIM

00eCIeYeHnEeM HCIIOIB30BAHbEI MHOT'O
pas3




VYrpo3a 3aknoyaercsi B BO3MOXXHOCTH
BO3HUKHOBEHHS CYIIECTBEHHBIX
pasHoOryIachii MeXIy HOCTaBIIUKOM H
notpeduTesieM O0ONAYHBIX yCIyr IO
BOIIPOCaM, CBS3aHHBIM C OIIPE/IC/ICHUEM
uX npaB U OO0A3aHHOCTEH B 4YacTH

obecnieueHust HH(POPMAIIMOHHON
6€30MacHOCTH. .
Buemnwii
VYrposa [Jannas yrposa o0ycroBieHa Ha I
HEOIIPENENEHHOCT | OTCYTCTBHEM JIOCTaTOYHOTO Habopa HHI; ZEIM
u B | Mep KOHTPOJS 3a paclpelerneHueM CucremHOe
MIOTEHLIUAJIOM, Heakryans- | Texnonorus HE
YBU.65 pacnpeneacHuu OTBETCTBEHHOCTU MEXAY Pa3IU4HbIMU N NIPOrpaMMHOE 10 0.5 CcpenHss Huzkas
BuyTpenHuit Has MpUMeHseTCs
OTBETCTBEHHOCTH | POJSIMHM B 9aCTH BIAJCHHS JAHHBIMH, | o~ =~ obecrieyeHme
MEXJIy pPOISIMU B | KOHTpOJS JI0CTyTa, MOAJEPKKH HHEzHM
oOmake 00mayHOi HMHQPACTPYKTYpPHI W T. IL
.. | moTeHIManTOM
Bo3MoOXXHOCTS  peanu3anuy  JaHHOM
Yrpo3sl  TOBBIIAETCA B CIydae
UCTIONb30BaHMs  OOJNAUHBIX  YCIYT,
MIPEIOCTABIIEMBIX JIpYTAMH
moctaBmgkamu  (T.e. B ClydYae
UCTIONIb30BAHUS ~ CXEMBl  OKa3aHHs
0o0NauHBIX  yCIyr C  Yy4acTHEM
MOCPEAHUKOB)
VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
HEBBIIIOJHEHUSI PAa Mep IO 3aIiuTe
nHopMarm  Kak  ITOCTaBIIUKOM
o0mauHpIX  ycmyr, Tak M HX
MOTpPEeOHTENIEM.
HNannast yrposa o0ycoBeHa
OTCYTCTBHEM  YETKOTO a3/IeNICHUSI
Vrposa Y pasa
. OTBETCTBEHHOCTH B YaCTH 00ECIeUeHHs
HEOTIPEAENEHHOCT o
" Oe3omacHOCTH MHGpOpPManuu Mexny | BremrHwmit
notpeduTenem u MOCTABIIUKOM | HapyIIUTENb C O6mauHas Heakryams- | TexHomorus HE
YBU.66 OTBETCTBEHHOCTH p HI Py 10 0.5 cpeaHss Huskas y
001a9HBIX YCIYT. | HU3KHM cucreMa Has IIpUMEHSeTCS
3a  obecrieueHue N
Peanmzarust maHHOH yrpo3bI BO3MOXHA | ITOTCHI[HAIOM
6e30macHOCTH
pu YCIOBHU HEJI0CTaTOYHOCTH
obnaka

TOKYMEHTAIBHOTO pasfeneHus cdep
OTBETCTBEHHOCTU MEXIAY CTOPOHAMU
Y4acTBYIOIIUMH B OKa3aHUU 00IaYHBIX

yCIyT, a TaKxKe OTCYTCTBHUS
JOKYMEHTaJIbHOTO OTIpe/IeNICHUs]
OTBETCTBEHHOCTH 3a HecOOIIoJeHNe

TpeboBaHMIA 6€30TTaCHOCTH




er03a 3aKJIIOYA€TCsI B BO3MOXKHOCTH

HEINpPaBOMEPHOIO  CIOydailHOro WM
IIpEeHaMEPEHHOTO 03HAKOMJICHUS
M10JIb30BaTEIs c nHdopmarmei,

KOTOpasi JUIsl HEro He IpeaHa3HaueHa, u
JalbHEHIero e€ HCHOoJb30BaHHS IS
JOCTHIKCHUS CBOMX HJIM 3aJaHHBIX €My

OPYTUMU  JIUIaMH  (OpraHU3aLUsSMH)
JEeCTPYKTUBHBIX Hemnen.
HNannas yrposa o0ycioBIeHa ArmmapatHoe
VYrposza YA3BUMOCTAMH  CPEICTB  KOHTPONSA | o oo o obecrnevyeHwe,
HEIIPaBOMEPHOTO JOCTyna, OIMMOKaMH B IIapamMeTpax HayHPiII/ITeJ'IL c HOCHTEIH
YBU.67 O3HAKOMJICHUSI C | KOHQUIYpanuM IaHHBIX CPEACTB WU HHI;zHM nHbopmarmy, 10 0.5 cpenHsas | cpenHsAs | AKTyalbHas
3aIunaeMoi OTCYTCTBHEM  yKa3aHHBIX  CpPEACTB. OOBEKTHI
. N MOTEHIINAJIOM . o
uHpOopMaImen Peanmuzanms  nmaHHOW — yrpo3el  He (aitnosoii
Mopa3yMeBaeT YCTaHOBKY u CHCTEMBI
HCTIONIb30BaHHUE HapyIIUTeNeM
CIEIHaIBEHOTO BPEIOHOCHOTO
nmporpaMmMHoro  obecreuenus. [lpu
9TOM O3HAKOMJICHHE MOXXET OBITh
MIPOBEJEHO IIyTEM NpOCMOTpa
nHopMaMu C 3KpPaHOB MOHHUTOPOB
b113)7%070.4 10JIb30BaTeNel, c
OTHEYAaTaHHBIX JOKYMEHTOB, IIyTEM
MOJICITYIIMBAHUS Pa3TOBOPOB U Jp.
VYrpo3a 3aKI09aeTcss B BO3MOXHOCTH
OCYIIECTBIICHHS HapyIIUTeNeM
JeCTPYKTHBHOTO MIPOTPaMMHOTO
Bo3jelictBus Ha APl B memax CreTeMHoOe
peann3auny QyHKIMH, W3HAYAIBHO HE
MIpOrpaMMHOE
MIPEeTyCMOTPEHHBIX
. obecrieveHue,
JIMCKPETUTHPYEMbIM npuiioxkeHneM | Boernuii
Vrposa N MPUKIIAHOE
(HampuMmep, WCMONb30BaHWE (YHKIWI | HapyIIUTEIb CO
HeIpaBOMepHOTo/ MIpOorpaMMHOE
OTIAJIKU u3 cocTaBa API). | cpenanm
HEKOPPEKTHOTO 6 obecrieyeHue,
BN JaHHas yrpo3a 00yCIOBIICHA HAIWYNEM | ITOTEHIIHAIOM, 10 06 A
YBU.68 HCIIOJIb30BAHUS . . ceTeBoe . cpenHsas | cpenHAs |AKTyasbHas
. cmabocTeli B MeXaHW3ME MIPOBEpKM | BHyTpeHHwmit
uHTepdetica MIPOrpaMMHOE
M BXOJIHBIX JaHHbIX u koMaua API, | Hapymwurens co
B3aMMOJICHCTBUS C obecrnedeHwe,
HCIIONIB3yeMOT0 NPOTPaMMHBIM | CPEIHHM
MPUIIOKEHHEM MHKPOIIPOTpa
obecrieyeHreM. MOTEHIINATIOM MMHOE
Peanu3anus gaHHOW yrpo3sl BO3MOXKHA
obecneuenue,
B YCJIOBUAX HAJIWYUA Yy HapYUIUTEIA peectp

nocryna k API
JVICKPETUTUPYEMOTO
MeXaHW3Ma  IPOBEPKH
JAHHBIX U KOMaH][

U OTCYICTBHS Yy
TIPUIIOKEHHS
BBOJIUMBIX




YBU.69

VYrposa
HETPaBOMEPHBIX
JeACTBHIA
KaHajax CBS3U

B

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
BHECEHUS] HapyLIMTEIEM H3MEHEHHH B
paboTy CeTeBHIX IIPOTOKOJIOB ITyTEM
00aBIICHHST WM YAAJICHUS JaHHBIX W3
HH(OPMAIIMOHHOTO IOTOKA C IIENBI0
OKa3aHWs  BIWMSHMA  Ha  pabory
JTUCKPEAUTUPYEMOH  CHCTEMBI  WIIH

TOTyYECHUS JoCTyma K
KOH(UIEHIANbHO nHpopmaIyy,
nepefaBacMoOld 1O KaHaly  CBA3M.
Jlannas yrposa o0ycioBIeHa

caboCTAMH  CETeBBIX  IPOTOKOJIOB,
3aKIIOYAIOIUMHUCA B OTCYTCTBHHU
NIPOBEPKU LEJIOCTHOCTU u
MOJJIMHHOCTH IOTYyYaeMbIX JaHHBIX.
Peanuszanus naHHON yrpo3bl BO3MOKHA
pu YCIOBHHU OCYIIECTBICHHS
HapyIIUTeNleM HECaHKIMOHUPOBAHHOTO
JIOCTyTIA K ceTeBOMY Tpaduky

Buemumi
HapyIINUTENb
HH3KUM
IMOTCHI[HATIOM

C

CereBoil
Tpaduk

10

0.6

Cpenusist

Cpennsist

AKTyanbHas




YBU.70

VYrposa
HeNpepbIBHON
MOZAEPHH3AIN
obavHOM
HHPPACTPYKTYpPhI

VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
3aHECEHMS] B OOJAYHYI0 CHCTEMY
ys3BUMOCTell M ciabocTeil BMecTe ¢
06aBIeHNEM HOBOTO IIPOTPAMMHOTO
WM anmapaTtHoro obecneuenus. Ilpu
3TOM CHCTEMa, paccMaTpHBaeMasi Kak
3allMIIEHHAs Ha JTane BBoJa €€ B

SKCIUTyaTallllo,  yXe  HE  MOXeT
CUUTAThCS TaKOBOM nocJie eé
MO/IEpHH3ALINY.

JlanHast yrposa oOyciioBI€Ha TeM, 4To,
BO-TIEPBBIX, IOCTABIIUKH  OOJAUHBIX
YCIYyT MPENOCTABISAIOT BO3MOXHOCTD
OCYIIECTBICHUS noTpeduTenem
00NayHbIX ycIyr BeIOOpa W (WJIH)
HM3MEHEHUs] NePBOHAYATBHOTO COCTaBa
IIPOTrpaMMHOTO O0ecTieueHus! 00IadHON
HHQPACTPYKTYpHI B IpoOIecce OKa3aHUs
TaKUX YCIyr, a, BO-BTOPBIX, IIpH
WHTEHCHBHOM  IOJKIIOUYCHUH HOBBIX
notpeouTeneit MOJICpHU3ALNS
00ma4HOi  MHQPACTPYKTYPHl MOXKET
MPOXOANUTh HECKOIBKO pa3 B TOJ.
Peanuszanus naHHON yrpo3bl BO3MOKHA
B CIly4ae, eCliM CPOK [0 CIeIyromen
MOJIEPHU3ALM HE IPEBBIIIAET CpPOKa
MPOBEACHHUSI  OIIGHKH  COOTBETCTBHS
CHUCTEMBI TPEOOBAHUAM 0E30MaCHOCTH B
YCIOBHAX OTCYTCTBHSA CHCTEMBI
MEHEUKMEHTa OONaYHBIX yCIyr W
obecrieueHus ux 0e30MacHOCTH
(cucTemMbl 001aYHOTO MEHEIKMEHTA)

BnyTtpennuit
HapyLIUTeIb CO
CpeaHUM
MOTEHLUAIOM

Oo6nauHast
HHPPACTPYKT
ypa

10

0.5

cpenHsis

Huskas

Heakryans-
Hast

TexHnonorus
MIPUMEHSETCS

HC




YBU.71

VYrposa
HECaHKIHOHNPOBa
HHOTO
BOCCTAHOBIICHUS
yAanéHHON
3aIUIACMON
nHbopMaIu

VYrpo3a 3aKiIo4aeTcsi B BO3MOXHOCTH
OCYIIECTBJIEHHSI  INPSIMOTO  JOCTYyIa
(moctyma ¢ ypoBHEH apXHUTEKTypHI
Oosee HU3KMX 10 OTHOLIGHHIO K
YPOBHIO OINEPAI[MOHHONW CHCTEMBI) K
JaHHBIM, XPaHALNIMMCS Ha MAIIMHHOM
HOCHTeIe uHpOpMAIHH, WIH
BOCCTAHOBJICHUS JTaHHBIX o
CUNTAaHHOW C MAIIMHHOTO HOCHUTEIs
OCTaTOYHOH nHpopManuy.
Jannas yrposa o0ycioBIeHa
cnabocTsMH ~ MEXaHW3Ma  yAaJeHHs
MHGOPMAIMU C MALIMHHBIX HOCHTENEeH
—  wuHbopMmauus,  yganéHHas — C
MAIlIMHHOTO HOCHTENS, B OOJIBIIMHCTBE
cilyqaeB MOXKET OBITh BOCCTaHOBJICHA.
Peanmzarus naHHOH yrpo3bl BO3MOXKHA
pu CIIETYIOIINX YCIIOBHSIX:
— ynanenue HHGOPMAIUY ¢ MAITMHHOTO
HOCHUTEIS MIPOUCXOANIO 0e3
HCIIOJIb30BaHMsI  CIIOCOOOB  (METOJIOB,
AITOPUTMOB) rapaHTHPOBAHHOTO
CTUpaHUs JIAHHBIX (Hampumep,
(U3HIecKOe YHHUYTOKEHUE MAIIMHHOTO
HOCHTEIIS nHMOPMAIHH);
—  TEXHOJIOTHYECKHE  OCOOCHHOCTH
MAaIIMHHOTO HOCHUTENS MH(POPMALUH He
TPUBOJIAT K rapaHTHPOBaHHOMY
YHUYTOXKEHHIO  MHGOpMAIUM  MPU
MOJIy4CHUM KOMaHJbl Ha CTHpPaHHUe
JIaHHbIX;

— wuHbOpMaIMsi HE XpaHWIach B
KpunTorpapuyecky MpeoOpa3oBaHHOM
BHUJIE

Buemnuit
HapyLIUTEh
HU3KUM
MOTCHLIUAIIOM,
BuyTpennuit
HapyLIUTEIb
HHU3KHM
MOTEHINAIOM

C

C

MarmvHHBIIT
HOCHTENb
“HpOPMAIHH

10

0.5

cpenHsis

CpeIHsIs

AKTyanpHas




YBU.72

VYrposa
HECaHKI[HOHHPOBA
HHOTO
BBIKJTFOUCHUS WM
obxoja
MEXaHU3Ma
3aIIUTHI OT 3aITUCH
B BIOS

VYrpo3a 3akiI04aeTcsi B BO3MOXHOCTH
BHEJPEHUS B BIOS/UEFI
BPEIIOHOCHOTO ~ MPOTPaMMHOTO  Koja
mocie OIINOOYHOTO WA
3II0HAMEPEHHOTO BBIKJTFOUEHUS
[OJIb30BATEIEM MEXaHHW3Ma  3aIlUTHI
BIOS/UEFI ot 3amuch, a Takxe B
BO3MOKHOCTH YCTaHOBKH
HETIOAIMMCAaHHOT0 OOHOBIICHUS B 00XO
MeXaHW3Ma 3allUThl OT 3alKhCH B
BIOS/UEFI.

Jlannas yrposa o0ycIiioBIIeHA
CTaboCTMH Mep IO pPa3TPaHHYCHUIO
JOCTyNa K YIPaBICHUIO MEXaHH3MOM
sammtel  BIOS/UEFI ot 3amucu, a

TaKKe  YSA3BUMOCTSAMH  MeXaHU3Ma
0OHOBJICHHS BIOS/UEFI,
NPUBOMSAIIAMHA K TIEPEIOJHEHHIO
Oydepa.

Peanmzarus naHHOH yrpo3bl BO3MOXKHA
B OJHOM W3 CICIYIOINX YCIOBHM:
— BBIKIIIOYEHHOM MEXaHU3ME 3aIlUTHI
BIOS/UEFI oT 3aIUCH;
- YCHELHON SKCIUTyaTaluu
HapyIIUTEeNleM yS3BUMOCTH MEXaHH3Ma
obnoenenus BIOS/UEFI, npuBoasmeit
K nepenoyHeHuto 0ydepa

Buytpennuii
HapyILIHUTETh
HU3KUM
MOTEHLUAIOM

C

Muxponporpa
MMHOE U
anmapaTtHoe
obecriedyeHme
BIOS/UEFI

10

0.6

cpenHss

cpemHss

AKTyasnbHas




VYrpo3a 3akiIo4aeTcss B BO3SMOXHOCTH
HN3MEHECHUS BPEIOHOCHBIMA
mporpaMMaMy  ajdroputMa  pabOTHI
MPOrpaMMHOTIO O0ECHECUYEHHUSI CETEBOrO
00opynoBaHus U (WIKM) TApaMETPOB €ro

VYrposa HaCTpOMKM  myTéM  SKCIUTyaTaluu
HECaHKIOHNPOBA | yS3BUMOCTEH IIPOrpaMMHOTO W (VM) CeteBoe
HHOTO JIOCTyIa K | MHKPOIPOTPaMMHOTO obecrieqeHus Y— 00opyoBaHU
AKTHUBHOMY " | yKa3aHHOTO 000pyIOBaHUSL. e,
HapyLIUTEIb CO
(wmm) maccuBHOMY | JlaHHAs yrposa o0ycioBIeHa CpenHiM MHKpPOIIPOTpa
BUPTYaJdbHOMY ¥ | OTPAaHHYEHHOCTBIO  (PYHKI[HOHANBHBIX P MMHOE
o .\ | MOTEHLHAJIOM, Heakryans- | Texnonorus HE
YBU.73 (wn) BO3MOXKHOCTEH (HalIM4YUeM CJIaboCTeil) . obecrieueHue, 10 0.5 cpenHss Huskas
BuyTpenunit Has IIpUMEHSeTCs
¢busnyeckomy aKTUBHOTO ¥ (WIM)  ITaCCUBHOTO CeTeBoe
HapyIHTEIb CO
CETEBOMY BUpPTyalNbHOTO © (WiH) (PU3HYECKOrO CpelHiM MIpOrpaMMHOE
000pYJOBaHUIO M3 | CETEBOTO 0OOPYMOBaHMS, BXOIAIIETO B HI:) A——— obecrieyeHue,
¢dusnyeckoit U | COCTaB BUPTYaJIbHOH HHPPACTPYKTYPEL, BUPTYyaJIbHBIE
(vm) HaJIMYMEM Yy JaHHOTO O0OpYHOBaHHS ycTpoiicTBa
BUPTYaJbHOM ceTH | (UKCHPOBAHHOTO CETEBOTO  ajpeca.
Peanuszanus naHHON yrpo3bl BO3MOKHA
IIPU yCIOBUU HAJHMYHS YS3BHMOCTEH B
MIPOTPaMMHOM u ()
MHKPOIPOTPaMMHOM obecnieyeHnn
CETEeBOro 000PyJOBaHUS
CucremMHOe
MIPOrpaMMHOE
. obecrieuenue,
VYrpo3a 3akitoyaercs B BO3MOXKHOCTH | BHemrnuit OGBEKTEL
H3BJICYCHUS napouieit UMEH | Ha HTENb C . o
Yrposa . P ’ . Pyt (aitnosoii
MONB30BaTeNell WM APYTUX YYETHBIX | HU3KUM
HECAHKIMOHHPOBA JAHHBIX W3 ONEpPaTUBHOM MaMATH | MOTEHIHAJIOM cHeTeMbl,
YBN.74 HHOTO JIOCTyNa K p L Y4€THBIE 10 0.6 cpenusis | Cpenmss | AKTyanbHas
KOMIIbIOTEpA WIN xuuieHus: | BHyTpeHHmit
ayTeHTH(HUKAIIIOH . . JTaHHbIE
o (xommpoBaHwus) daiiioB maponei (B TOM | HapyIIUTENb C
HOH nHpopManmn MOJTb30BATENS
YHCIIe XPaHSIIMXCS B OTKPHITOM BHJE) | HU3KHM cect
C MaIIMHHBIX HOCHUTEJNeH HH(pOpManK MOTEHLUAJIOM P P,
MalIiHHbIE
HOCHTEIH

nHpopmarmn




YBU.75

VYrposa
HECaHKI[OHUPOBA
HHOTO JOCTyna K
BUPTYaJIbHBIM
KaHaJlaM Ilepeladuu

VYrpos3a 3akitoyaercs B BO3MOKHOCTHU
OCYILIECTBIICHUS HapyLIUTEIEM
HECaHKIMOHHPOBAHHOTO nepexBaTa
TpaduKa CeTeBBIX Y3J0B, HEIOCTYIHBIX
C TOMOIIBIO CETEBBIX TEXHOJOTHH,
OTIUYHEIX OT CETEBBIX TEXHOJOTUH
BUPTYyaJIM3alUHU, TyTEM HEKOPPEKTHOTO
HCIOJIE30BAHUST TaKUX  TCXHOJIOTHH.
JlanHas yrposa o0ycIiioBIIeHA
c1aboCTAMH Mep KOHTPOJS IIOTOKOB,
MEKCETEBOI0 9KpaHUPOBAHHSA u
pasrpaHUYeHus JIOCTyIA,
pean30BaHHBIX B OTHOIIEHUH CETEBBIX
TCXHOJIOTHI BUPTYaJIU3alUU (c
TIOMOIIBIO KOTOPBIX CTpOSITCS
BUPTYaJIbHbIE KaHaJIbI rnepenayu
JIaHHBIX).

Peanuzanus 1aHHON yrpo3bl BOZMOXKHA
npu HaJIUINHI y HapyIIUTENS
MIPUBUIICTUI Ha OCYIIECTBIICHUE
B3aUMOJICHCTBHUS C IOMOIIBIO CETEBBIX
TEXHOJIOTHH BHPTYaIH3aLUuN

Buemnwii
HapyLIUTEINb
HHU3KUM
MOTEHIHAIIOM,
Buytpennuii
HapyIIUTETh
HU3KUM
MOTEHLUAIOM

C

C

CereBoe
MPOTpaMMHOE
obecrieuenue,

ceTeBo

Tpaduk,
BUPTYyaJIbHBIE

yCcTpoiicTBa

10

0.5

cpenHsis

Huskas

Heakryans-
Has

TexHnomorus
MIpUMEHSETCA

HE




YBU.76

VYrposa
HECaHKI[HOHNPOBa
HHOTO JIOCTyIa K
TUIIEPBH3OPY U3
BUPTYaJIbHOM
MalIUHbl ¥ (HJIH)
(uzngeckolt cetn

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
NIpUBEICHHS HapylmIATeIeM Bcel (ecin
THIEPBH30p — OJIUH) WM YacTu (ecin

HCTIOJIB3YETCS HECKOJIBKO
B3aHMOJCHCTBYIOIINX MEXAY Cco0oMH
THIIEPBH30POB) BUPTYaJIbHOIT
UHPPACTPYKTYPHl B COCTOSIHHE «OTKa3
B 00CITyKBaHUI myTéM
OCYILIECTBICHUS JECTPYKTHBHOTO
IIPOTrPaMMHOTO BO3JICUCTBUS Ha

TUIIEPBU3OP M3  3alylICHHBIX B
CO3aHHOM MM BHUPTyaJIbHOH cpene
BUPTYaJIbHBIX MaIlvH, I
OCYIIECTBIECHHS  BO3JEHCTBUS  Ha
THIEPBHU30P Uepe3 €ro MOAKIIOYCHUE K
(U3NUECKON BBIYMCIATEIBHON CETH.
JlanHas yrpo3a o0yclIOBIeHa HATHIHEM

MHOJKECTBa Ppa3Ho00pa3HBIX
uHTEp(EHCOB B3aUMOACHCTBUS MEKIY
THIIEPBH30POM " BUPTYaJIbHOI

ManvHON U (WiH) (GU3HYECKOil CeThio,
YSI3BUMOCTSAIMH THIIEPBH30pa, a TaKKe
YSI3BUMOCTSAMH TIPOTPAMMHBIX CPEACTB
U OTPAaHWYEHHOCTBIO (DYHKIIMOHATBHBIX
BO3MOKHOCTEH alMapaTHBIX CpPEACTB,
HCTIONB3YEMBIX Ul OOECHEeUYeHUsl ero
paboToCIOCOOHOCTH.

Peanuzanus naHHON yrpo3bl BO3MOXHA
B OJHOM M3 CJIEAYIOIIUX CIy4aes:
— HaJl4ue y HapyIIuTes s NpUBHIETHil,
JOCTaTOYHBIX AN OCYIIECTBIICHHS
JIECTPYKTHBHOTO MIPOTPaMMHOTO
BO3JIEHCTBUS U3 BUPTYATbHBIX MAIIHH;
— HaJIW4He y THIEPBH30pa aKTHBHOTO
nHTepdeiica B3aUMOJICHCTBUS c
(M3UYECKOI BEIYHUCIHTEIILHON CEThIO

Buemnuit
HapyLIUTeIb CO
CpenHUM
MOTCHLIUAIIOM,
BuyTrpennuit
HapyLIUTeNb CO
CpeaHUM
MOTEHINAIOM

T'unepsuszop

10

0.5

cpenHsis

Huskas

Heaxryans-
Hast

TexHnonorus
MIPUMEHSETCS

HC




YBW.77

VYrposa
HECaHKIHOHUPOBA
HHOTO JIOCTyIa K
JTAHHBIM 3a
npeeaaMu
3ape3epBUPOBAHHO
ro aJIpecHOTr0
OpOCTPAHCTBA, B
TOM qucie
BBIIEJIEHHOTO TIOJ
BUPTyaJbHOE
anmapaTtHoe
obecrnieueHne

er03a 3aKJIFOYaC€TCd B BO3MOXHOCTH

HapyLICHUsS BPEIOHOCHOH
IIPOrpaMMOoH, (YHKIMOHUPYIOIEH
BHYTpH BUPTYaIbHON MallHHBI,
LETOCTHOCTH  MPOTrPaMMHOTO  Kofa

cBOEH M (WIM) OPYTUX BHPTYaJbHBIX
MallinH,  (YHKIHOHHPYIOIIUX  IOA
YIIpaBIEHHEM TOTO K€ THIICPBH30pa, a
TaKKe M3MEHEHHs IapaMeTpoB e€ (UX)

HACTPOUKH.

JlanHas yrpo3a o0ycIioBiIeHa HaIHIHEM
cnabocreit MPOTPaMMHOTO
obecnieueHust THIIEPBU30DA,
00ecneynBaoIiero  M30JHPOBAHHOCTh
aZipecHoro MIPOCTPAHCTBA,

HCIIONIB3YEMOTO  JUIL  XpaHEeHHWs He
TOJIBKO 3aIllUIIaeMOi HHGpOpPManuu |
MPOrPaMMHOT0 KoJia 00pabaThIBAIOIIUX
e€ mporpamMMm, HO W HPOTPaAMMHOTO
KOJa, pCaIU3YIOLIEro  BUPTYaIbHOE
amnmaparHoe obecrieueHne
(BUpTYyanbHBIE ycTpoiicTBa 00paboTKH,
XpaHEHUSI W Tepeladyd JaHHBIX), OT
HECAaHKIMOHMPOBAHHOTO JOCTyIa CO
CTOPOHBI BPEJOHOCHOH IIPOTrPaMMEL,

(byHKUMOHUpYIOmEeH BHYTpH
BUPTYaJIbHON MalllIHBbIL.
Peanuzanus naHHON yrpo3bl BO3MOXHA
pu yCIOBHU YCIETTHOTO
OCYIIECTBIICHHS

HECaHKIMOHUPOBAHHOTO JIOCTYNa €O
CTOPOHBI  BPEOHOCHOH MPOTrpaMMmBl,

(GYHKIHOHHUPYIOTICH BHYTpHU
BUPTYaJbHOW MAIIUHBI, K JaHHBIM,
XPaHSIIMCS 3a npenenaMu
3ape3epBHUPOBAHHOTO noJ

MOJTb30BATENbCKUE TAaHHBIE aJPECHOTO
MPOCTPAHCTBA JIaHHOW BUPTYaJIbHOM
MaIHHBI

Buemnuit
HapyLIUTeIb CO
CpemHUM
MOTEHIIHAJIOM,
BuyTpennuit
HapyLIUTeNb CO
CpeaHUM
MOTEHLUAIOM

Cepgep,
pabouas
CTaHIHS,
BUPTyalbHas
MaIllHa,
THIIEPBH30DP,
MalIMHHBINA
HOCHTEIh
nHdopmarmy,
MeTaJaHHBIC

10

0.5

cpenHsis

Huskas

Heakryans-
Hast

TexHnonorus
TIPUMEHSETCS

HC




VYrpo3a 3akiIodaeTcsi B BO3MOXHOCTH
OCYIIIECTBIICHHS HapyIIuTeIeM
JECTPYKTHBHOTO IIPOTPaMMHOTO
BO3/ICICTBUS HA BUPTYAJIbHBIC MAIIINHBI
W3 BUPTYaNbHOM M (WiM) (U3UUECKON
CEeTH Kak C IOMOIIbIO CTaHAApPTHBIX (He
BUPTYQJIbHBIX) CETEBBIX TEXHOJIOTHIA,

VYrposa TaK U ¢ IOMOILBIO CETEBBIX TEXHOIOTUH o
Buemnwii
HECaHKI[MOHUPOBA | BUPTyaIM3allUH.
HapyLIUTeIb C
HHOro jocryna k | JlaHHas yrpo3a o0ycioBiIeHa HATHIHEM HUSKHM
3alUIIAEMBIM Yy CO3/aBaeMbIX BHPTYaIbHBIX MAIlUH
MIOTEHLIUAJIOM, Bupryanbnas Heakryans- | Texnonorus HE
VYBI.78 BUPTYaJIbHBIM CETEBBIX aJpEcOB M BO3MOXXKHOCTBIO . 10 0.5 cpenHss Husxkas
BuyTpenunit ManiuHa Has IIPUMEHSETCA
MalliHaM U3 | OCYyLIECTBICHHSA HMH CETEBOTO
. . HapyLUIUTeNb ¢
BUPTYyadbHOH ¥ | B3aUMOJCHCTBUS c APYTHMH |
() puzmyeckoit | cyObeKTaMH.
. MOTEHLUAIOM
ceTu Peanmzarus naHHON yrpo3b! BO3MOXKHA
IIpU YCIOBUM HAIMYMs Y HapyLIUTEINs
CBeJleHUH 0 CETEBOM azpece
BUPTYyaJbHOM  MAaIlMHBL, a  TaKXke
TeKyllled aKTUBHOCTU BUPTYaJbHOU
MAalIMHBl HA MOMEHT OCYIIECTBICHHUS
HapyIIUTeNIeM JIECTPYKTHBHOTO
MIPOrpaMMHOI0 BO3JAECHCTBUS
VYrpo3a 3aKm0d9aeTcss B BO3MOXHOCTH
OCYIIECTBIICHHS JIECTPYKTHBHOTO
MPOrpaMMHOT0 BO3JeHCTBUS Ha
3aIIUIaeMble BUPTYalIbHBIC MAIIUHBI
CO CTOPOHBI JAPYI'HX BHPTyaJbHBIX
MallyH C  TOMOLIBIO  Pa3IMYHbIX
MEXaHU3MOB OOMEHa JaHHBIMH MEXIY
BUPTYaJbHBIMH MalIMHaMU
Yrposa Ty ’ N
peann3yembIx THIIEPBH30POM u | Bremmmii
HECaHKI[IOHUPOBa
aKTHBUPOBAHHBIX B CHCTEME. | HapyIIUTENb C
HHOTO JOCTyna K
Hannas yrposa 00yCIIOBIICHA | HU3KUM
3alUIIAEMbIM
c1aboCTAMHU MEXaHU3Ma oOMeHa | TOTEHINAJIOM, Bupryanbnas Heakryans- | Texnonorus HE
YBU.79 BUPTYaIbHBIM o 10 0.5 cpenHss Huskas
MALIHHAM co | JAHHBIMH  MEXIy — BHPTYalbHBIMH BHyTpenHuit ManirHa Hast IIpUMEHsEeTCS
MalIuHaMH )51 YA3BUMOCTSAMU €ro HapylmuTesib C
CTOPOHBI  JIPYTHX
peanu3anuu B KOHKPETHOM | HHU3KUM
BUPTYaIbHBIX
TUIIEPBU30PE. ITOTEHILIMAJIOM
MallnuH

Peanuzanusa naHHON yrpo3bl BO3ZMOXKHA
IIPU YCIOBUM HAIW4Ms Y HapyLIUTEIs
IIPUBUJIETUH, JIOCTAaTOYHBIX UL
HCIIOJIb30BAHUS pas3INYHBIX
MEXaHH3MOB OOMeHa TaHHBIMH MEXIY
BUPTYAJIbHBIMH MallMHaMH,
peanM30BaHHbIX B TUIEPBU30OpPE U
AKTUBUPOBAHHBIX B CUCTEME




YBU.80

VYrposa
HECaHKI[OHNPOBa
HHOTO JOCTyma K
3aIUIAeMbIM
BUPTYaJIbHBIM
ycTpoiicTBaM U3
BUPTYaIbHON u
(wm) pu3nveckoit
cetu

VYrpo3a 3akmoyaercsi B BO3MOXXHOCTH
yIan&HHOTO OCYLLECTBIICHUS
HapyIIUTEeJIeM HECaHKIMOHHPOBAHHOTO
JIOCTYTIa K BHPTYAJIBHBIM yCTPOHCTBAM
W3 BUPTyaldbHOH M (W) (u3MdecKon
CeTH C MOMOIIBIO Pa3IUYHBIX CETEBBIX
TEXHOJIOTHH,  MCIOJNB3YeMBIX VLA
OCYILIECTBICHUSI OOMEHa MJaHHBIMH B

CUCTEME, TIOCTPOEHHOM c
HCTIONIb30BAHUEM TEXHOJIOTHI
BUPTYaIU3aLUH.

JlanHas yrpo3a o0yciioBiIeHa HaJTHIHEM
cmabocTeli B CETEBBIX IPOTPaMMHBIX

nHTepdeiicax THIIEPBH30POB,
NpEeJHA3HAYCHHBIX U yHANEHHOTO
yIpaBJIeHHs COCTaBOM u
KOH(uUrypanuei BUPTYaJIbHBIX
YCTPOHCTB, CO3IAHHBIX (CO3/1aBacMBIX)
JTaHHBIMU THIIEPBH30PAMHU.

Peanuzanus naHHON yrpo3bl BO3MOXHA
IIpU YCIOBUM HAIMYMs Y HapyLIUTEIs
MIpUBMIIETUI JIOCTaTOYHBIX Ui
OCYIIECTBICHUs OOMEHa [aHHBIMH B
CUCTEME, TIOCTPOEHHOM c
HCTIONIb30BaHUEM TEXHOJIOTHI
BUPTYyalH3aIuu

Buemnwii
HapyLIUTENb CO
CpeaHUM
HNOTEHLUAIIOM,
BuyTrpennuit
HapyLIUTeIb CO
CpenHUM
MOTEHINAIOM

Bupryansaeie
ycTpoiicTBa
XpaHeHus,
00paboTKH U
nepegadn
JaHHBIX

10

0.5

cpenHss

Huzxkas

Heaxryans-
Has

TexHomorus
MIPUMEHSETCS

HC




YBU.81

VYrposa
HECaHKI[IOHUPOBa
HHOTO JoCTyna K
JIOKaJIbHOMY
KOMIIBIOTEPY
yepes KIIMeHTa
TPHUJI-CHCTEMBI

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
BBIIOJIHEHUSI HApYIINTEIEM CETEBOrO
BXOJa Ha y3el TpPUA-CHCTEMBI C
IIpaBaMM OJHOW U3 YUYETHBIX 3allUCEH,
COOTBETCTBYIONIEH MIPOrpaMMHBEIM
mpoueccaM — CHCTEMBI  YNpPaBIEHUS
3aIaHUAMH, c MOCIIE Y IOIIUM
MOTy4eHHEM JOCTyMa K 3aKpBITOH
4acTH KpUNTOrpadhuuecKux
CcepTH(UKATOB, HUCIOIB3YEMBIX UL
YCTaHOBJIEHUS CBS3H B TPHJI-CHCTEME.
JanHas yrpo3a o0ycIIOBIICHa HATHIUEM
YSI3BUMOCTEH B KIIMEHTE TPUA-CHCTEMEI
(KJIMEHTCKOTO MIPOTPaMMHOTO
obecriedeHus, yCTaHABIMBAaEMOTO B
y3/lax TPHA-CHCTEMBI), SKCILUTyaTaIHs
KOTOPBIX ~ MO3BOIAET  HAPYIIUTENIO
OCYIIECTBIISATh OIEPAllUy YTEHHS H
3amucM B OOBEKTax  JIOKAJLHOW
(daimoBoif  CHCTEMBI ~ KOMITBIOTEpA,
OTHPABKy CHUTHAJIOB IPOTPaMMHBIM
mporeccam (BrIMIOYas CHTHAJIBI
mpekpameHuss  paboThl),  ONeparuu
YTeHHS W  3a0UCH B HaMsTh
IIPOTPaMMHBIX MIPOLIECCOB,
COOTBETCTBYIOMINX CBSI3YIOIEMY
MIPOTrpaMMHOMY OOECIIEYEHHIO M TPHI-
3aaHusIM, OTKPBITHS CETEeBBIX
COE/IMHEHHH B JIOKAIBHBIX U BHELIHUX
y31max TPUII-CUCTEMBI.
Peanuszanus naHHON yrpo3bl BO3MOXKHA
IIPU YCIIOBHHU BHEIPEHHS BPEIOHOCHOTO
MPOTPAaMMHOTO  KOZIa B CHCTEMY
ynpaBieHus 3amaHusMH. DakTHdecKu
HaJM4Me B y3/lI€  IPUI-CHUCTEMBI
HEHM3BECTHOTO ero BIIA/IENbILY
nporpaMMHoOro obecniedeHus (KJIMEHTa
TPUJI-CUCTEMBI), MPOBOJISIIETO
HEW3BECTHBIC BEIUHCICHHUS, SIBISETCS
«JEepHBIM SIIIUKOM», 4Yepe3 KOTOPBIH
(myTéM  SKCIDTyaTallil  YSI3BUMOCTEH

WU IIPOrPaMMHBIX 3aKJIA/I0K)
HAapyIIUTeIh  MOXET  OCYILIECTBUTh
IPOTUBOINIPABHBIE JefcTBus o

OTHOLLICHUIO K XpaHsleidcs B y3ie
IPUI-CUCTEMBI 3a[UIIAEMOMH
vHpOpManK (JIMYHOW WH(POPMAIHU
BIIJIeTIblIa y3I1a)

Bremamit
HapyLIUTENb CO
CpeIHUM
IIOTCHI[HATIOM

V31b1 rpuA-
CHCTEMBI

10

0.5

cpenHsis

Huskas

Heakryans-
Has

TexHnonorus
MIPUMEHSETCS

HC




YBI.82

VYrposa
HECaHKI[MOHUPOBA
HHOTO JOCTyna K
CerMeHTaM
BBIYHCIUTEIILHOTO
HOJIs

VYrpo3a 3akiIo4aeTcss B BO3SMOXHOCTH
OCYIIIECTBIICHHS
HECAaHKLHOHUPOBAHHOTO JocTymna
HapyIIUTEeNsl K HCXOAHBIM JaHHBIM,
MIPOMEKYTOUHBIM M OKOHYATEeIbHBIM
pe3yabTaTamMm pacuéron IPYTHUX
IoJib30BaTeIell CymepKoMIbIOTEpa, a
TaKKe ciryJqaitHoe I
IIpeTHaMepeHHOe JIECTPYKTUBHOE
BO3JIEHCTBHE  IIPOIECCOB  PELICHHS
OIHMX 3aJad Ha  TPOIECCHl U
Ppe3ynbTaThl pelreHus JIPYTHUX
BBIYHCITUTENBHBIX 3a7ad.
Jannas yrposa o0ycroBieHa
cnabocTaMu MeXaHH3Ma
pasrpaHHYeHHs] JOCTyIa CyOBEKTOB K
CerMEHTaM BBIYUCIMTEIBHBIX — ITOJIEH
CYHEepKOMITBIOTEpA.

Peanuszanus naHHON yrpo3bl BO3MOKHA
IIPU  BBINONHEHUH 3aad  Pa3IUdHBIX
MOJTb30BaTeNel CymepKOMIbIOTEpa Ha
OJTHOM BBIYHCITUTEIBHOM nose
CyHEepKOMITbIOTEpa

BuyTrpennuit

HapyLIUTENb CO

CpeHIM
MOTEHIHAIOM

Brrancnurens
HBII y3en
CYNEPKOMITBIO
Tepa

10

0.5

cpenHss

Huzxkas

Heaxryans-
Has

TexHomorus
MIPUMEHSETCS

HC

YBI.83

VYrposa
HECaHKI[HOHNPOBa
HHOTO JOCTymna K
cucTeMe o
0OecnpOoBOAHBIM
KaHalam

VYrposa 3akmouaercss B BO3MOXKHOCTH
MIOJTYYeHUs] HApPYIIUTENIEM JOCTyna K
pecypcam  Bcel  IHMCKpETUTHUPYEMOM
nHQOPMAIMOHHON  CHCTeMBI  4epes
HCIOJIb3yEeMbIE B ed cocTaBe
OecrpoBOZIHBIE  KaHAJbl  Ieperadn
JTaHHBIX.

Jannas o0ycioBieHa
cabocTsIMu HPOTOKOJIOB
uaeHTUGUKannK/ayTeHTHHUKALH
(trakux xak WEP, WPA u WPA2),
UCTIONB3YeMBIX IS ABTOPH3ALMH
MOJb30BaTeIell IpH IOJKIIOUEHUH K
TOYKE 0ecrpoOBOIHOTO JOCTYTIA.
Peanusaiys TaHHOH yrpo3bl BO3MOXKHA
IpH YCIIOBHM HAMYMS Y HApYIIHTENs
CMENUAIN3HPOBAHHOTO TIPOTPAMMHOTO
obecrnieyeHus, peaan3yomero GpyHKImun

yrposa

IKCILTyaTalluu yA3BUMOCTEH
MPOTOKOJIOB uaeHTHUKAIN/
ayTeHTH(HUKALN 6eCrpOBOIHBIX

ceTei, a Takke HaXOXICHHS B TOYKE
nmpuéMa CHUTHAJIOB JUCKPEIUTHPYEMON
0GecTIpOBOIHON ceTH

Buemnmit
HapYIIUTENb
HHU3KUM
IMOTCHI[HATIOM

C

CereBoii y3ern,
Y4ETHBIE
JTAaHHBIE
TTOJTH30BATEIIS
, CETEBOM
Tpaduk,
anmapaTHoe
obecreuenne

10

0.5

cpemHsis

Huskas

Heaxryanb-
Hast

TexHnonorus
MIPUMEHSIETCS

HE




YBU.84

VYrposa
HECaHKIMOHUPOBA
HHOTO JOCTyma K
CHCTEME XPAHECHUS
JTaHHBIX u3
BUPTYaIbHON u
(wm) pu3nveckoit
cetu

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
OCYLLECTBIICHUS JECTPYKTHUBHOTO
IIPOrpaMMHOI0 BO3/CUCTBUS Ha
BUPTyaJbHBIC yCTPOICTBA XpaHEHHs
JAHHBIX W (WIN) BUPTyaJbHBIE IHUCKH
(aBaAromuecs Kak cerMeHTaMu
BUPTYaJIbHOTO JMCKOBOTO
MIPOCTPAHCTBA, CO3JAHHOTO OTAEIBHBIM
BUPTYalbHBIM YCTPOMCTBOM, TaK U
€AWHBIM  BUPTYaJIbHBIM  JTCKOBBIM
IIPOCTPAHCTBOM, CO3JAaHHBIM IIyTEM
JIOTHYECKOTO 00BeTMHCHNS
HECKOJIBKHX BHUPTYalbHBIX YCTPOICTB
XpaHEeHUs JIaHHBIX).
JlanHas yrpo3a o0yclIOBIeHa HATHIHEM
c1abocTell MPUMEHSIEMBIX TEXHOJOTHH
pacnpeneneHus — WHGOpPMAIMU  TIO
Ppa3IU4YHBIM BUPTYaJbHBIM
yCcTpoiicTBaM XpaHEHUS JaHHBIX U
(M) BHUPTYaJbHBIM JHCKaM, a TaKkKe
cnabocTell  TEXHOJOTUH €IMHOT0
BUPTYaJIbHOTO JIFCKOBOTO
MIPOCTPAHCTBA. YKa3aHHbIE clabocTu
CBSI3aHBI C  BBICOKOH  CIIO)KHOCTBIO
aITOPUTMOB obecrieueHus
COTJIACOBAaHHOCTH JeUCTBUM mno
pacnpeneneHuro nH(bOpMaIU B
pamkax €IMHOTO BUPTYaIbHOTO
JIUCKOBOT'O IIPOCTPAHCTBA, a TaKxKe
B3aUMOJICUCTBHUA C BUPTYalbHBIMH U

GU3MYECKMMHE  KaHATaMHU  TIepefadd
NAHHBIX 1 obecrmedeHus: paboTel B
pamMkax OJIHOTO JIUCKOBOT'O
MIPOCTPAHCTBA.

Peanuzanus 1aHHOW yrpo3bl BO3MOXKHA
MPU YCJIOBUU HAIMYUSl Y HApPYIIUTEIS
CIEIMAILHBIX MPOrPaMMHBIX CPE/CTB,
CMOCOOHBIX IKCILTYaTUPOBATh CIab0CTH

TeXHOHOFHﬁ, HCIIOJIb30BaHHBIX npu
NOCTPOCHUN CHCTCMBI XpaHCHUA
JaHHBIX (CeTeBBIX TeXHOIIOI‘PIﬁ,
TEXHOJIOTHI pacopeacicHus

uH(pOpPMAIUH U 1p.)

Bremnuit
HapyLIUTEh
HHU3KHM
MOTEHIIHAIIOM,
BuyTpennuit
HapyLIUTEIIb
HU3KUM
MOTEHLUAIOM

C

C

Bupryanbubie
yCcTpoiicTBa
XpaHeHUS
JTAHHBIX,
BUpPTYalbHbIC
JIUCKH

10

0.5

cpenHsisa

Huskas

Heakryans-
Hast

TexHnonorus
TIPUMEHSETCS

HC




YBU.85

VYrposa
HECaHKIMOHUPOBA

HHOTO JOCTyma K
XpaHUMOH B

BUPTYaJIbHOM
HPOCTPAHCTBE
3aluIaeMon
nHbopMaIu

er03a 3aKJIFOYacTCd B BO3MOXHOCTHU

HapyLICHU KOH(HICHIMATBHOCTH
“HpOPMAIHH, coneprkareics B
pacnpenenéHHbIX ¢aitnax,
COZIeprKaInX 3aLIMIAEMYIO

nHpopMarmio, MyTéM BOCCTaHOBICHUS
JTAHHBIX pachpenencéHHbx Qaitnos w3
HX MHOXKECTBA OTJEIBHBIX (PparMeHToB

c HOMOIIBIO POrpaMMHOT0
obecrieueHuss M WHOOPMAIMOHHBIX
TEXHOJIOTHI no 00paboTke
pacnpenenéHHoi uH(OpMAIIUH.

JlanHas yrpo3a o0ycIOBII€HA TEM, YTO B
CBA3U C IPUMEHEHHEM MHOMKECTBA
TEXHOJIOTHH BUPTYyaIU3aLuH,
NpefHa3HaueHHBIX Uil paboTel ¢
AaHHBIMA  (pacmpeleieHne  JIaHHBIX
BHYTPH BHUPTYaIbHBIX H JIOTHYECKHX
JUCKOB,  pacIpefeNieHne  JIaHHBIX
MEXITy TaKUMHI JHCKaMH,
pacmoperneneHue JTAHHBIX MEXIy
(bM3HIeCKIMHI u BUPTYyaJIbHBIMU
HaKOIUTEISIMU  €AMHOIO  JTUCKOBOI'O
IPOCTPAHCTBA, BBIAENCHHE O0OIacTelt
JIUCKOBOIO  IIPOCTPAHCTBA B  BHUJE
OTJICNIbHBIX JIICKOB u Ip.),
MPaKTHYeCKH Bce (alimbl XpaHATCA B
BUJIE MHOXXECTBa OTAENBHBIX
CETMEHTOB.

Peanuszanus naHHON yrpo3bl BO3MOXKHA
IIpU YCJIOBUM HEJOCTATOYHOCTU WU

OTCYTCTBHSI Mep IO 00ECIe4YeHHIO
KOHOUICHIIMAIFHOCTH  MH(pOPMALUH,
XpaHsIIencs Ha OTAENBHBIX

HAKOITUTCIAX

Buemnuit
HapyLIUTeIb CO
CpemHUM
MOTEHIIHAJIOM,
BuyTpennuit
HapyLIUTeNb CO
CpeaHUM
MOTEHLUAIOM

Hocurens
nHdopmarmy,
OOBEKTEHI
(aitnosoii
CHCTEMBI

10

0.5

cpenHsis

Husxkas

Heakryans-
Hast

TexHnonorus
TIPUMEHSETCS

HC




er03a 3aKJIFOYA€TCsI B BO3MOXKHOCTH

OCYIIIECTBIICHHS HETIPaBOMEPHOTO
JocTyna HapyIInTeNneM K
ayTeHTH(QUKAOHHONH  MH(OpManyn
HYT X q)nonbz;()BaTeneﬁ c ?1011340111115}0 Cucremroe
pyr . | Buemnwuii NIPOrpaMMHOE
MTAaTHBIX ~ CPEACTB  ONEpPallMOHHOM
Hapymurenb ¢ | obecnedeHwue,
VYrposa CHCTEMBI WIIH CTeIMaNbHbIX
HHU3KHM OOBEKTHI
HECAHKI[HOHUPOBA | MPOTPaAMMHBIX CpPEACTB. . N
MOTEHIIHAJIOM, (aitnoBoif
YBN.86 HHOro u3MeHeHHs | [laHHas yrposa oOycioBI€HA HaJHYHEM Y —- CHCTOMBL 10 0.6 Cpenusist | cpenusist | AKTyanbHas
ayTeHTU(PHUKALUOH | ciabocTei Mmep pasrpaHuYeHMs yTb N §
. HapyLIUTeIb C y4€THBIE
HOH nHdopmanmu | mocryna K nHpopmamu
HHU3KUM JaHHbIE
ayTeHTH(HUKALHH.
N MOTEHIINAIOM MONTb30BaTENA
Peaymmzarust  maHHOW yrpo3bl  MOJKET cect
CIoco0CTBOBATH JanbHeIeMy » peectp
IIPOHUKHOBEHHIO HapyIIUTeNs B
CUCTEMY MOJ  Y4€THOW  3aluChIO
JUCKPEIUTUPOBAHHOTO ITOJIH30BATEIS
Bremnuit
VYrposa VYrpo3a 3akioyaeTrcs B BO3MOKHOCTU
HapymuTenb ¢ | AmmapaTHoe
HECAHKI[HOHUPOBA | HCIIOIb30BAHMS HapyIIuTeneM
BBICOKHM obecrieyeHwe,
HHOTO MOTEHIHAIBHO OMACHBIX | | o asIOM MHKDOIDOIDE INoTenmman BHEIIHEro
YBN.87 HCTIONIB30BAHUS BO3MOKHOCTEH BIOS/UEFIL. Y —- ? 1\14) MHE erp 10 0.5 cpenHsisa Huskas | AkTyanbHas | HapyIIUTEIs
npuBmiIernposanH | JlaHHas yrpo3a o0yciIoBiIeHa HATHIHEM TP HEJIOCTATOUCH
o HapymuTenb ¢ | obecreueHue
BIX ¢ynkunit | B BIOS/UEFI noreHnmansHo omacHOTro
HU3KUM BIOS/UEFI
BIOS ¢byHKIIMOHATA
MOTEHIMAIOM
VYrpo3a 3akiIo4aeTcsi B BO3MOXKHOCTH
HETIPaBOMEPHOTO MOTyYEHHS
HapyIIUTEeNeM KOIWY  3allMIIaeMOn
nHpopmarun  myTéM  NPOBEAEHHS
MOCJIEIOBAaTEIFHOCTH  HEMPaBOMEPHBIX
JICCTBUH, BKJIIOYAIOIINX:
HECAaHKIIMOHUPOBAHHBIH  JOCTYH K
3alIMIIaeMON uHpopMaun o
Kolll'llI/IH(I)BaHHe HallieHHOM MH(E)C? M;IHP; Bremmmii
Yrpoza P o p HapyLUIUTEeNb € OOBEKTHI
Ha CHhEMHBIA HOCHUTENb (WJIM B Jpyroe . -
HECaHKI[MOHUPOBA HHU3KHM (aiinoBoif
MECTO, JIOCTYIIHOE HapyNINTEII0 BHE
HHOTO MOTEHIIHAJIOM, CHCTEMBI,
YBU.88 CUCTEMBI). . . 10 0.5 cpenHsas | cpenHAs |AKTyaslbHas
KOITUPOBAHUS BuyTpenunit MAIIHHHBIN
. Jannas yrposa o0ycioBieHa
3alIMIaeMOi HApYLIUTEIb C HOCHTEJIb
crmabocTaMu MEXaHU3MOB
HHbOpMauK HU3KHM uH(pOpMaIUH
pasrpaHHYeHHs JoCTymna K
MOTEHIIMAJIOM

3anuniaeMoi HHQOpMAUU U KOHTPOJIS
JIOCTYTIa JIMI] B KOHTPOJUPYEMOH 30HE.
Peanu3anus gaHHOM yrpo3sl BO3MOXKHA
B ciydae OTCYTCTBHUS
KPHUIITOrpapUUSCKUX MEp 3allUThl HITH
CHATHSA KOTMHMH B MOMEHT 00pabOTKH
3alIUIIAEMON “HpOpMAIHU B
HeIU(ppPOBaHHOM BHJIE




YBU.89

VYrposa
HECaHKI[MOHUPOBA
HHOTO
pelaKTUPOBaHUs
peectpa

VYrpo3a 3akmodaeTcss B BO3MOXHOCTH
BHECEHUS] HapyLIMTEIEM H3MEHEHHH B

UCTIONB3YEMBIH  AUCKPETUTHPYEMbIM
MIPUI0KEHHEM peecrtp, KOTOpBIE
BIIMSIIOT Ha (YHKIMOHHPOBaHUE

OTJIENTBHBIX CEPBUCOB MPIIOKCHUS WIN
MPWIOKEHHsT B 1enoM. [Ipu 3ToM mon
peecTpoM MOHHMAeTcs HE TOJBKO
peectp OTepannoHHOM CHCTEMBI
Microsoft Windows, a mro6oit peectp,
HCTIOJIb3YEeMBIi MIPUIIOKECHHEM.
H3mMeHeHne peectpa MOXKET OBITh Kak
3TaloOM MpPU OCYIICCTBICHUH JPYroro
JICCTPYKTHBHOTO BO3JICHCTBUS, Tak H

OCHOBHOM MEJTBIO.
JlauHast yrposa o0ycioBIIcHA
cnabocTAIMU  MexaHu3Ma  KOHTPOJIS
[IOCTYyTIA, 3aKJIFOYAIOIIHMUCS B
MIPUCBOCHHUU peanu3yomnmM ero
mporpamMmam CIMIIKOM BBICOKHMX

NIPUBHJIETHIT TpH paboTe C peecTpoM.
Peanmzarus naHHOH yrpo3bl BO3MOXKHA
B Cllydae IIOJNyYeHHS] HapyLIUTeIeM
mpaB Ha paboTy C IporpamMMoin
peIaKTHPOBAHUS peecTpa

Bremranii
HapyIINUTENb
HU3KAM
MTOTCHIIUAJIOM,
BnyTtpennuit
HapyIIUTENb
HU3KHM
MTOTEHITHATIOM

C

C

CucrtemHoe
MPOTrpaMMHOE
obecreueHue,
HCTIONB3YIOIIE

e peectp,
peectp

10

0.5

cpenHsis

cpemHss

AxTyanbHas




YBI.90

VYrposa
HECaHKIHOHUPOBA
HHOTO  CO3JaHUs
yu€THOH  3ammcu
TIOJIB30BaTEN

er03a 3aKJIIOYaCTCA B BO3MOXXHOCTH
CO3/1aHUsl HapyHmUTEIEM B CHCTEMC

JIOTIOJTHUTEJIbHOM ~ Yy4€THOH  3amucu
nonb3oBaTenss M e€  JalpHeHmero
HCIIOJIb30BAHUS B COOCTBEHHBIX
HETIPaBOMEPHBIX ~ LelsiX  (BXoda B
CUCTEMY C IpaBaMH JTOH Y4ETHOMU
3aIHCH u OCYIIECTBICHUS
JIECTPYKTUBHBIX IEUCTBUI o

OTHOILICHHUID K )JHCer,HHTHpOBaHHOﬁ
CUCTEMEC WJIM M3 Z[HCer,I[HTHpOBaHHOfI
CHUCTEMBI II0 OTHOUICHHUIO K ApYTUM

CHCTEMaM).

Jannas yrposa o0ycroBieHa
cnabocTaMu MEXaHU3MOB
pasrpaHUYCHUs JocTyrna K
3anuuiaeMon HH(POPMAIHH.

Peanmzarus naHHOH yrpo3bl BO3MOXKHA
B Cllydae HaJM4Msi WM IIpaB Ha 3amycK
CHEMaIN3UPOBAHHBIX TPOTPaMM  JUIs
penakTUpoBaHus (aliioB, colaepKalnx
CBEACHUS O TMOJB30BATEIAX CHCTEMBI
(mpn  ymanéHHOM  [OCTyIE) WU
IITATHBIX CpencTB yIIpaBJIeHUs
JIOCTYIIOM M3 COCTaBa OIEPALMOHHOM
CHCTEMBI (IIPH JIOKAJIbHOM JOCTYIIC)

Buemnwii
HapyLIUTEIb
HU3KUM
HNOTCHLUAIIOM,
Buytpennuii
HapyLIUTEh
HHU3KHM
MOTEHINAIOM

C

C

CucrtemMHoe
MPOrpaMMHOE
obecreuenne

10

0.6

cpenHss

CpemHss

AKTyanbHas




YBU.91

VYrposa
HECaHKIHOHUPOBA
HHOTO  yJaJICHUS
3aIUIIaeMOi
nHbopMaIu

er03a 3aKJIFOYA€TCsI B BO3MOXKHOCTH

MIPUYHNHEHUS HapyLIuTeneM
9KOHOMHMYECKOT0, HH(OPMAIOHHOTO,
MOpPAIBHOTO M JPYTHX BHAOB yIiepOa
COOCTBEHHUKY u orneparopy
HEIpaBOMEPHO yaanseMon

nHpopMarmy IyTEM OCYIIECTBICHUS
JIECTPYKTHBHOIO IPOTPaMMHOIO MM

¢$u3nUecKoro BO3EHCTBUS Ha
MAIlIMHHBIA  HOCHTENIb HH(POPMALUH.
Jannas yrposa o0ycroBieHa
HEZ0CTaTOYHOCTHIO Mep o
obecreyeHuro JOCTYITHOCTH

3aIuIaeMoil HHpopMaIuy B CHCTEME,
a paBHO W HaJIWYHMEM YS3BUMOCTEH B
IIPOrpaMMHOM obecrieyeHmy,
peanu3yoImuM JTAHHbBIC MEpBbI.
Peanuszanus naHHON yrpo3bl BO3MOKHA
B CIlydae TMONyYEHHSI HapyLIUTEIeM
CHCTeMHBIX MPaB Ha CTUPaHUE JaHHBIX
wm  ¢(usMYeckoro  Jgoctyma K
MalIMHHOMY HOCHTENI0 HHpopmanun
Ha pacCTOsHUE, JOCTaTOYHOE JUIs
OKazaHus 3G PEKTUBHOTO
JIECTPYKTHBHOTO BO3/ICHCTBHS

Buemnwii
HapyLIUTEINb
HU3KUM
MOTEHIHAIIOM,
Buytpennuii
HapyLIUTEh
HHU3KHM
MOTEHINAIOM

C

C

MeTtanaHHebIe,
00BEKTBI
(aitnoBoif
CHCTEMBI,
peectp

10

0.5

Cpenssist

Cpennss

AxrtyanbHas




YBI.92

VYrposa
HECaHKI[MOHMPOBA
HHOTO yJIaJIEHHOTO
BHETIOJIOCHOTO
JocTyna K
anmnapaTHbIM
cpeacTBaM

VYrpo3a 3akmodaeTcss B BO3MOXHOCTH
MOTy4YEeHUs] HapyLIUTeIeM NPUBUIETHI

yIpaBieHUs CUCTEMOM MyTEéM
HCTIOIb30BAHUS yIanEHHOTO
BHEIIOJIOCHOTO (110  HE3aBHCHMOMY

BcrioMorarensHoMy kaHaimy TCP/IP)

JocTyna.
Jannas yrposa o0ycioBIeHa
HEBO3MOXKHOCTBIO KOHTPOJIA 3a

MEXaHU3MOM, PeaTH3yIoero GpyHKIuu
YIAIEHHOTO MOCTYNa Ha ammapaTHOM
YpOBHE, Ha YPOBHE OIECPAIMOHHOU
CUCTEMBI, a TaKXKE HE3aBUCUMOCTBIO OT
COCTOSIHMSI ~ TIMTaHWS  amlllapaTHBIX
YCTPOMCTB, T.K. JaHHBIH MeEXaHHU3M
IIpeyCMaTpUBaeT TIpoLenypy
yIaIEHHOTO  BKIIOYEHHS/BBIKITIOYECHHS
anmnapaTHbIX YCTpPOMCTB.
Peanuszanus naHHON yrpo3bl BO3MOKHA
B YCIOBUSIX:
— HAIMYUS B CHCTEME aIlapaTHOTO
obecrieyeHms, NOJIEPKUBAIOLIETO
TEXHOJIOTHIO YOaIEHHOTO
BHEIOJIOCHOTO JIOCTYyIa;
— HaIN4YUS TOJKIIIOUSHUS] CHUCTEMBI K
ceTsiM OOIIero TMoib30BaHUsA  (CETH
WnTteprer)

Buemami
HapyIIUTENb
BBICOKUM
IIOTCHI[HATIOM

C

MNudopmaro
HHAasl CHCTEeMa,
anmapaTtHoe
obecriedyeHme

10

0.5

cpenHsis

Huskas

Heakryans-
Has

IToTenmnuan
HapyIIUTENS
HEJIOCTaTO4YeH




YBI.93

VYrposa
HECaHKI[MOHUPOBA
HHOT'O YIpaBJICHUS

Oybepom

VYrpo3a 3akmodaeTcss B BO3MOXHOCTH
OCYIIECTBICHUS HapyIIuTeneM
HECAaHKLIIHOHUPOBAHHOTO  JIOCTyna K
JaHHBIM, coJepxanmmMcs B Oydepe
oOMeHa, B MHTepecaXx O3HAKOMIICHHS C
XpaHsmencss TaM uH(GOpManmed win

OCYIIECTBIICHHS JIECTPYKTHUBHOT'O
MIPOrpaMMHOI0 BO3JEMCTBUS Ha
cucTeMy (Hampumep, TEperoHeHHe
Oydepa JUISt BBITIOJTHEHHS
MIPOU3BOJIBHOTO BPEJIOHOCHOTO KOJa).
Jlannas yrposa o0ycioBIeHa
crabocTaMu B MeXaHU3Me

pasrpaHMYeHHst Jgoctynma K Oydepy
obMeHa, a TakkKe cnabocTAMH B
MEXaHW3MaxX [POBEPKH  BBOAUMBIX
JTaHHBIX.

Peanuszanus naHHON yrpo3bl BO3MOKHA
B ciydae OCYILECTBIICHUS
HapyLIUTENIeM YCIIEIIHOTO
HECaHKIIMOHUPOBAHHOIO  JIOCTyNa K
CErMCHTY OrepaTHBHON MaMSITH
JTCKPEIUTHPYEMOTO 00BeKTa, B
KOTOPOM PAacroyiokeH 0ydpep ooMeHa

Buemnwii
HapyIIUTETh
HHU3KUM
HNOTCHLUAIIOM,
BuyTrpennuit
HapyLIUTEIIb
HU3KUM
MOTEHINAIOM

C

C

CucrtemHoe
MPOrpaMMHOE
obecrieuenue,

MIPUKJIATHOE
MPOTpaMMHOE
obecreuenue,

CETEeBOE
MPOTrpaMMHOE
obecrieueHne

10

0.6

Cpenusist

cpemHss

AKTyasnbHas




YBI.94

VYrposa
HECaHKIMOHUPOBA
HHOTO yHpaBIICHUS
CUHXpOHU3aluen
U COCTOSTHUEM

VYrpo3a 3akimrouaeTcs B BO3MOXKHOCTH
H3MECHCHUS HapylIuTeIeM
MOCJIEA0BaTEIbHOCTH JICHCTBHIA,
BBIIOJHSIEMBIX  JUCKPEIUTHPYEMbIMU
MPUIOKEHUSIMH, UCIOJNB3YIOIUMH B
cBoell paboTe TEXHOJIOTHUH YIPABICHUS
mpoleccaMi Ha OCHOBE TEKYIIEro

BPEMEHHU u COCTOSIHUSA
WHPOPMAITHOHHOK CHCTEMBI
(Hampumep, TEKYIIIX 3HAYCHHH

I700aNbHBIX —ITIePEMEHHBIX, HAJHIHs
3aIlylICHHBIX MPOLECCOB U JIp.), WIH B
BO3MOKHOCTH MOJM(UKaUH HACTPOEK
U HM3MEHEHHS  PEKHMOB  PabOTHI

MIPOMBIIILICHHBIX po6oToB,
MPUBOIAMIMX K BMEIIATENBCTBY B
MIPOU3BOJCTBEHHBIN mporecc "

XHIIEHUIO XpaHsmiedcs B HaMsITH
poGoroB  mH(popManuK  (MCXOIHOTO
KOJla, MapaMeTpoB HPOIYKUUH H JIp.).
JlaHHast yrpo3a OCHOBaHA Ha c1a0OCTAX
MeXaHnu3Ma YIIpaBJIeHUS
CHHXpOHM3aLMeil ¥ COCTOSIHHEM,
MO3BOJISIOLINX HAPYIIUTEII0 BHOCUTH
W3MEHEHHssT B ero  pabory B
omnpeenEHHbIe NPOMEXYTKH BPEMEHH,
WIN OTCYTCTBHHU MEXaHH3MOB
ayTeHTHQUKAMM W aBTOPU3ALHUH.
Peanmzarus naHHON yrpo3bl BO3MOXKHA
NIPU YCIIOBUM HAJIWYMsl y HApYIIUTEINs
BO3MOXXHOCTH:

- KOHTPOJIMPOBATh COCTOSIHUE
JIMCKPEUTHPYEMOTO MIPUIIOKEHHS
(oTambl BBIMOJHEHHS alTOPUTMa) WITH
MIPOMBIIIIICHHBIX po6oToB;

— OTCJIEKUBaTb MOMEHTBHl BpPEMEHHU,
KOTrJa JUCKPEAUTHPYEMOE MPUIIOKEHUE
BPEMEHHO MpPEpHIBACT CBOI paboTy ¢
r00aNbHBIMA JTaHHBIMU,
- BBIIIOJTHUTH JIECTPYKTUBHBIE
JefcTBUA B ONpeesIEHHbIE MOMEHTHI
BpeMEHHU (Hammpumep, BHECTHU
U3MCHEHHsS B (ail ¢ JaHHBIMHA HIIH
U3MEHUThH COLEPKUMOE STYEHKHU
HaMsTH)

Buemnuit
HapyLIUTeIb CO
CpenHUM
MOTCHLIUAIIOM,
BuyTrpennuit
HapyLIUTeNb CO
CpeaHUM
MOTEHINAIOM

CucrtemHoe
MPOTrpaMMHOE
obecreuenue,

MIPUKIIATHOE
MPOTrpaMMHOE
obecrieuenue,

CeTeBoe
MPOrpaMMHOE
obecrieuenue,
MHKPOIIPOrpa

MMHOE
obecrieuenne

10

0.5

cpenHsis

Husxkas

Heaxryans-
Hast

TexHnonorus
MIPUMCHSCTCS

HC




er03a 3aKJIFOYA€TCsA B BO3MOXKHOCTH

BBINTOJIHCHUS HapylmuTejIeM
MPOU3BOJIBHOIO BPEAOHOCHOI'O KOJia OT
UMCHU JUCKPEAUTHUPYEMOT'O
MPUJIOKECHUA nin NIpUBEACHUSA

JUCKPEAUTHUPYEMOI'O NPUIOKECHHUSA B

COCTOSIHUE «OTKa3 B OOCITy>KHBaHHI N CucremMHOe
.. N Buemnwii
myTéM U3MEHEHHs yKaszaTelnedl Ha MIpOrpaMMHOE
N HapyIIHTEIb CO
STUSHKI MaMsTH, cofepxKaIiue obecreveHue,
VYrposa . CpeaHUM
oIpeenéHHble NaHHBIE, HCTIONb3yEMbIe MIPUKIIaTHOE
HECaHKIMOHUPOBA MOTEHIHAIIOM,
YBUN.95 JUCKPEIUTHPYEMBIM  IIPHIIOKEHUEM. N NIPOrpaMMHOE 10 0.6 Cpennsss | cpenuss | AkTyanbHas
HHOTO yNpaBIJICHUS BuyTpenHuit
Jannas yrposa CBsI3aHa c obecrneveHre,
yKa3aTeIs MU HapyLIUTEIb CO
YSI3BEMOCTSIMH B CEAICTRAX | o rrorng CeTeBoe
pasrpaHHYeHHs] JOCTyHa K IHaMSATH H P IIpOrpaMMHOE
MOTEHINAIOM
KOHTPOJISI IETOCTHOCTH COJEPKUMOTO obecriedyeHme
sTIeeK MaMATH.
Peanuszanus naHHON yrpo3bl BO3MOKHA
IIPU YCIOBUM HAIW4Hs y HApYIIUTENs
NIPUBHJICT Ui HA U3MEHEHHE yKa3aTeleH,
UCTIONB3YEMBIX  JUCKPEIUTHPYEMbIM
MIPUIIOKEHHEM
VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
OCYIIIECTBIICHHS HapyIIuTeIeM
JEeCTPYKTUBHBIX TIPOrpPaMMHBIX
BO3ICHCTBUI Kak B  OTHOIUCHHUHU
MOCTABIIUKOB, TaKk W MOTpedHTenei
00IaYHBIX YCIyT.
Vrposa Jannas yrposa oOyciosieHa | Bremrnumit
p HEJI0CTaTOYHOCTBIO NpOpaboTKU | HapYIIUTENb C
HECOTJIACOBAaHHOCT CucremHOe
BONpPOCA  YNpPaBJIE€HHs  HOJUTHKAMU | HU3KHM
u TIOJINTHK . MIPOrpaMMHOE
0E30IacCHOCTH  JJIEMEHTOB  O0JIAYHOW | ITOTEHIMAJIOM, Heakryans- | TexHonorus HE
YBI.96 6e3omacHOCTH HHPACTPYKTY I screnctaie | BRyTpermuii obecrieyeHue, 10 0.5 cpenHsist Husxkas Has HOHMeRSCTCS
JJIEMEHTOB PACTPYKTYP A TP obnayHas p
. 3HAYUTENHHON pacnpenenéHHON | HapymMTenb C
00ayHOM N cucreMa
o0mayHO HHPPACTPYKTYPHL. | HU3KAM
UHOPACTPYKTYPHI .
Peanmzarust maHHO#M yrpo3bI BO3MOXHA | ITOTCHI[HAIOM
pu YCIIOBHHU HCTIOJIb30BaHUS

pa3MYHBIX TOJUTHK 0E30MacHOCTH,
HECOTJIACOBAaHHBIX ~ MEXAy  coOoi
(HampuMep, OJHO CPEICTBO 3aIIUTHI
MOJKET OTKa3aTh B JOCTYIIE, a IPYToe —
[PEIOCTaBUTh JOCTYII)




YBU.97

VYrposa
HECOTJIACOBAHHOCT
U TpaBUI JOCTyHa
K OOJIBILINUM
JAHHBIM

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
IIPEJOCTaBICHUS OIMO0YHOTO
HEIpaBOMEPHOTO JIOCTyIa K
3amuImaeMoil  MHpopManmuM - I,
HA00OpOT, BO3MOXHOCTH OTKa3a B
JIOCTYyTIe K 3allMInaeMoi HHGpOpMaLuu
JIETaTbHBIM MONB30BAaTENAM B CHIIY
OILIHNOOK, JIOMyILIEHHBIX npu
JENEeTUPOBAaHUM UM IPHBUIIETHH
JIPYTHMH JIETaTEHBIMA T0JIB30BATEISIMH

XpaHWIHAIIA OOJTBIIIX JTaHHBIX.
Jannas yrposa o0ycioBieHa
HEI0CTaTOYHOCTBIO Mep o
pasTpaHMYEHHI0O U COIJIACOBAHHIO

moctyna K HMHGOPMALUH Pa3IHIHBIX
MOJIb30BaTeNIeH B XpaHUIHIIE OOTBIINX
JTAHHBIX.

Peanu3zarus qaHHON Yrpo3bl BO3MOXHA
npu YCIOBUHU HCIIOJIb30BaHUS
PA3IMYHBIX TOJUTHK OC30MAaCHOCTH,
HECOTJIACOBAaHHBIX ~ MEXIYy  Cco0oi
(HampuMmep, OJHO CpEICTBO 3AIIUTHI
MOXET OTKa3aTh B AOCTYIE, a APYroe —
MPEIOCTABUTH JIOCTYI)

BuyTrpennuit
HapyLIUTEINb
HU3KUM
MOTEHIMAIOM

C

XpaHunuine
00IBIINX
JIaHHBIX

10

0.5

cpenHss

Husxkas

Heaxryanb-
Has

TexHomorus
MIPUMEHSETCS

HC




YBI.98

VYrposa
oOHapyKEeHHS
OTKPBITHIX TOPTOB
1 UICHTU(QHUKAITUH
OPUBSI3aHHBIX K
HEeMy CeTeBBIX
CITy)0

VYrpo3a 3aKiIo4aeTcsi B BO3MOXHOCTH
OTIPEIENICHNS] HapyIIUTEIEeM COCTOSHHS
CeTeBBIX IIOPTOB JUCKPETUTHPYEMOH
cucTeMbl (T.H. CKaHHPOBaHHE IOPTOB)

UL MOTY4EHHS CBe/ICHHH o
BO3MOXHOCTHU YCTaHOBJICHHS
COCIMHEHHUA C JAUCKPEAUTHPYEMOMH
CUCTEMOM 10  JaHHBIM  TOpTam,
KOHQUTYpallil CaMOW CHCTEMBI U
YCTaHOBJICHHBIX  CPEICTB  3aIlUThI
vHpOpPMAIMH, a TaKkkKe  JPYrux

CBEJICHHH, MO3BOJIIONINX HAPYIIUTEITIO

ONpEeNeNnuTh MO  KakUM  HOpTaM
JEeCTPYKTHBHBIE TIPOTrpaMMHBIE
BO3JICHCTBUS MOTYT OBITH
OCYIIECTBJICHBI HAIIPSMYIO, a 110 KaKHM
—  TONBKO  C  HCIIOJB30BaHHEM
CHeIHaTbHBIX TEXHHK obxona
MEKCETEBBIX 9KPaHOB.
Jannas yrposa CBsI3aHA c
YSI3BUMOCTSIMH u ournoKamMu
KOH(HUTYpHUPOBaHUS cpencTs
MEKCETEBOTO 9KpaHUPOBAHUS u
¢unpTpanM  ceTeBoro  Tpaduka,

UCTIONB3YEMBIX B JTUCKPEIUTHPYEMON
cHcTeME.

Peanmzarus naHHON yrpo3bl BO3MOXKHA
IpPH YCIIOBHM HAIMYMS Y HApYIIUTENs
MOAKIIOUEHHS K JIUCKPEIUTHPYEMOH
BBIYHCITUTEIBHO cetn u
CMICNUAIN3HPOBAHHOTO TIPOTPAMMHOTO
obecrieueHus, pealn3yromero GpyHKIHNT
CKaHMPOBAHMS TOPTOB ¥  aHajM3a
CeTeBOro Tpaduka

Bremnmi
HapYyIINUTENb
HHU3KUM
MMOTEHIINAJIOM

C

CereBoii y3em,
CETEeBOC
MPOrpaMMHOE
obecrieuenue,
ceTeBou

Tpaduk

10

0.75

BBICOKas

Cpennsist

AKTyanpHas




YBI.99

VYrposa
OoOHapy)EeHHS
XOCTOB

VYrpo3a 3akiIo4aeTcss B BO3MOXHOCTH
CKaHUPOBAHHUS HapyIIUTeNeM
BBIYHCIIUTENILHON CETH IS BBISBICHUS
paboraromux CETEBBIX Y3JI0B.
JlaHHast yrposa cBsi3aHa CO CIa00CTAMU
MEXaHHU3MOB CETEeBOTO
B3aMMOJICHCTBHS,  MPEIOCTaBIAIOMIIHNX
KIIMEHTaM cetn OTKPBITYIO
TEeXHHYIECKYI0 HH(POPMAIHIO O CETEeBBIX
y3/ax, a TaKKe C YI3BUMOCTSAMH H
OIHOKaMH KOH(UTYpPHPOBaHUS
CPEICTB MEXCETEBOr0 3KPAHUPOBAHHS
u  (QUIBTPAalMU  CETEeBOro Tpaduka,
UCHOJIB3YEMbIX B JIHCKPEIUTHPYEMOU
CHCTEME.

Peanmzarys 1aHHOHM yrpo3bl BO3MOXKHA
IIPY YCIOBUH HAJIWYMsl y HapYIIUTENs
MOJKIIOYEHUsT K JTUCKPEIUTHPYEMOH
BBIYHCITUTEIILHOH ceTu "
CICHUAIN3UPOBAHHOTO TIPOTPAMMHOTO
obecreueHus, pealn3yromero GpyHKInN
aHaJM3a CeTeBOro Tpadpuka

Buemumi
HapyIINUTENb
HU3KAM
IMOTCHI[HATIOM

C

Certeoil y3emn,
CeTeBOC
MPOTpaMMHOE
obecreueHue,
ceTeBoi

Tpaduk

10

0.6

Cpenssist

Cpennss

AxTtyanbHas

YBU.100

Yrpoza  obxona
HEKOPPEKTHO
HACTPOCHHBIX
MEXaHH3MOB
ayTeHTU(PHUKALIUI

Vrposa 3akmouaercss B BO3MOXKHOCTH
TIOJTYYEeHUs] HapyLIUTENIeM NPHUBUICTHI
B cucreMe  0e3  IPOXOXKIEHHS
MPOLEeyphl ayTeHTHOUKAIMHA 32 CUET
BBITNIOJIHEHUST JAEUCTBUM, HapylIAIOUIUX
YCIOBHS KOPPEKTHOH pabOTHI CPeACTB
ayTeHTU(UKANWK  (HAmpuMep, BBOJ
JAHHBIX HETI0/|/Iep)KUBaEMOT0
¢dopmara).

JanHast yrpo3a oOycioBjIeHa B Ciydae
HEKOPPEKTHBIX 3HA4YeHHH IapamMeTpoB
KOH(HTYpaIin cpencTs
ayTeHTU(HUKAINN W/ OTCYTCTBHEM
KOHTPOJIS BXOJIHBIX JTAHHBIX.
Peanuszanus naHHON yrpo3bl BO3MOXKHA

OpU  YCIOBMM HaIWuus OWMOOK B
33JJaHHBIX ~ 3HAYEHHUSIX  I1apaMeTpoB
HaCTPOUKH MEXaHU3MOB

ayTeHTH(HUKAIUH

Bremnnii
HapyIIUTENb
HU3KHM
MTOTEHIIHAJIOM,
Buytpennuii
HapYIIUTENb
HU3KUM
MTOTEHITHATIOM

C

C

CucremHoe
MPOTpaMMHOE
obecreuenue,

CeTeBOE
MpOrpaMMHOE
obecrieueHue

10

0.6

Cpenssist

Cpennss

AxTyanbHas




er03a 3aKJIFOYacTCd B BO3MOXHOCTHU

OCYIIIECTBIICHHS
HECAaHKIMOHUPOBAHHOTO  JIOCTyNa K
3alIUIaeMoil  MHpOpMALUK  OJHOTO
norpedurens OOMa4YHBIX YCIYr CO
CTOPOHBI JIPYTOTO.
JlanHas yrpo3a o0ycioBieHa TEM, 4TO OOBEKTHI
u3-3a ocoOeHHOCTeH 00JIagHbIX N (aitnoBoif
VYrposa . Buemnuii
TEXHOJIOTHH TOTPEOHUTETIM OOJIAYHBIX CHCTEMBI,
00ILEJOCTYITHOCTH HapyLIUTEIb CO Heaktyans- | TexHomorus HE
VYBHN.101 . yeIyr TPUXOJAUTCS COBMECTHO anmnapaTHoe 10 0.5 cpenHsis Husxkas
obnayHoOM CpeHUM Has IpUMeHseTCs
HCTIONIb30BATh OJIHY M Ty K€ 00JIa4HyI0 obecrneveHre,
UHPPACTPYKTYPHI MOTEHIMAIOM N
HHPPACTPYKTYPY. 00IaYHbIH
Peanuzanusa naHHON yrpo3bl BO3MOXKHA cepsep
B Ciydae JOMNYIICHUs OIIHOOK IIpH
pa3leNeHuH  3IEMEHTOB  00JIauHOM
HH)PaCTPYKTYpHI MEXTy
MOTPEOUTEIIMU  OOJAYHBIX YCIIYT, a
TaKOKe NPU H30JSIMUH HX PECypCoB H
000c00IeHNN TaHHBIX IPYT OT JApyra
VYrpo3a 3aKI0d9aeTcsi B BO3MOXHOCTH
OII0CPEOBAHHOTO H3MEHEHHS
HapyIIUTeJIeM  ajiropuT™Ma  padoThl
TPYHIIBI  [IPOTPaMM, HCHOJB3YIOMINX
OJTHOBPEMEHHO O0IIWe IaHHEIE, depe3
NepexBaT yHpaBICHUS HaJ OJHOU u3 N CucremMHOe
VYrposa p Jmp A of Buemnwuii
HUX (S9eHKM ONepaTHBHON IaMsTH, MIPOrpaMMHOE
OIOCPEI0BAaHHOTO o HapyLIHUTEIb CO
robanbHBIE  TIepeMeHHBbIe,  (ailiibl obecrieuenme,
yIpaBJIeHHs CpeTHIM
o KOH(UTypanuu u Ip.). MIPHUKIIaJHOE
rpymmnon MOTEHIIHAJIOM,
YBU.102 JlanHas yrpo3a o0ycloBieHa HaJIHIHEM . MIPOrpaMMHOE 10 0.6 cpenHsas | cpenHAs |AKTyaslbHas
mporpamm  uepes . BayTrpennuit
cnabocTeli B MeXaHM3ME KOHTPOJIS obecrieyeHue,
COBMECTHO ,. o HapyLIUTeIb CO
BHECEHHBIX ~W3MEHEHWH B  olIue ceTeBoe
UCIIONB3yEMBIe o CpemHIM
JAaHHBIE KaXJOH W3 TNporpaMMm B MIpOorpaMMHOE
JTaHHbIE MOTEHIINAIOM
rpyIme. obecrieueHne
Peanuzanusa naHHON yrpo3bl BO3MOYXKHA
B CIyJae YCICNIHOTO IepexBaTa

HapyLIUTEEM YIpaBJICHUS HaJ OJHOU
W3 TPOrpaMM B TPYIMIE TPOTPaMM,
HCTIOJNB3YIOUIUX 00IIHe TaHHbIE




YBU.103

VYrposa

oTpeneNeHus

THIIOB
3aIIUTHI

00BEKTOB

VYrpo3a 3aknoyaercsi B BO3MOXXHOCTH
NPOBEJCHUS HApYIIMTEIEM aHAIN3a
BBIXOHBIX JAHHBIX TUCKPEIUTHPYEMON
CHCTEMBl €  IIOMOIIBIO  METOJa,
MI03BOJIIIONIETO  ONPENEINTh TOYHEIE
3HAQUeHWs] TapaMeTpOB M  CBOWCTB,
OJTHO3HAYHO MPUCYIIHX
JIICKPEAUTHPYEMON cHCcTeMe (JaHHBIHA
MeToJ] M3BecTeH Kak «fingerprintingy», ¢

aHTIJL. «IAKTUIIOCKOTIHS ).
Hcnoap30BaHne MaHHOIO METOAa HE
HaHOCHUT MPSIMOTO Bpena

TUcKpenauTupyeMoit cucteme. OgHaKo
CBEJICHUs, COOpaHHBIE TaKMM 00pa3oM,
MO3BOJIIFOT ~ HAPYLIMTETI0  BEIIBUTH
cmabple  MecTa  JTUCKPEOUTHPYEMOW
CHCTEMBI, KOTOpBIE  MOTYT  OBITH
HCTIONB30BaHBl B JIANbHEHIIEM TIpH
peanu3anun TIPYTHX yrpos.
Jannas yrposa o0ycroBieHa
omudKaMu B rmapameTpax
KOH(MUTYpalMu CPEACTB MEKCETEBOrO
9KpAaHUPOBAHMUS, a TaKoKe c
OTCYTCTBHEM MEXaHH3MOB KOHTPOJIS
BXOIHBIX W  BBIXOJHBIX  JIAHHBIX.
Peanuszanus naHHON yrpo3bl BO3MOKHA
B CIydae HaIW4AS Yy HapyMIUTENs
CBEJICHUH O B3aMMOCBSI3H BBIXOJHBIX
JTaHHBIX c KoHpHTyparuei
JTUCKPEAUTHPYEMOI CHCTEMBI
(mokyMeHTamuss Ha  IPOrpaMMHBIE
CpeJ/CTBa, CTaHJIapThI nepenayn
JTAaHHBIX, CIICU(PUKAINH U T.I1.)

Bremawmit
HapyIIUTENb
HHU3KUM
MMOTEHIINATIOM

C

CereBoii y3em,
CeTeBOE
MPOTrpaMMHOE
obecrieuenue,
ceTeBou

TpaduK

10

0.6

Cpenssist

Cpennss

AxTyanbHas




YBU.104

VYrposa
OTpeeNeHUs
TOIOJIOTHHU
BBIYHCIUTEIIBHON
cetn

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
OIpeIeNICHNs] HApYIIUTEIEM COCTOSHHUS
CETEBBIX Y3JIOB JUCKPEAUTUPYEMOH
cucTeMs! (T.H. CKAHUPOBaHUE CETH) JUIS
MOJYy4EHUs] CBEACHUH O TONOJIOIHU

JTUCKPEIUTUPYEMON  BBIYMCIUTEIBHON
cerH, KOTOpBIE MOTyT ObITh
HCTIONb30BaHBl B  JIalbHEHIIEM TIpH

MOMBITKAX peanu3aluu APYTHX Yrpos.
JlanHas yrposa cBs3aHa co cIaboCTsIMU
MEXaHU3MOB CETEeBOTO
B3aMOJEHCTBHUS,  INPEAOCTABISIONINX
KIIMEHTaM cetn OTKPBITYIO
TEXHUYECKYIO MH(OPMALIUIO O CETEBBIX
y3/max, a TaKkKe C YSI3BUMOCTSAMH
CPEZICTB MEXKCETEeBOTO SKPAaHHPOBAHMS
(anroputMa paboTHl U KOHGUTypanuu
TIPaBHIT ¢$unbTpamn CETEBOTO
Tpaduka).

Peanmzarys 1aHHOHM yrpo3bl BO3MOXKHA
B ClyJae HaJIW4{s Y HapyIIUTENs
BO3MOKHOCTH TIOIKITFOUCHUS K
HCCIIElyeMON BBIYMCIMTEIIBHON CETH U
HaJIMIHeM CIIEIMATN3HPOBAHHOTO
MIPOTPaMMHOTO obecrieueHwus,
peanmmsyromero  QYHKOUIO — aHAJIH3a
CeTeBOro Tpaduka

Buemnumi
HapyIIUTENb
HH3KUM
MMOTEHIINAJIOM

C

CereBoii y3emn,
ceTeBoe
MPOrpaMMHOE
obecrieuenue,
ceTeBoi

TpaduK

10

0.6

Cpenusist

Cpennsist

AKTyasnbHas

YBU.105

Vrposza otkaza B
3arpy3ke BXOJHBIX
JTAHHBIX
HEH3BECTHOTO
tdhopmara
XPaHUITHIIEM
GOJBIIINX JaHHBIX

VYrpo3a 3akimrouaeTcs B BO3MOXKHOCTH
OTKa3a XPaHWIHIIEM OONBIIUX JJAaHHBIX
B npuéme BXOJTHBIX JTAHHBIX
HEHM3BECTHOTO (hopMmara OT JIETalnbHOTO
MOJIb30BAaTEIIS.

Hannast yrposa o0ycroBieHa
OTCYTCTBHEM B XpaHWIHUIIE OOJBIINX
JAHHBIX MEXaHH3Ma CaMOCTOSITENbHON
(aBTOMATHUECKOI) ajanTallii K HOBBIM
(dopmaram JIaHHBIX.
Peanuzanus gaHHOW yrpo3sl BO3MOXKHA
IpU YCJIOBUU INOCTYIJICHHUS 3ampoca Ha
3arpy3Ky B XPaHWIUIIE BXOTHBIX
JTAHHBIX HEM3BECTHOTO opMaTa

BuyTpennuii
HapyIIUTelh
HU3KUM
MOTEHLIUAJIOM

C

XpaHunuiie
0OJBIINX
JTaHHBIX,

MeTaJlaHHbIC

10

0.5

cpenHss

Huskas

Heaxkryan-
bHasl

TexHomorus
TIPUMEHSETCS

HE




YBU.106

Vrposza orkaza B
00CITy)KBaHUH
cucTeMoi
XpaHEHUs JaHHBIX
CYHNEpKOMIIBIOTEPA

er03a 3aKJIFOYacTCd B BO3MOXHOCTHU

3HAUUTENBHOTO 3aMEUICHUs]  PaboThI
TEPMHUHATIBHBIX ceccuit BCEX
nonb30BaTeneit CYIEpKOMITBIOTEDA,

BIUIOTb 1O  JOCTI)KEHHS  BCEM
CYHNEpPKOMITBIOTEPOM COCTOSIHHS «OTKa3
B OOCTY)XHBaHHM» TIPH HPEBHIIICHUH
MaKCUMaJbHO IOCTIDKHIMON Harpyskn
Ha TapauleNbHylo (aiIoByI0 CHCTEMY
CYIEPKOMITBIOTEPA.

Jlannas yrposa o0ycroBieHa
3HAYUTENBHBIM IIOBBILICHHEM YHCIA W
00bEMa COXpaHSIEMBIX Ha HAKOIIMTENb

JTaHHBIX UL HEKOTOPBIX
BBIUUCIIUTENBHBIX 3a1ad.
Peanuzanus naHHON yrpo3bl BO3MOXKHA
npu yCIIOBUU HMHTEHCUBHOT'O
Gaitnosoro BBOJ1a-BBIBOJIA B
KIacTepHOW  (aifloBoil  moacucTeMe
CYHNEepKOMIIBIOTEPa, OCHOBAaHHOW Ha
HCTIONB30BAHUN TapaJuIeIbHON

(aitnoBoif cucTEMbI

Buytpennuii
HapyILIHUTETh
HHU3KUM
MOTEHIINAIOM

C

Cucrema
XpaHCHUS
JAHHBIX
CYMIEPKOMITBIO
Tepa

10

0.5

cpenHsis

Huskas

Heakryans-
Has

TexHnomorus
MIpUMEHSETCA

HE




YBU.107

Vrposa
OTKITIOYEHHS
KOHTPOJIBHBIX
JIaTYHKOB

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
obecreueHus HapyIIUTEIeM
HH(OPMAIIMOHHON W30JIIMNA CHCTEMBI

0E30ITaCHOCTH  IIyTEM  IIpephIBaHUS
KaHaJga CBSI3M C  KOHTPOJBHBIMU
JaTYNKaMHU, CIeAAIUMU 3a

MapaMeTpaMy COCTOSIHUSI CHCTEMBI, HITH
HapyIIeHus] paboThl CaMHUX JaTYHKOB.

I[Ipu osTOoM cucrema  mepecTaHET
pearnpoBaTh Kak Ha  HMHIHUACHTHI
Oe3omacHOCTH  (eclnu  OTKIIIOYEHHEIS

JATYAKA  SBIBSUINCH YacThIO CHCTEMEI
0E30IIaCHOCTH, HampUMep, JATYHKH
IBIDKEHHSA), TaK U Ha APYTUE TUIIBI
HMHIUJICHTOB (Hanpumep, pu
OTKTIOYEHHN  JAaTYNKOB  IIOXKAPHOM
CUTHANU3alUY, IOBBIIICHNS IaBICHUS
B rHapoarperaTax u ap.).
Jlannas yrposa o0ycioBIeHa
cnaboCTAMHU Mep 3aIUTHl HHpOpMAIN

B aBTOMAaTU3UPOBAHHBIX  CUCTEMax
YIpaBIeHUS TEXHOJIOTHIECKIMHI
mponeccaMd, a Takke HaJIWdueM
ysI3BUMOCTEit B MIPOTrPaMMHOM
obecnedyeHny, peanu3yolnuM ITaHHbIe
MEpBHIL.

Peanuzanus naHHON yrpo3bl BO3MOXHA
IIpU YCJIOBUM MOJY4EHHs JAOCTyIa
(pm3mueckoro wiaM MPOrpaMMHOrO) K
JIMHUSIM CBSI3U CHCTEMBI 0€30I1aCHOCTH
C KOHTPOJBHBIMHM JaTYMKaMH HWIH K
CaMHUM JaTIHKaM

Bremranii
HapyIIUTENb
BBICOKUM
MTOTCHIIHAJIOM,
BnyTtpennuit
HapyIIUTENb
HU3KAM
MTOTEHITHATIOM

C

C

CucremMHOE
MPOrpaMMHOE
obecneuenue

10

0.5

cpenHsis

Huskas

AxTyanbHas

[loreHuuan BHELIHErO
HapyUIuTes
HEJ0CTaTOuEH




YBU.108

Yrpoza  ommbku
OOHOBIIEHUS
THIIEPBH30pa

er03a 3aKJIIOYA€TCsI B BO3MOXKHOCTH

JIICKPEAUTAIIN HapyIIUTEIeM
(YHKIMOHHUPYIOLTHX Ha Oase
TUIIEPBU30pA 3ALIUTHBIX MEXAaHU3MOB,
MIpeJOTBPAILAOIIUX

HECaHKIMOHUPOBAHHBI  JOCTYyN K
oOpa3aM BHPTYaIbHBIX MAIMH, H3-3a
OIIHO0K ero OOHOBIICHHS.
Jlannas yrposa o0ycroBieHa
3aBICHMOCTBIO (HyHKIIMOHUPOBAHHUS
Ka)XIOTO BHPTYaIBHOTO YCTPOWMCTBA M
Ka)KIOTO BUPTYaJIH3UPOBAHHOTO
cyOBeKTa JocTyma, a Takke Bcel
BUPTYaJIbHON HHPPACTPYKTYpHI (1K e
YacTH, €ClIM HCIoJb3yercs Oonee
OJTHOTO THIIEPBH30PA) oT
paborocmocobHOCTH THIIEPBU30pa.
Peanmzaryst 1aHHOHM yrpo3bl BO3MOXKHA
IIPY YCJIOBMU BO3HHKHOBEHHUS OIIMOOK
B IIpolriecce OOHOBIICHUS THUIIEPBU30pPA:
— cboeB B mporecce ero 0OHOBICHYS;
—  OOHOBNEHHH, B XO0I€ KOTOPBIX
BHEZIPSAIOTCSL HOBBIE OIIMOKM B KOJ
THIIEPBH30DA;

— OOHOBJIEHHMil, B XO#E KOTOPBIX B
THIIEPBH30p BHEAPSETCS MPOTrPaMMHbIH
KOJI, BBI3BIBAIOIINH HECOBMECTHMOCTH
THIIEpBH30pa co cpenoit ero
(YHKIMOHUPOBAHMS;

— JPYTHX HMHIHACHTOB 0E30IIaCHOCTH
“HpOPMAIIH

BuyTrpennuit
HapyLIUTEIb
HU3KUM
MOTEHLIUAIOM

C

CucrtemHoe
NPOrpaMMHOE
obecrieuenue,

THIICPBU30D

10

0.5

cpenHsis

Huskas

Heaxryans-
Hast

TexHnonorus
TIPUMEHSETCS

HE




YBU.109

Yrpoza mnepebopa
BCEX HACTPOCK H
apaMeTpoB
HPUIIOKEHHS

VYrpo3a 3aknoyaercsi B BO3MOXXHOCTH
MOJTy4YEeHUs] HApYIIUTENIEM JIOCTyma K
JIOTIOTHUTEIILHOMY CKPBITOMY
(GyHKIMOHATY (vapOpManUsS o
KOTOpOM He ObUla OIyOIMKOBaHA
pa3pabOTYUKOM) WM  HPUBEICHUIO
CHCTEMBl B COCTOSIHUE «OTKa3 B
00CITyKUBAHUI» pu 3a/laHUN
HapyLIUTEJIEeM HEKOTOPBIX IapaMeTpoB
KOH(MUTYpalMy TPOTPaMMBI, JTOCTHTas
TaKUX 3HAYEHUH NapaMeTpoB IIyTEM
nepedopa BCEX BO3MOIKHBIX
KOMOUWHAITHH.

Jannas yrposa o0ycroBieHa
YA3BUMOCTSIMHU HPOrpaMMHOTO
obecrieyeHus, MPOSBISIOMINMUCS TIPH
€ro  HENpaBWIBbHOH  KOHQUIyparyu.
Peanmzarus naHHOH yrpo3bl BO3MOXKHA
IIPY YCIOBUH HAJIWYMsl y HapYIIUTENs
TIPUBHIICT A Ha H3MEHEHHUE
KOH(Urypanuu HPOrPaMMHOTO
obecnieuenust. [Ipu peanuzanuu qaHHON
Yrpo3el, B OTIMYUH OT JPYTHX
MO0OHBIX yrpos, HapyLIUTEIb
NIEHCTBYET ~«BCICHYIO» — IPOCTBIM
myréM  mepebopa  BCEBO3MOKHBIX
KOMOMHALIMHI

Buemnumi

HapyLIUTEIb CO

CPEeIHUM

ITOTCHI[UAJIOM,

BuyTrpennuit

HapyLIUTeNb CO

CpeHUM
MOTEHIHAIOM

CucremHoe
MPOrpaMMHOE
obecrieuenue,

MIPUKJIATHOE
MPOrpaMMHOE
obecrieuenue,

ceTeBoe
MPOTpaMMHOE
obecreuenue,
MHKPOIPOrpa
MMHO€E
obecrieuenue,
peectp

10

0.6

Cpenusist

cpemHss

AKTyasnbHas

YBU.110

Vrposa
Heperpy3ka Tpui-
CHCTEMBI
BBIYHCITHTEIIEHBIM
U 3aJITaHUSIMU

VYrpo3a 3aKI09aeTcss B BO3MOXHOCTH
CHIDKEHHSI MPOITYCKHOH CHOCOOHOCTH
PECYpPCHBIX IEHTPOB IIPU OTIpaBKe
OO0JIBIIOTO KOJNMYECTBA 33aHUH OXHUM
TI0JIE30BaTEIEM (HapymmTeaem)
CITy4aiiHO WJIM HaMEPEeHHO, YTO MOJXKET
cienath  HEBO3MOXKHOH — IOCTaHOBKY
3agaHuil  JIPYTMMHU  II0JIb30BATENISIMU
TPHUI-CHCTEMBI B ouepensb Ha
BBITIOJTHEHHE.

Jannas yrposa o0ycioBieHa
cabocTIMHI Mep IO KOHTPOJIIO B TPH-
cucTeMe 3a KOJIMYECTBOM
BBIYHCJIINTCIIBHBIX SaﬂaHHﬁ,
3aMyCKaeMbIX I10JIb30BaTEISIMU TPHI-
CHCTCMBI.

Peanmzarmst naHHON yrpo3bI BO3MOXKHA
IIPU YCIIOBUM HAJIWYHS y HapyIIUTENs
IpaB Ha IIOCTAaHOBKY 3aJaHUi B
ouepenb HA  BBINOJHEHWE  TPHI-
CcUCTEMOH

BayTpenHuit
HapylLIUTEINb
HU3KUM
HOTEHLIHATIOM

C

Pecypcubie
LEHTPHI TPUA-
CHCTEMBI

10

0.5

cpemHsis

Huskas

Heaxryans-
Hast

TexHnonorus
MPUMEHSIETCS

HE




YBU.111

VYrposa mnepenauu
JAHHBIX o
CKPBITBHIM KaHAJIaM

Yrpo3a 3akimrodaeTcs B BO3MOMKHOCTU
OCYIIECTBICHUS HapyIIuTeneM
HETIPaBOMEPHOTO BHIBOJA 3alUIIAeMON
uHpopMaMu M3 CHCTEMBI, a TaKXKe
nepegade  yNpaBISIONMX — KOMAaHJ
IIyTEM eé HECTaHJAPTHOIO
(He3aMeTHOT0, CKPBITOT0) Pa3MEIICHUS
B JICTUTUMHO NEpeIaBacMBIX II0 CETH
(WM coXpaHSAEeMBIX Ha OTUYXKIAaeMbIe
HOCHUTEJIH) OTKPBITHIX TAaHHBIX ITyTEM €&
MacKHUpPOBaHUS o, CITy>kKeOHbIE
MIPOTOKOJIBI, COKPBITHS B  TIOTOKE
IpyruX  JaHHBIX  (cTeraHorpadus),
HCTIONB30BaHUS  CKPBITBIX — THKCeIel
(«mKceNel OTCIeXUBAHUA») M T.IL
Jlannas yrposa o0ycioBieHa
HEJOCTaTOYHOCTBI0 ~ MEp  3allUThI
nHpopMaMu OT YTEUKH, a TaKKe
KOHTPOJIS TIOTOKOB JTAHHBIX.
Peanuszanus naHHON yrpo3bl BO3MOKHA
pu:

— HaIMYUM y HapyIIUTeNs IpaB B
JIUCKpeIUTUPYEeMOH cucreme Ha
YCTaHOBKY CIeLUATU3UPOBAHHOTO
MIPOrpaMMHOT0 obecrieueHus,
peann3yromero (QyHKIUH BHEIPEHHS B
MAKeThl JAHHBIX, (OPMHPYEMBIX JUIS
mepefadd B CHCTEME, COOCTBEHHOM
WHPOPMAIIH;

— JocTyma K KaHalaM Ieperadn
JTaHHBIX;

— TOCELICHUH I10JIb30BaTeNIeM CaliTOB B
ceTu Wntepuer u OTKPBITHS
JJIEKTPOHHBIX ~ THCEM, COAEpIKaIUX
CKPBITBIE THKCEITH

Buemnuit
HapyLIUTeIb CO
CpemHUM
MOTEHIIHAJIOM,
BuyTpennuit
HapyLIUTeNb CO
CpeaHUM
MOTEHLUAIOM

CereBoii y3em,
CeTeBOE
MPOTpaMMHOE
obecrieuenue,
ceTeBou

TpaduK

10

0.5

Cpenusis

CpeIHsIs

AKTyanpHas




YBU.112

Vrposa mnepenauu
3aMpeIéHHbIX
KOMaH]| Ha
oOopynoBaHue ¢
YHCIIOBEIM
IIPOTPaMMHBIM
yIpaBlICHUEM

VYrpo3a 3akmouyaercsi B BO3MOXKHOCTH
TIOBPEXKICHHS HapyIIUTENeM
HCTIOJTHUTEIILHBIX MEXaHU3MOB,
3arOTOBKH M (WJIM) 00pabaThIBAIOIIEro
HHCTPYMEHTA 000opyIoBaHUS c
YHCIIOBBIM HPOTrPaMMHBIM
yIpaBjIeHHEM MyTEM Iepeiaud Ha Hero
KOMaH/l, IPUBOSIIMX K NEPEMEIICHHIO
00pabaTpIBalOIIero HMHCTPYMEHTa 32
JOIyCTHMBIE TIpenensl (T.e. KOMaHA,
3anpemEHHbIX Uil 000pyJoBaHUS C
YHCIIOBBIM TIPOTrpaMMHBEIM
YIIpaBJIEeHUEM).

Hannast yrposa o0ycroBieHa
c1abocTAMu Mep o 3aIImTe
obopynoBaHus c YHCIIOBBIM
IPOrPaMMHBIM ~ yHpaBJICHHEM  OT
BBINIOJTHEHUST  3aNPEIIEHHBIX  KOMaHI.
Peanmzanus naHHON yrpo3bl BO3MOXKHA
IpM  HAIMYMM Yy  HapyIIUTens
NIPUBHWJICTHII Ha mepenady KOMaH[A Ha
obopynoBanue c YHCIIOBBIM
NPOrPaMMHBIM  YIIPABICHHEM WX
BO3MOXKHOCTH ~ H3MCHEHUS  KOMAaHI,
HepeiaBaeMbIX JIeTaIbHBIM
I0JIL30BATENIEM

BuyTrpennuit
HapyLIUTEIb
HHU3KUM
MOTEHINAIOM

C

CucrtemHoe
MPOTpaMMHOE
obecrieuenue,

MIPUKIIaJHOE
MIPOTpaMMHOE
obecreueHme

10

0.5

cpenHss

Huzxkas

Heaxryans-
Has

TexHomorus
MIpUMEHSETCA

HC

YBU.113

Vrposa
nepe3arpy3Ku
anmapaTHbIX "
MPOrPaMMHO-
anmapaTHhIX
CpezcTB
BBIYUCIUTEIBLHOM
TEXHUKH

VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
cOpoca nonp3oBaTeseM (HapyIInTenem)
COCTOSIHMSI ~ OIIEpaTHMBHOW  IMaMATH
(oOHyneHus TIAMSTH) myTéM
CITy4aifHOTO WM HAaMEpEHHOT0
OCYILECTBIICHUS nepe3arpys3Ku
OT/ENBHBIX YCTPOHCTB, OJOKOB WM
CHCTEMBI B LIEJIOM.
HNannast yrposa o0ycoBieHa
CBOMCTBOM  ONEPAaTHBHOM  HaMATH
OOHYJISITH  CBOE  COCTOSHHE  IIpH
BBIKITIOYEHUU u nepesarpyske.
Peanusaiys TaHHOH yrpo3bl BO3MOXKHA
KakK arapaTHbIM CIocoO0M (HaxkaTHeM
KHONKH), Tak M  [POTrPaMMHBIM
(lokagbHO WM yHanéHHO) — IpHU
BBIIOJIHEHUU  CIEAYIOIIUX  YCJIOBUI:
- HaJIMYUE€ B CHCTEME OTKPBITBIX
ceccuid paboTsl MOJIb30BATEIICH;
— HaJMYMe y HapyLIUTeNns INpaB B
cucreme (v (uzndeckont
BO3MOXXHOCTH) Ha  OCYIIECTBIICHHE
(bopcrupoBaHHOM mepe3arpy3ku

Bremnnii
HapyIIUTelh
HI3KHM
MOTEHIIHAJIOM,
BayTpenHuit
HapyIIUTeIh
HU3KHM
HOTEHLHATIOM

C

C

CucrtemHoe
MpOrpaMMHOE
obecreuenue,

anmapaTHoe
obecreuenne

10

0.5

Cpenusist

CpemHss

AKTyanpHas




YBU.114

Vrposa
HEPETOTHEHUS
HETOYUCIEHHBIX
MEepPEMEHHBIX

VYrpo3a 3akiIodaeTcsi B BO3MOXHOCTH
MIPUBECHHS HapyIIUTENeM
JUCKPEMTUPYEMOTO  IPHIIOKEHUS K
c60sM B paboTe MyTéM MoJayd Ha €ro
BXOJIHBIC UHTEpEHCHI JIAHHBIX
Henojnep)xuBaeMoro  ¢opmara WM
BEIOJHEHUSI C  €ro  IIOMOUIBIO
orepanuy, B pe3ylbTaTe KOTOPOH

OoymyT TIOTy4YCHBI JTaHHEIE
HETIO|IeP)KUBAEMOTO
JUCKPEAUTHPYEMBIM MPUIIOKEHUEM
¢dopmara.

Jlannas yrposa o0ycroBieHa
YA3BUMOCTSIMU MIPOTrPaMMHOTO
obecneuenys, CBSI3aHHBIMH C
HEIOCTaTOYHONW IPOBEPKONH  TaKMMU
TIPUIIOKEHUSIMH KOPPEKTHOCTH

BXOJIHBIX JAHHBIX, @ TaKKe TEM, 4YTO
orepaTopsl  JIIOOOT0  MPOTPaAMMHOTO
obecriedeHUsI CHOCOOHBI  MPABHIIBHO
00pabaTeiBaTh TOJNBKO OIpEeIEHHBIC
TUNBl JAHHBIX (HApHUMeEp, TONBKO
LEeNble WA TONBKO TIOJOXKUTEIbHBIE
YHUCIa).

Peanmzarus naHHOH yrpo3bl BO3MOXKHA
IIPY YCJIOBUHM HAIWYUS y HapYIIUTEIS:
- CBeICHUH o HOMEHKJIaType
MOJJIEP’KUBAEMBIX AUCKPETUTHPYEMbIM
MpUWIIOXKEHHeM  (OPMATOB  BXOAHBIX
(mma  oOpaOaTbIBaeMBIX)  JaHHBIX;
— BO3MOJKHOCTH B3aHMOJICHCTBHSA C
BXOJTHBIM uHTepdelicom
JTUCKPEAUTHPYEMOTO MTPUIIOKEHHS

Bremranii
HapyIIUTENb CO
CpeIHUM
MTOTCHIIHAJIOM,
BnyTtpennuit
HapyLIUTENb CO
CpeHUM
MTOTEHITHATIOM

CucrtemMHoe
MPOTpaMMHOE
obecrieuenue,

MIPUKJIATHOE
MIPOrpaMMHOE
obecrieuenue,

CeTeBoe
MPOTrpaMMHOE
obecreueHme

10

0.6

Cpennsist

cpemHss

AxTyanbHas




YBU.115

Vrpo3a nepexsara

BBOJUMOM u
BBIBOJIUMOM Ha
nepugepuiiHbie
yCTpoiicTBa
nHbopMaIu

VYrpo3a 3akiIo4aeTcss B BO3MOXHOCTH
OCYIIIECTBIICHHS HapyIIuTeIeM
HECAaHKIMOHUPOBAHHOTO  JIOCTyNa K
nH(opMaImy, BBOAUMOH U BEIBOAUMON
Ha nepudepuiiHbIe YCTpOiCTBa, MyTEM
nepexBaTa JaHHBIX, 00pabaTBIBAEMBIX

KOHTPOJUIEPAMH nepudepuiHbIX
YCTPOMCTB.
Jlannas yrposa o0ycioBieHa

HEAOCTATOYHOCTBIO MEp 3al[UThI
I/IH(I)OpMaL[I/H/I OT YTCYKH U KOHTPOJIA

IIOTOKOB JTaHHBIX, a TaKKe
HEBO3MOXKHOCTBIO OCYIIECTBICHUS
3aIUTHl BBOAMMOM M BBIBOAUMOM Ha
nepugepuitHeIe yCTpoOiCcTBa
“HpOPMAIHH c MTOMOIIBIO
KpUnTorpaduyeckux  cpeactB  (T.K.
IIpeJicTaBJICHHE 10JIb30BATEISIM
CHCTEMBI nHdopmarmn JIOJDKHO

OCYILLECTBIIATECS B JOCTYIIHOM JUIS
HOHUMAaHUS BHJIE).
Peanuszanus naHHON yrpo3bl BO3MOKHA
IIPU YCIOBHM HAIW4Hs y HApYIIUTENs
MPUBHUJIETHH Ha YCTaHOBKY M 3aIlyCK
CHEIMANTN3UPOBAHHBIX  BPEAOHOCHBIX
IporpaMyM, peanm3yommx  (QyHKIUN
«KJIABHATYpPHBIX  IIMHOHOBY» (s
MOJIy4eHUs] HapylIuTelaeM Hapojiel
NoJIb30BaTeNei), BHUPTYaJIbHbBIX
IpaiiBepoB  TPHHTEPOB  (TIepexBar
JIOKyMEHTOB, COZIepIKaIINX
3anIunIaeMyro HHQOPMAIUIO) U Ip.

Bremnnii
HapyLIUTEh
HHU3KHM
MOTEHIIHAJIOM,
BuyTpennuit
HapyLIUTEIb
HU3KUM
MOTEHLIUAIOM

C

C

CucrtemMHoe
MPOTpaMMHOE
obecreuenue,

MPUKIATHOE
MIPOrpaMMHOE
obecrieuenue,

armaparHoe
obecrieueHne

10

0.5

cpenHsis

cpemHss

AxTyanbHas




YBU.116

Vrposa nepexsara
JIaHHBIX,
nepeiaBaeMbIX 110
BBIYMCIIUTEIILHON
cetu

VYrpo3a 3aknoyaercsi B BO3MOXXHOCTH
OCYIIIECTBIICHHS HapyIIUTeIeM
HECAaHKIMOHUPOBAHHOTO  JIOCTyma K
ceTeBOMY Tpa(uKy ITUCKPEIUTHPYEeMOH
BEIYHCIIUTENILHOH CETH B IaCCHBHOM
(uHOTZIAa B aKTHBHOM) pexuMme (T.e.
«IIPOCIYIINBATh CETEBON TpahuK») AT
cOopa M aHalM3a CBEJCHHI, KOTOpBIC
MOTYT  OBITb ~ MHCIOJNB30BaHBl B
NaJbHEeWIIeM JUIl pealn3alud IpYyTuX

yrpo3, OCTaBasCh IIPU pealnu3anuy
JTAHHOH YTpo3sI HEBHIUMBIM
(CKpBITHBIM) 1oJry4daresneM
NepexBaThIBACMBIX  JaHHBIX. Kpome

TOTO, HapyHMIUTEIb MOXET IPOBOAUTH
HCCIIEN0BAaHNUs APYTUX THIIOB HMOTOKOB
JaHHBIX, HapUMep, pPaauOCHTHAIIOB.
Jannas yrposa o0ycioBieHa
caboCTsIMH ~ MEXaHU3MOB  CETEBOTO
B3aUMOJICHCTBUS, INPEAOCTABISIOIINMU
CTOPOHHHM II0JIb30BATEISIM OTKPHITHIE
JaHHbIE O AUCKPETUTHPYEMOH CHCTEME,
a Take OImMOKaMH KOH(QUTyparuu
CETEeBOTO MPOTPaMMHOTO OOECIICUCHUS.
Peanuszanus naHHON yrpo3bl BO3MOKHA
B CIIeTyIOIIUX YCIIOBHSAX:
— HaJM4Me y HapyLIHUTeNs NOCTymla K
JMCKPETUTUPYEMOIl  BBIYMCIIUTEIBHYIO
cerTy;

—  HECMOCOOHOCTh  TEXHOJIOTHH, ¢
MOMOIIBI0  KOTOPBIX  pealn30BaHa
mepefaya  JaHHBIX, TPENOTBPATHTH
BO3MOKHOCTD OCYIIECTBICHUS

CKPBITHOTO TPOCTYIIMBAHHUS MOTOKA
JTAHHBIX

Bremnmi
HapYyIINUTENb
HHU3KUM
IIOTCHI[AATIOM

C

CereBoii y3em,
ceTeBoi

TpaduK

10

0.5

Cpennsist

cpemHss

AxTyanbHas




YBU.117

ero3a nepexsara
TNPpUBUWICTUPOBAHH
OT'0 IMOTOKa

er03a 3aKJIIOYA€TCsI B BO3MOXKHOCTH

OCYIIIECTBIICHHS HapyIIUTeIeM
HECAaHKIMOHUPOBAHHOTO  JIOCTyma K
MIOTOKY JTaHHBIX, CO3IIaHHOTO
MIPWIOKEHHEM C  JOIOJHUTEIbHBIMA
MIPUBUIICTUAMHU (x
MIPUBHUIIETHPOBAHHOMY MIOTOKY
JIAaHHBIX), MyTEM CHHXPOHHOTO (BBI3OB
MIPUBUIIETUPOBAHHON GbyHKIMY,
BO3BpaNIAOIIeH HeTIpaBUIILHOE
3HaUCHHUE) inis ACHHXPOHHOTO
(co3nmanue 00OpaTHBIX BEI30BOB,
MaHUITyJTUPOBAHUE YKa3aTeIIMH H T.II.)
JIECTPYKTHBHOTO MIPOrPaMMHOTO
BO3ACHCTBUSA Ha HEro.
Jannas yrposa o0ycioBieHa
YSI3BUMOCTSIMH MIPOTPaMMHOTO

06€CH€‘IBHI/IH, UCNOJIL3YIONIECTO B cBOCH
pa60Te Y4acTKU KoJa, UCIIOJIHAEMOTO C

JOINOJIHUTCIIbHBIMHA npaBaMu,
HacJIe1yEMbIMU CO31aBacMbIMU
TIPUBHUJICTUPOBAHHBIMU IIOTOKaMH1

(Hannuue OmMOOYHBIX  yKa3aTejeH,
HEKOPPEKTHOE OCBOOOXKICHHE MaMATH
u T.IL).
Peanuszanus naHHON yrpo3bl BO3MOKHA
B CIIETYIOIINX YCIIOBHSIX:
— B JIMCKPEIUTHUPYEMOM IPHIOKEHUH
CYIIECTBYIOT Y4aCTKH KoJa,
TpeOyiolye HCIOMHEHHsT C IpaBaMHy,
MPEBBIIAIOMNMA ~ TIpaBa  OOBIYHBIX
MOJIb30BaTeNIeH;

- HapyUIATENb obmanaer
TIPUBHIICTUSIMH, MO3BOJISTFOIIAMHA
BHOCHTh H3MEHEHUs BO BXOJIHBIC
JTaHHbIE JTUCKPEAUTHPYEMOTO
TIPUJIOKEHHS

Bremnnii
HapyIIUTENb CO
CpeHUM
MTOTCHIIHAJIOM,
BnyTtpennuit
HapyLIUTENb CO
CpeIHUM
MTOTEHITHATIOM

CucremMHoe
MPOTrpaMMHOE
obecreuenue,

MPUKIIATHOC
MPOrpaMMHOE
obecrieuenue,

CeTeBoe
MPOTrpaMMHOE
obecreueHune

10

0.5

Cpenssist

cpemHss

AxTyanbHas




YBU.118

Vrpo3a nepexsara
MPUBHIETUPOBAHH
Oro TIporecca

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
MONydYeHUss ~ HapymuTelaeM  Ipasa
YIIpaBIEHHs MIPOLECCOM, 00JIaTatoIIIM
BBICOKMMH TIPUBHJIETHAMH (Hampumep,
YHACJIEJOBaHHBIMU OT IIOJB30BaTEN
I TPYIIIBI MoNb30BaTeNEH,
BBIMOJTHSIONIUX POJIb aAMHHUCTPATOPOB
TUCKPEAUTHPYEMOH  CHCTEMBI), ANA

BBIITOJIHCHUS HPOU3BOJIBLHOTO
BPEIOHOCHOTO KOJa C  IIpaBaMHu
JIICKPEAUTHPOBAHHOTO npouecca.
Jannas yrposa o0ycioBieHa
YSI3BEMOCTSIMH IIPOTrPaMMHOTO
obecrieyeHus, BBITOJIHSIOLIET0
GyHKIMHM pasrpaHuueHHs OocTyma (B
AITOPUTME WIH napameTpax

KOHQUTYpalK), OPUBOJAIUMH K
HEKOPPEKTHOMY PACIPEICIICHHUIO TPaB
JIOCTyNa BHYTPU JpeBa HACICTyCMbIX
MPOIIECCOB.

Peanu3zarus qaHHON Yrpo3bl BO3MOXHA
[IPU BBITIOJIHEHHH OJHOTO W3 YCIOBHIA:
— YCIEIIHOTO BBEICHHUS HAPYIIUTEIEM
HEKOPPEKTHBIX JaHHBIX, IPUBOASAIINX K
nepenonHeHnto  Oydepa WM K
peanuzanuu HEKOTOPBIX THIIOB
MPOrpaMMHBIX MHBEKIIMIA,
— HaJINYUS Y HAPYIIUTEIS TPUBHICTHIA
HAa  3alyCK  CHCTEMHBIX  YTHIIHT,
MpeHA3HAUCHHBIX JUIS  yIPaBICHUS
poLeccaMmu

Bremnnii
HapyLIUTEIb CO
CpeIHUM
MOTCHLIUAIIOM,
BuyTpennuit
HapyLIUTeNb CO
CpenHUM
MOTEHINAIOM

CucrtemHoe
MPOTrpaMMHOE
obecreueHue,

MIPUKIIaJHOE
MIPOTpaMMHOE
obecreuenue,

CeTeBoe
MPOrpaMMHOE
obecrieueHne

10

0.5

Cpenauit

Cpennsist

AKTyanpHas




YBU.119

Vrpo3a nepexsara
YIIpaBIECHUS
THIIEPBH30POM

Yrpo3a 3akimrodaeTcs B BO3MOMKHOCTU
OCYLLECTBIICHUS HapyIIUTEIeM
HECAaHKIMOHUPOBAaHHOIO  JOCTyHa K
HH(OPMAIMOHHBIM, IPOTPaMMHBEIM U
BBIYHCITUTENBHBIM pecypcawm,
3ape3epBUPOBAHHBIM M YNPABIAEMbIM
THIEPBU30POM, 3a CU€T IOJy4eHHs

HapyIIuTeNeM  IpaBa  yNpPaBICHUS
TUIIEPBU3OPOM IyTEM O3KCIUTyaTalllu
YS3BUMOCTEH  KOHCOJIM  YIpaBJICHHS
TUIIEPBU30POM.

JlanHas yrpo3a o0yciioBiIeHa HaJIHIHEM
y KOHCOJIM YHpaBJIEHHs THIIEPBU30POM

MIPOTPaMMHBIX uHTepdeiicoB
B3aMMO/ICHCTBHS c JPYTHMH
cyObekTaMH gocTyma  (Tpoleccamu,
nporpaMMaMH) H, Kak CIEJICTBHE,

BO3MOKHOCTBIO
HECAaHKIMOHMPOBAHHOTO  JIOCTyNa K
JTAaHHOI KOHCOJH (IIporpamMMa ypOBHS
BUPTYaIH3AIIH), a TaKxKe
HE0CTaTOYHOCTHIO Mep o
pasTpaHMYEHHIO JOCTylma K JaHHOH
KOHCOJIH.

Peanuszanus naHHON yrpo3bl BO3MOKHA
IIPY YCIOBUH HAJIWYMs y HapYIIUTENs
npaB Ha OCYILIECTBIICHUE
B3aUMOJICHCTBHUS c KOHCOJIbIO
YIpaBJICHUS THIIEPBH30POM

Bremnnii
HapyLIUTEIb CO
CpeaHUM
MOTCHLIUAIIOM,
BuyTpennuit
HapyLIUTeNb CO
CpenHUM
MOTEHINAIOM

CucremHoe
MIPOrpaMMHOE
obecreueHue,

THIIEPBU3OP,
KOHCOJIb

YIpaBIeHUs

TUIIEPBU30POM

10

0.5

cpenHsis

Husxkas

Heaxryans-
Hast

TexHnonorus
MIPUMEHSETCS

HC




YBU.120

VYrposa mepexsara
YIpaBIeHUS
cpenoit
BUPTYaJIN3aluU

VYrpo3a 3akmodaeTcss B BO3MOXHOCTH
OCYIIECTBICHHS HapyLIuTeneM
HECAaHKLIIHOHUPOBAHHOTO  JIOCTyna K
HH(OPMAIMOHHBIM, IPOTPaMMHBEIM U

BBIYUCIIUTCIIBHBIM pecypcam,
3ape€3€PBUPOBAHHBIM W YIPABISIEMBIM
BCEMU TUINIEPBU30paMH,

PEATH3YIOIMMH CPEy BUPTyaIU3alHy,
32 Cc4y€T TMOJNYy4YCHUS HapyLIUTENeM
npaBsa yIIpaBJIeHUS TUMH
THIIEPBH30PAMH IIyTEM SKCIUTyaTalluK
VSI3BUMOCTEl ~ KOHCOJNM  CpEeACTBa
YIIpaBJIeHHs BHPTYaJIbHON
HHQPACTPYKTYpOHi.

JlanHas yrpo3a o0yclIOB/ICHa HAINYHEM
y KOHCOIM CPEACTBA  YNPABICHUS
BUPTYaIbHOU HHPPACTPYKTYPOH,
pealu3yeMoro B paMKax OAHOH U3
BUPTYQJIbHBIX MAIMH, HPOrPaMMHBIX
WHTEPEHCOB  B3aWMOICUCTBHA  C

JPYTHMH cyOBeKTamMu JI0CTyTa
(mpoueccamu, IporpaMMaMH) H, Kak
CIIEJICTBHE, BO3MO>KHOCTBIO

HECAaHKIMOHHPOBAaHHOIO JOCTyHa K
JTAaHHOI KOHCONHM (IIporpamMMa ypOBHS
YIpaBIE€HHs BUPTYAIN3aliH), a TaKKe
HE0CTaTOYHOCTHIO Mep o
pasTpaHMYEHHIO JOCTyma K IaHHOH
KOHCOJIH.

Peanuzanus naHHON yrpo3bl BO3MOXHA
IIpU YCJIOBUM HAIMYMS Y HapyLIUTEINs

npas Ha OCYIIECTBJIEHHE
B3aNMOJICHCTBHUS C KOHCOJIBIO CPEACTBA
YTIpaBIeHHS BHPTYaJIbHOH

HHPPACTPYKTYpOit

Buemnuit
HapyLIUTeIb CO
CpeaHUM
MOTCHLIUAIIOM,
BuyTpennuit
HapyLIUTeNb CO
CpemHUM
MOTEHINAIOM

Wnpopmarnyo
HHasl CHCTEMA,
CHCTEMHOE
MPOTpaMMHOE
obecreueHme

10

0.5

cpenHsis

Husxkas

Heaxryans-
Hast

TexHnonorus
TIPUMEHSETCS

HC




YBU.121

VYrposa
MOBPEIKACHHS
CHCTEMHOTO
peectpa

VYrpo3a 3aknoyaercsi B BO3MOXXHOCTH
HApyLICHUst  JOCTYNHOCTH  4YacTH
¢$yHKIIOHANTA Win BCei
UHOOPMAIIMOHHONW  CHCTEMBI  M3-3a
MOBPEXICHHUS HCIONB3yeMOro B €8

pabote peectpa BCJIC/ICTBHC
HEKOPPEKTHOTO 3aBEpIICHUS] PabOTHI
OTIEPAIIHOHHOM CHCTEMBI
(HEKOHTpOITHpyeMas nepesarpyska,

BO3ZHHKHOBEHHS oOmHOOK B pabdoTte
IpaiiBepoB  YCTPOHCTB H  T.I.),
HapyLICHUsI  LEJIOCTHOCTH  (aiiios,
cozepkamux B cebe JaHHBIE peecTpa,
BO3HHKHOBCHHSI OIIHOOK  (hailiioBo
CHCTEMBl HOCHTENsS WH(OpMaruy Win
BCJICJICTBUE OCYIIIECTBIICHUS
HapyLIUTENIeM JeCTPYKTHBHOTO
MIPOrpaMMHOI0 BO3JEMCTBUS Ha
¢aitnoBeile  00BEKTHL,  CcOAeprKaIIne
peecrtp.

HNannas yrposa o0ycoBieHa
cnaboCTIMU Mep KOHTPOJIS JOCTyNa K
Gaitnam, coJiepKaIuM JTAaHHBIC
peectpa, Mep pe3CpBHPOBAHHI H
KOHTPOJISI LIEJIOCTHOCTH TakuX (aiiios,
a  Takke Mep  BOCCTaHOBICHHS
paborocmocoOHOCTH — peecTpa  H3-3a
cboeB B paboTe  OmNEpalMOHHOW
CHCTEMBI.

Peanmzarus naHHOH yrpo3bl BO3MOXKHA
npu OJIHOM u3 yCIIOBUIL:
— BO3HHKHOBEHHS OINHOOK B paboTe
OTIENBHBIX  TPOIECCOB WM  BCeH
OneparuoHHON CUCTEMBI;
— HAIMYUM Y HapyLMTENs MpaB
JocTyma K peectpy WM (aitnam,
coziepkaluM B cebe JaHHBIE peecTpa

Buemnuit
HapyLIUTEh
HU3KUM
MOTCHLIUAIIOM,
BuyTpennuit
HapyLIUTEIb
HHU3KHM
MOTEHINAIOM

C

C

OOBEKTEI

(aitnosoii

CUCTEMBI,
peectp

10

0.6

Cpenusis

Cpennsist

AKTyanpHas




YBU.122

VYrposa
MOBBIILICHUS
MIPUBUIIETUI

VYrpo3a 3akmodaeTcss B BO3MOXHOCTH
OCYIIIECTBIICHHS HapyIIUTeIeM
JIECTPYKTHBHOTO IIPOTPaMMHOTO
BO3JIEHCTBUS Ha JUCKPEIUTHPYEMBIH
nponecc (WM CHCTEMY) WM Ha Jpyrue
MpoIecChl (MM CUCTEMBI) OT ero (e€)
HUMEHH MyTéM 9KCIUTyaTaluH
HETIPaBOMEPHO MOTyYEeHHBIX
HapyIIUTeNeM MAONOIHUTENbHBIX IIpaB
Ha yIpaBJeHHE IHCKPEANTHPOBAHHBIM
00BEKTOM.

JlanHast yrposa
YSI3BEMOCTSIMH IIPOTrPaMMHOTO
obecrieyeHus, BBIMOJTHSIOLIIETO
GyHKIMHM pasrpaHuueHHs OocTyma (B
aNToOpUTMe I napaMeTpax
KOH(HTYpaIHn).

Peanmzarus naHHOH yrpo3bl BO3MOXKHA
IpM  HAIMYUM Yy  HapyIIUTeNs
nporpaMMHOro  obecriedeHust  (Tuma
«KCIIIONTY), CIIEIHAIBHO
pa3pabOTaHHOTO I pealu3aluf
JIaHHOW YIrpo3bl B IUCKPEAUTHPYEMOMU
cHCcTeMe

o0yciioBIIeHA

Buemnuii
HapyLIUTENb CO
CpeaHUM
HNOTCHLUAIIOM,
BuyTrpennuit
HapyLIUTEIb CO
CpemHUM
MOTEHINAIOM

CucremHoe
MPOTrpaMMHOE
obecrieuenue,

CeTeBOC
MPOTrpaMMHOE
obecreueHue,
“HPOPMAIIO
HHas CHCTeMa

10

0.6

Cpenusist

Cpennsist

AKTyanbHas

YBU.123

Yrpoza monxbopa
napoist BIOS

Vrpo3a 3akmoyaercsi B BO3MOXXHOCTH
OCYILECTBIICHUS HapyLIHTENeM
HECaHKIIMOHUPOBAHHOTO  JIOCTyHa K
Hactpoiikam BIOS/UEFI myrém Bxoma
B koHcomb BIOS/UEFI mo maposmio,
noAoOpaHHOMY  NPOTPaMMHO  WJIH
«BpPYYHYI0O» C TIOMOLIBIO METOJIOB
TOTAJILHOTO TIepedopa BapHaHTOB WIIH
mondopa o CIIOBApIO.
Jannas yrposa o0ycioBieHa
cnabocTaMu MeXaHN3Ma
ayTeHTH(QHUKAIUKM, pPeaTu3yeMoro B
KOHCOJISIX BIOS/UEFI.
Peanmzarus naHHON yrpo3bl BO3MOXKHA
B OJHOM U3 CIIEIYIOIUX CIy4acs:
— HapYHMHUTEIIb MOXET OCYIIECTBUTH
Gbu3nueckuii JOCTYN K KOMITBIOTEPY U
uMeeT BO3MOXXHOCTb ero
nepe3arpys3urh;

— HapyIIUTenb 00NagaeT CrelHatbHbIM
HOpPOrPaMMHBIM  CPEACTBOM mepebopa
napouieit BIOS/UEFI u npuBnnerusimMu
B CHCTEME Ha YCTaHOBKY M 3aIyCK
TaKHX CPE/ICTB

BuyTpennuii
HapyIIUTeIb C
HU3KUM
MOTEHLUAIOM

Muxkpomnporpamm
HOE o0OecrieyeHue
BIOS/UEFI

10

0.6

cpenHss

cpemHss

AxTyanbHas




YBU.124

VYrposa nojuenku
3anuced KypHajia
perucTpanuu
COOBITHIA

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
BHECCHUSI HapyLIUTEIEM H3MEHEHHH B
KypHAJIbl ~ pPETHCTpAaluy  COOBITHH
0€30I1aCHOCTH JIICKPEAUTHPYEMOit
CHCTEMBI (ynanenue
KOMIPOMETHPYIOIIIX HapyIIUTeNs
3amucell MM IMoAfeKa 3alMcedl o He
MIPOU3OMIEAIINX COOBITHSAX) IS
BBeIEHUS B 3a0mykaeHHe eé
aIMHUHUCTPAaTOPOB ~ WJIM  COKPBITHS
CIIEOB  peaNM3allil IPYTUX yrpos.
Jannas yrposa o0ycioBieHa
HEJIOCTaTOYHOCTHIO Mep o
pasrpaHMYEHMIO JOCTYMa K >KypHaly
peructpauu coOBITHH 0e30MacHOCTH.
Peanuszanus naHHON yrpo3bl BO3MOKHA
B OJHOM M3 CIEAYIOIINX CIIy4aes:
— TEXHOJIOTHSl BEICHUS IHKypHAJIOB
perucTpanuu CoOBITHH 0Ge30IacHOCTH
Ipeanonaraer BO3MOXXHOCTb ux
peIaKTHPOBaHUS u HapyIIUTENb
obnazaeT HEOOXOAWMBIMH [UISL 3TOTO
MIPUBHIICTUSIMUY;

— TEeXHOJOTHS BEJICHUS IKypHAIOB
peructpauuu coOBITHI 0E30MacHOCTH
HE IPEANONaraeT BO3MOXHOCTh HX
pEeNaKTUPOBAHUS, HO  HApYLIMTENb
obnanmaer NPUBKIICTUSIMY,
HEOOXOIVMBIMH ISl  OCYIIECTBIICHHUS
3anucy B (ailibl KypHANoB, a Takxke

CrennaIbHBIMU MPOrPaMMHBIMH
CpeICTBaMH, CHOCOOHBIMHU
oOpabareiBaTh  (ailbl  KypHAJOB

HCTIONB3YEMOTO B JUCKPEIUTHPYEMOH
cucreme opmara

Bremranii
HapyIIUTENb
HU3KAM
MTOTCHITHAJIOM,
BnyTtpennuit
HapyIIUTENb
HU3KHM
MOTECHIIHAJIOM

C

C

CucrtemMHoe
MIPOrpaMMHO€
obecneuenue

10

0.6

Cpennsist

Cpennss

AxTyanbHas




er03a 3aKJIFOYacTCA B BO3MOXHOCTHU

OCYIIECTBIECHHS HapyLIuTeneM
nepexsara Tpaduka OecHpOBOAHOM
CeTH WM JPYruX HEMpPaBOMEPHBIX
JnercTBui MyTEM Jeraau3au
HapyIIUTeNIeM COOCTBEHHOTO
TIOJKITFOYEHUsT K OecIIpoBOHOI ceTn B
MI0JTyaBTOMaTHIECKOM pexnMe
VYrposa
(mampumep, WPS) 06e3 BBOma ximoua N N
MOMKIIOYEHI K | | (bposarms Buenrnnii Ceresoii y3emn,
GecrpoBOAHOM ) HapyLmHTeIb C ceTeBoe Heakryans- | Texnomorus HE
VYBU.125 p HMannast yrposa o0ycioBieHa Pyt 10 0.5 CpenHsist Huskas y
ceth B 00xof HHU3KHM IIporpaMMHOE Has IIpUMEHSeTCs
c1abocTAMHU MPOLEAYPHI
POy PEI MOTEHIINAJIOM obecnieueHne
ayTeHTH(HUKALUH 6eCTIpOBOHBIX
ayTeHTHHUKAIHN .
yCTpOHCTB B xoze
MOJTyaBTOMAaTHYECKOTO  MOIKIFOUCHUS.
Peanmzarus naHHOH yrpo3bl BO3MOXKHA
IIPY YCIOBUH HAJIWYMsl y HapYIINTENs
¢buzuueckoro gocryna Kk 6ecrpoBoJHON
TOYKE JOCTyNa, MOJICPKUBAIOIIECH
MOTyaBTOMAaTHIECKUH peXIM
TIOJKITFOUCHUSI
VYrpo3a 3akm04aeTcss B BO3MOXKHOCTH
MOTyYCHUS HapyIIuTeneM
ayTeHTU(UKAIMOHHOW WM  JIpyrou
3anuuiaeMon HHpOPMAIHIH,
nepenaBaeMoin B xoJe
aBTOMATHIECKOTO TOAKITIOYEHHSI TOYEK
6ecrpoBOHOTO JocTyna WIN
KIIMEHTCKOTO MIPOrPaMMHOTO
obecnieueHus K JIOBEpEHHBIM .
9 CereBoii y3em,
CyOBEKTaM CETEBOTO B3aHMMOICHCTBUS,
N ceTeBoe
MOJMEHEHHBIM HapyIINTEIEM.
N MIpOrpaMMHOE
Vrpoza mnoamensl | JlaHHas yrposa oOycrnoBneHa | BremHmid OGeCIICUCHIE
0ecnpoBOAHOTO c1aboCTAMU MeXaHu3Ma | HapyUIMTeIb C ’ Heakryans- | Texnonorus HE
YBU.126 annapaTHoe 10 0.5 cpeaHss Huskas
KJIMEHTa WA | ayTeHTH(QUKAKA CyOBEKTOB CETEBOTO | HU3KHM oBeCTeUCHNE Has IIpUMEHSeTCS
TOYKH JOCTYyTIa B3aMOJCHCTBUSI TNPU OECIPOBOIHOM | MOTCHIHATIOM TouKa ’
JOCTYyIIE.
Y o 6ecripoBOIHOT
Peanmzarus naHHOH yrpo3bl BO3MOXKHA
0 JocTyma

B ciydac pasMCIICHUSA HapyLIUTEIEM
KIIMCHTAa WKW TOYKH 6eCHp0BO,I[HOF0

JocTyrna co CIIeHATBHO
chopMUPOBaHHBIMU napameTpamMu
paborer (takumm kak MAC-ampec,

Ha3BaHUE, MHCIOJb3YEMBIH CTaHIAPT
mepefadyd JaHHBIX M T.OL.) B 30HE
JIOCTYITHOCTH Ul JTUCKPEIUTHPYEMbIX
yCTpoiicTB OeCrIpOBOIHOTO IOCTyIa




YBU.127

VYrposza noaMeHbl
JIeHCTBUS
MOJIB30BATEIIS
myTéM oOMaHa

VYrpo3a 3akiIo4aeTcss B BO3MOXHOCTH
HapYIIATEIIS BBITIOJTHEHUS
HETIPaBOMEPHBIX IEHCTBUH B CHCTEMe
OT HMMEHH [pyroro IIOJIb30BaTeNIsl C
MIOMOUIbIO METOJI0B COLMATILHON
WHXeHepud (oOMaHa  IOJIB30BaTelns,
HaBSI3bIBAaHHE JIOXKHBIX  yOEKACHMI)
WA TEeXHUIECKHX METOJIOB
(ucTonmp30BaHUE MPO3PAYHBIX KHOIIOK,
MOJIMEHa HaJmucel Ha 3IIeMeHTax
YIIpaBJIeHHs i Ip.)
Jannas yrposa o0ycioBIeHa
cnabocTIMu uHTepdeiica
B3aMMOJICUCTBHSA C MOJIB30BATENEM WU
omuOKaMu TIOJTb30BATEIIS.
Peanuszanus naHHON yrpo3bl BO3MOKHA
pu YCIIOBHU HaJIM4Hs y
JTICKPEAUTHPYEMOT O TI0JTb30BATENIS
IIpaB Ha MPOBEACHHE HYXHBIX OT HETo
HapyLIUTEIO ONepanui

Buemumi

HapyLIUTENb CO

CpeHIM
MOTEHIHAIOM

IIpuxnagnoe
MPOTpaMMHOE
obecrieuenue,
CeTeBOC
MPOTrpaMMHOE
obecrnieueHue

10

0.5

Cpenusist

HHU3Kast

HCaKTyalJibHa

Ilorenmuan
HapyLIUTEIs
HEI0CTaTOYCH

YBU.128

VYrpo3za noaMeHbl
JIOBEPEHHOTO
MOJTE30BATEIIS

VYrpo3a 3aKmI09aeTcsi B BO3MOXHOCTH
HapyIIuTeNs  BblAaBaTh  ce0s  3a
JIETUTHMHOTO MOJTB30BaTENS u
BBINOJHATE IpUEM/TIepenady JaHHBIX
OT €ro UMeHU. JlaHHyI0 Yrpo3y MOKHO
0XapaKTepH30BaTh KaK  «HUMHUTAIHs
IEeUCTBHIN KJIMEHTA.
Jannas yrposa o0ycioBieHa
cnaboCTAMH  TEXHOJIOTHH  CETEBOTO
B3alMOJEHUCTBUS, 3a4acTyro HE
MO3BOJISIOIIMMH  BBITIOJTHUTH TTPOBEPKY
MOJVIMHHOCTH ~ MCTOYHHKA/TIOTydaTerst
nHdopmarmn.

Peanuzanus naHHON yrpo3bl BO3MOXHA
pu HAJIMYHUU y  HapyummuTens
MOAKIIOYEHUsT K  BBIYUCIHTEIBHON
ceTH, a TaKxke CBEeICHUN )
KOHQUTYpallMi  CETEeBBIX YCTPOWCTB,
TUIIE HCIONB3YEMOTO IPOTPAMMHOTO
oOecreveHus 1 T.11.

Bremrami
HapyIIUTENb
HHU3KAM
MMOTEHIIHATIOM

C

CereBoii y3em,
CeTeBOE
MPOTpaMMHOE
obecrieueHne

10

0.5

Cpenssist

HU3Kast

HEaKTyaJbHa

ITorenmuan
HapyIIUTENS
HEJIOCTaTO4YeH




YBU.129

Vrpo3za noaMeHsl
pe3epBHOM  KONUU
IPOTPaMMHOTO
obecrieueHHs
BIOS

er03a 3aKJIIOYA€TCsI B BO3MOXKHOCTH

OIIOCPETOBAHHOTO BHEJIPCHUS
HapyUIuTesIeM B BIOS/UEFI
TMCKPEUTHPYEMOTO KOMITbIOTEpA
BPEIOHOCHOTO KOJa, ITyTEM OXHITaHHS
I CO3IaHHA HEOOXOIUMOCTH
BBITIOJTHEHUS TIPOLETYPEI
BOCCTAHOBIICHUS MpeAbIAYLIEH Bepcuu
MIPOrPaMMHOTO obecrieueHust
BIOS/UEFI, NpeABAPUTEIBHO
TIOMEHEHHON HapyIINTEIEM.
HNannas yrposa o0ycioBieHa
HEJIOCTaTOYHOCTHIO Mep
pasrpaHMYeHHsl JOCTYINa M KOHTPOJII
LETOCTHOCTH PE3epBHBIX KO
MIPOTPaMMHOTO obecrieueHust
BIOS/UEFI.

Peanmzarus naHHOH yrpo3bl BO3MOXKHA
B CIIETYIOIINX YCIIOBHSIX:
— HapyLIUTEJb YCIENIHO ITOJMEHMII
PE3EepPBHYI0  KOIIMIO  NPOTPAMMHOTO
obecreueHus BIOS/UEFI;
- BO3HHUKIIA HEO0OXO0IUMOCTD
BOCCTAHOBIICHUS TPEABIAYIICH BepcHU
MIPOTPaMMHOTO obecrieueHust

BIOS/UEFI (manHOE ycCliOBHE MOXET
MIPOU30UTH Kak CiIyyaiHO, Tak U OBITh
CIPOBOLMPOBAHO HAPYLIUTEIIEM)

BuyTrpennuit
HapyIIUTETh
HHU3KHM
MOTEHINAIOM

C

Muxpornporpa
MMHOE U
armaparHoe
obecrieueHne
BIOS/UEFI

10

0.6

cpenHsis

cpenHss

AxryanbHas




YBU.130

VYrposza noaMeHbI
COIEPKUMOTO
CETEeBBIX PECypCOB

Yrpo3a 3akimroudaeTcs B BO3MOMKHOCTU
OCYIIECTBICHHS HapyLIuTeneM
HECAaHKLIIHOHUPOBAHHOTO  JIOCTyna K
3aIlUIAeMbIM JaHHBIM I0JIb30BaTeIen
CeTH WM MPOBEACHHS PaA3IUYHBIX
MOIICHHUYECKUX  JeHcTBUIl  myTéM
CKPBITHOM  IOAMEHBI  COJEPXKUMOIO
XpaHsImuxcs (CaiThl, BeO-CTPAHMIIBI)
WIA  TepefaBaeMbIX  (DJIEKTPOHHBIC
MIIChMa, CETEBbIe IAKEeThl) MO CEeTH
JIaHHBIX.

Jannas yrposa o0ycroBieHa
cnaboCTAMH  TEXHOJIIOTMH  CETEBOTrO
B3aUMOJICHCTBHS, 3a4acTyI0 HE
MO3BOJISIIOLMMU BBIOJIHUTH IPOBEPKY
II0JUIMHHOCTHU COJIEPKHMOTO
3NIEKTPOHHOTO COOOILECHHS.
Peanuzanus naHHON yrpo3bl BO3MOXHA
IIPU YCIOBUM HAIW4Ms y HApYIIUTENs
IIpaB Ha JOCTYM K CETEBBIM pecypcaM U
OTCYTCTBHHU Y TIOJB30BATEIsI CETU Mep
10 00ECTICUEHHUIO UX IIETTOCTHOCTH

Buemnumi
HapyIIUTENb
HU3KAM
IMOTCHI[HATIOM

C

IIpuxnagHoe
MPOTrpaMMHOE
obecreueHue,
CETEeBOE
MIpOrpaMMHOE
obecreueHue,
ceTeBoi

TpaduK

10

0.6

Cpenssist

Cpennss

AxrtyanbHas




YBU.131

VYrposza noaMeHbl
CyOBEKTa CEeTEeBOTO
JocTymna

VYrpo3a 3akiIodaeTcsi B BO3MOXKHOCTH
OCYIIIECTBIICHHS HapyIIUTeIeM
HECAaHKLIIHOHUPOBAHHOTO  JIOCTyna K
3aIlUIAeMbIM JAaHHBIM I0JIb30BaTeIen
CeTH WM MPOBEACHHS PA3IUYHBIX
MOILIEHHUYECKUX  JCWCTBUH  NyTEM
CKPBITHOM TOAMEHBI B OTHPAaBIISIEMBIX
JICKPEAUTHPYEMBIM  ITOJIb30BaTelIeM
CeTeBBIX  3alpocax  CBeNeHUuil 00
oTmpaBuTene coobmeHus. JlaHHyIO
yIpo3y MOXKHO OXapaKTepH30BaTh Kak
«AMUTALMS JercTBUi cepBepay.
Jannas yrposa o0ycroBieHa
cnaboCTAMH  TEXHOJIIOTMH  CETEBOTrO
B3aMOJICHCTBYS, 3a4acTyI0 HE
MIO3BOJISIFOLIMMH  BHITIOJIHUTE TIPOBEPKY
TIONTHHHOCTH HCTOYHHKA
nHpopmarmn.

Peanuszanus naHHON yrpo3bl BO3MOXKHA
IIPU YCIOBHU YCIICIIHOW BBIAUU ceOs
HapyIIUTeNIeM 3a 3aKOHHOTO
OTHpaBHUTENS (HAPHUMEpP, C IOMOIIBIO
JIO)KHBIX  (DUINMHTOBBIX BeO-caiiToB).
KiroueBoe  ommume  OT  «yrpo3bl
MOJMEHBl  COAEPKHMOTO  CETeBBIX
pecypcoB» 3aKiIIodaeTcss B TOM, 4YTO B
JAHHOM  CclIydae  HapyIIuTeNlb  He
HU3MEHsIeT OPHUTHHAIBHOTO
COJZIEPKMMOTO BIIEKTPOHHOTO pecypca
(BeO-caiiTa, 5JIEKTPOHHOTO IMHCHMA), a
TOJIBKO CITY’)K€OHBIE CBEICHUS

Bremawmit
HapyLIUTENb CO
CpeIHUM
ITOTCHI[HATIOM

IIpuxnagHoe
MPOTrpaMMHOE
obecreuenue,
CeTeBOE
MIPOTpaMMHOE
obecreuenue,
ceTeBou

TpaduK

10

0.6

Cpenssist

Cpennss

AxTyanbHas




YBU.132

VYrposa
HOJTYYCHHS
HpeIBapUTEIbHOM
napopmam 00
00BEKTe 3aLIUTHI

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
PacKphITUSL HapyIIUTENeM
3aIUIAeMBIX CBEAECHHH O COCTOSIHUH
3aMUINEHHOCTH  JAUCKPEIUTHPYEeMOH
cucteMsl, e€  KoHurypamum W
MOTEHIMAIBHBIX YA3BUMOCTSX U Ip.,
NyTéM MPOBENEHUS MEPONPUATUI IO
coopy u aHaNMM3y  JOCTYIHOM
rHpOpMaIH o CHCTEME.
JanHas yrpo3a o0ycIIOBIICHa HATHIUEM
YSI3BEMOCTEH B CETEBOM IIPOTPaMMHOM
obecreueHnn, II03BOJISIOIIUM
MIOJYYUTh CBEICHUS O KOH(UIypaIu
OTJENBHBIX MPOTrPaMM MM CHUCTEMBI B
1e7IoM (OTCYTCTBHE KOHTPOJS BXOAHBIX
JAHHBIX, HAJIUYHE OTKPBITBIX CETEBBIX
MOPTOB,  HEMpaBWIbHAas  HACTPOMKa
MOJMUTUK  OE30MAcCHOCTH M T.IL).
Peanmzanus naHHON yrpo3bl BO3MOXKHA
IIPY YCIIOBUH HONY4YeHUs] HHpOpMAIn
0 JUCKPEOWTHPYEMOH cHCTeMe ¢
MIOMOINBIO  XOTS OB OJHOTO W3
CIeNyIOMUX  CIHOCOO0B  M3Y4eHHs
JHUCKPeIUTUPYeMOit CHCTEMBI:
— aHaNM3 PeakInil CHCTEMBI Ha CETEBbIC
(B T.4. CHHTAaKCHYECKH HEBEPHBIC MU
HECTaH/APTHBIE) 3aIPOCHl K OTKPBHITHIM
B CHCTEME CETEBBIM CEPBHCAM, KOTOPbIC
MOTYT  CTaThb TPUYMHOH  BBI30BA
HEOOpaOOTaHHBIX  HMCKIIOYCHHH ¢
OIPOOHBIMH COOOIIEeHUSIMA 00
OmMOKaX, COASPXKAINX 3alIUIIAEMYI0
“HPOPMAIHIO (0 TPACCHPOBKE CTEKa, O
KOH(QUTYpaIllMi CHUCTEMBI, O MapHIpyTe
MPOXOXKIEHHUS  CETEBBIX  I1aKETOB);
— aHaNIW3 peaKkuuil CHUCTeMBl Ha
ctpokoBele  URI-3anpocel (B T.4.
HEeBEpHbIC SQL-3anpockl,
albTepPHATUBHBIE IIyTH JOCTyma K
Gaitnam).

JlaHHas yrpo3a OTIMYAETCS OT YrPo3bI
mepexBaTa MAaHHBIX W JPYTUX YIpo3
060pa JaHHBIX TEM, YTO HaApPYUIUTEIb
AKTHBHO OoIrpamuBacT
JUCKPEUTUPYEMYIO CHCTEMY, a He
TpOCTO 3a Hell Habmo1aeT

Bremamit
HapyLIUTENb CO
CpeIHUM
IIOTCHI[AATIOM

CereBoii y3em,
CeTeBOe
MPOTrpaMMHOE
obecrieuenue,
ceTeBou
Tpaduxk,
MPUKIIaTHOC
MPOTpaMMHOE
obecrnieueHue

10

0.6

Cpenssist

Cpennss

AxTyanbHas




YBU.133

VYrposa
HOTyYEeHUS
CBEICHUI
BIIAIENIBIIC
0ecpoBOAHOTO
yCcTpoiicTBa

VYrpo3a 3akimrouaercs B BO3MOXKHOCTH
PAacKpBITHsST HapyIIUTEJIeM CBEICHUH O
reorpaguyeckux TepEeMEILCHUAX
JUCKPEIUTHPYEMOTO TIOJIb30BaTeNsl B
onpesenéHHble MTPOMEXYTKH BpPEMEHH,
B TOM 4YHCJIC BEBIIBHTH MECTO €TO
paboThL, MPOXKUBAHUS " T.IL
[Tonyuenne Takux CBENEHUH MOXET
HCIIOJIb30BaTHCS HapyLIUTENIEM B
JaTbHEHIeM U1 peanu3alid yrpo3 B
MH(POPMAIIOHHBIX CUCTEMAax, JOCTYII K
KOTOPBIM HMEET AUCKPEIUTHUPYEMBIH
MOJIE30BATENb.

Jannas yrposa o0ycoBieHa
c11a60CThIO 3aIIUTHI
HAeHTU(QUKAINOHHON nHpopmanmu

OCCIPOBOJIHBIX TOYEK JOCTYINA IIPU UX
MOAKIIOUYEHNH K ceTn VHTepHeT.
Peanuszanus naHHON yrpo3bl BO3MOKHA
IIPU YCIOBUM HAIM4Ms y HapYIIUTENs
JocTyna K MICHTH(UKAIHOHHBIMH
JTaHHBIM CTaI[MOHAPHBIX TOYEK
6eCIpPOBOJHOTO JOCTYINA, C KOTOPBIMU
B ABTOMAaTHYECKOM pexxume
OCYHIECTBIISET B3aUMOJeHcTBIE
OecrpoBOJHOE YCTPOHCTBO
JIICKPEAUTHPYEMOTO MOTB30BATENS

Buemami
HapyIIUTENb
HHU3KUM
ITOTCHI[HATIOM

C

CereBoii y3emn,
MeTaJlaHHBIC

10

0.5

cpenHsis

Huskas

Heakryans-
Has

TexHnomorus
MIPUMEHSETCA

HE




YBU.134

VYrpo3a  morepu

JIOBEPHS
HOCTaBIIUKY
00JTaYHBIX YCIYT

K

VYrpo3a 3akiI04acTcsi B BO3ZMOXHOCTH
CHIDKCHHSI YPOBHS 3aIIUINEHHOCTH U
JIOMTYIICHUS JTOTIOTHUTENFHBIX ONMIHOOK
B oOecrieueHUH 0e30MMacHOCTH
3alIUIaeMOM B OO0Ja4HON CHCTEME
uHpopMaMu U3-3a HEBOCIIOJIHUMOTO
OTTOKA y MOCTABIIUKA 00Ia4HBIX YCIyT
HEOOXOIUMBIX PECYpCOB B CBS3U C
morepeil mOTpedUTEeNsIMH  0OJaYHBIX
YCIyr JOBepUsl K WX IIOCTaBIIHKY.
JlanHas yrpo3a oOyclOBJE€HA TEM, YTO
n3-3a  OOHaponoBaHUi (akTOB 00
HHIMIEHTaX WHPOPMAITHOHHOH
0€e30IacHOCTH, CBSI3aHHBIX ¢
MTOCTABITHKOM 00TaYHBIX yCIyT,
MIPOUCXOIUT MOTEPSI AOBEPHUSI K TAKOMY
MOCTABIIUKY co CTOPOHBI
noTpeduTeNel 00JaYHbIX YCIyT, U, KaK
CJICZICTBUE, BO3HHUKACT HEOOXOJHUMOCTh

JIaBUHOOOPa3HOro BBIJICIICHHUS
MIOCTaBIIUKOM 00JIaYHBIX yciyr
pecypcos (4enoBeYEeCKUX,
TEXHHYECKUX,  (UHAHCOBBIX)  JJIL

pCIICHUsS BO3HHUKAIONIMX B JaHHOIL
cuTyalud  3a1a4  (MHOXKECTBEHHbIC
KOHCYJIbTal[U! HOJIb30BATEIICH,
9KCTPEHHBIH  MEPecMOTpP  MOJUTHK
0€30I1aCHOCTH, MOJICPHU3ALINS CHCTEMBI
3aIIUTBl U JIP.), YTO HE TOJBKO MOXET
BBI3BAaTh HEXBATKy pECYpCoOB  JUIs
obecrieueHust TEKYIIETO YpPOBHS
3alUIIEHHOCTH HMH(pOpPMAlUK, HO H
CIIPOBOLIMPOBATH JOIMYCK «B CIICLIKE»
HOBBIX OINOOK.
Peanmzarus naHHON yrpo3bl BO3MOXKHA
B Cilydae OOHApOJOBAHUS EIUHUYHBIX
WIM MHOXECTBEHHBIX  ()akToB 00
HWHIUJICHTaX nHpopmaoHHOI
6e30MacHOCTH, CBSI3aHHBIX c
MOCTaBIIUKOM  OOJIAYHBIX  YCINYT,
MOBJEKIINX 3HAYMTEIbHBIE YOBITKH IS
€ro KJIMCHTOB

BuyTpennuit
HapyLIUTeNb CO
CpenHUM
MOTEHINAIOM

OOBEKTHI

(aitnosoii

CHCTEMBI,
“HPOPMAIIO
HHas CCTEMa,
HMMHTPUPOBA
HHas B 00JIaKO

10

0.5

cpenHsisa

Huskas

Heaxryans-
Has

TexHnonorus
MIPUMEHSETCA

HC




YBU.135

VYrpos3a norepu u
YTEUKH  JIaHHBIX,
00pabaTeIBacMbIX
B 00make

VYrpo3a 3aknoyaercsi B BO3MOXXHOCTH
HapyIICHUS KOH(UICHIINAIEHOCTH,
LETIOCTHOCTH u JIOCTYITHOCTH
3aIuIaeMoit nHpopmamu
notpeduTenei O0JIaYHBIX  YCIyT,
obOpabaTeiBaeMoOii B 006J1a4HOH cHcTeMe.
Jlannas yrposa o0ycroBieHa
c1abocTAMHU Mep 3aLUTHI
uHpopmary, oOpabaTpiBaeMoOi B
o6ragHoM cHCTEME.
Peanmmzarust maHHOH yrpo3bl BO3MOXKHA
B Clly4ae JOIYIIEHUS IIOCTaBIIMKOM
(HEeKOPPEKTHBIA BBIOOp WM HacTpoOMKa
CPEICTB 3allUThl) WIH TMOTpeOUTETEM
(TIoTeps mapost, AMEKTPOHHOTO KIH0Ya,
BXOJl C He0Ee30macHOW  KOHCOJIH)
0o0NMayHBIX  ycIyr — OomMOOK  IpH
obecrieyeHnn 6e3omacHOCTH
3amuiaeMoi HHopMauu

BuyTrpennuit
HapyLIUTEINb
HHU3KUM
MOTEHIINAIOM

C

CucremHoe
MPOTpaMMHOE
obecreueHue,
MeTaZaHHbIe,
00BEKTBI
(aitnoBoif
CHCTEMBI

10

0.5

cpenHsis

Huskas

Heaxryans-
Has

TexHomorus
MIpUMEHSETCA

HC

YBU.136

Yrpo3a  morepu
nHpOpMAIIH
BCJICICTBHUE
HECOTJIaCOBaHHOCT
U paboOTHl y3IIOB
XpaHUITHIIA
OOMIBIINX JaHHBIX

VYrpo3a 3akma04aeTcss B BO3MOXKHOCTH
JIONYCKa OLIMOOK TIPH KONHPOBAaHUH
3anMuiaeMon “HpOpMAIHH npu
pacnpenenéHHOM XpaHEHWH JaHHBIX Ha
Pa3IHIHBIX y3max XpaHUIIUIIA
60JIBIINX JaHHBIX BCJIC/ICTBHE
HECOTJIACOBAaHHOCTH WX  PaboTEL,
BJIEKYIIMX 3a Cc000i HEBO3MOXKHOCTB
OCYHIECTBIECHHS JIerajJbHBIM
MOJIb30BAaTEIeM JOCTyIa K OJIoKaM Win
KO Bceil 3ammimaeMoil WH(pOPMAIHH.
Jannas yrposa o0ycioBieHa
c1aboCTAMI MEXaHU3MOB PEILTHKAIIN
JAHHBIX, pEaNlN30BaHHBIX B  y3/Iax
XpaHUIHIIA OOJIBIIINX JTaHHBIX.
Peanmzarus naHHON yrpo3bl BO3MOXKHA
B YCIOBHSX  OTKIIOYEHHS  WJIH
BBIBEJICHUSI M3 CTPOS OJHOTO WM
HECKOJIBKUX Y37I0B 3a c4er
CHeIHaTbHBIX TIPOTrPaMMHBIX
BO3JIEMCTBUH Ha y3JIbl XpaHWJIMIIA
OOJTBIIIX JTaHHBIX, a TaKoKe
BO3HUKHOBCHUA TEXHUYCCKHUX HJIn
OpOrpaMMHBIX cOOCB B paboTre wuxX
KOMIIOHCHTOB

BayTpenHuit
HapyUIUTENb
HU3KUM
MOTEHLIUAJIOM

C

HNudopmanmo
HHAasl CUCTEMA,
Y3JIBI
XpaHUIHIIA
00JIBIINX
JTAaHHBIX

10

0.5

cpemHsis

Huskas

Heaxryans-
Hast

Texunonorus
MPUMEHSIETCS

HC




YBU.137

VYrpo3a  morepu
YIIpaBJIEHUS
00JJauHBIMU
pecypcamu

VYrpo3a 3akioyaercsi B BO3MOXXHOCTH
HapyLICHUs] TOTOBOPHBIX 0053aTEIbCTB
CO CTOPOHBI TOCTaBHIMKA OOJIAYHBIX
yCIyr B OTHOLICHHH HX HOTpeOUTENs
W3-32  3HAYMTENBHOH  CIIO)KHOCTH
nocTpoeHust d()GEKTUBHOW  CHCTEMBI
yIpaBieHus. OOJIAYHBIMU  pecypcamu
00J1auHOM CHCTEMBI, 0CO0EHHO
UCHONB3YIOLICH OOJa4yHble  pecypehl
JPYTUX MOCTABIIMKOB OOJAYHBIX YCIIYT.

Jannas yrposa o0ycioBieHa
CJIOKHOCTBIO oInpeJieNeHus
JIOTHYECKOTO u ¢buzuyeckoro

MECTOMOJIOKEHHST O0JIAYHBIX PECYPCOB,
HEIOCTaTOYHOCTHIO Mep (PHU3UYECKOrO
KOHTPOJISI JIOCTyNa K XPaHWIUIIAM
AHHBIX, PE3EPBHOrO KOMUPOBAHUS H
Ip., @ TaKKe HEoOXOIUMOCTBIO yuéra
0COOCHHOCTEH  3aKOHOJATEeNbCTBA B
obyacTy 3ammThl MHGOPMAIWHU CTpaH,
pe3uIEHTaMH  KOTOPBIX  SIBJISIOTCS
MOCTABIIUKH 00IauHbIX yCIIyT,
BBITIOJIHSIIONIMX POJb CYOIOIPSITINKOB
[0 OKAa3aHWIO 3aKa3aHHBIX O0O0JAYHBIX
YCIyT.

Peanmzarus naHHOH yrpo3bl BO3MOXKHA
IPU  YCJIOBHMH, 4YTO  BBINOJHEHHE
TpeOoBaHMii K QYHKIIMOHATY 00IaYHOM
CHCTEMBI 3aTpyAHSETCS (v
CTaHOBHUTCSI ~ HEBO3MOXHBIM)  H3-3a
MPaBOBBIX ~ HOPM  JPYTHX  CTpaH,
VYaCTBYIOIMX B  TPaHCTPAHHUYHOM
nepegade o0NaqHOTO Tpaduka

Bremnmi
HapyIIUTENb
BBICOKHUM
IIOTCHI[AATIOM

C

CereBoit
Tpaduxk,
00BEKTHI
(aitnosoii
CHUCTEMBI

10

0.5

cpenHsis

Huskas

Heaxryans-
Hast

TexHnonorus
MIPUMEHSETCS

HC




YBU.138

VYrposa noTepu
yIpaBlIeHHS
COOCTBEHHOI
HHPPACTPYKTYpOit
IIpU IIepeHoce €€ B
001ako

er03a 3aKJIFOYA€TCsA B BO3MOXKHOCTH

JIONlycKa  OIIMOOK B yIpaBJICHUH
nHppacTpykrypoit CHCTEMBI
notpeoduTes 00J1auHBIX YCIIYT,

HMMHUTPUPOBaHHOH B  00Jako, co
CTOPOHBI ITOCTABIIMKA 00JaYHBIX YCIyT
U3-32 OTCYTCTBUS Y HEro CBEICHHI 00
0COOEHHOCTAX yIpaBiIeHUS
KOHKPETHOW CHCTEMBI, a TaKke H3-3a
OTCYTCTBHSL Y MOTpeOHTENs O0OJaYHbBIX
YCIIyT, obnagaromiero TaKUMHU
CBEJCHUSIMH, BO3MOKHOCTH TIPOBOJIUTH
BECh KOMIUIEKC paboT IO YIpaBICHUIO
nHppacTpykrypoit COOCTBEHHOM
CHCTEMBI B CBSI3U C € HMMHrpanuei B
o6axo.

Jannas yrposa o0ycroBieHa
HEBO3MOXKHOCTBIO JIOCTOBEPHO
OIICHKM  TOTpeduTeneM  0OJIayHBIX
ycIyr peanbHOTO YPOBHS
3aIMUIIEHHOCTH, obecrie4anBacMoro
MOCTABIIUKOM OOJNAYHBIX YCIYT B
OTHOLLICHUU 3amuuiaeMon

“HPOPMAIH TOTpeOUuTeNns O0OJaYHBIX
YCIIyT, B CBSI3H C 3aKPBITOCTHIO IS

norpeduTeneit CBeICHHUI o
MPUMEHSIEMbIX MIOCTaBIIUKOM
00JIaYHBIX yciyr TEXHOJIOTHSX,
MIPOTrPaMMHBIX u TEXHUYECKHX
peuieHusx, a TakkKe KOHKPETHBIX

rapaMeTpax HaCTPOEK CPEICTB 3aIUTHI
WHPOPMAIHH.

Peanuszanus naHHON yrpo3bl BO3MOXKHA
B CIydasX TMepefadyd IOCTaBLIMKY
00NMayHBIX ycayr dactd —(pyHKOMH
YIpaBJIeHUs] CHUCTEMOIl moTpeduTens
00J1auHbIX yCIIyT (IPY MUTPALUN YacTH
WM BCEeU CHCTEMBI B 00JIaKO)

BnyTtpennuit

HapyLIUTeIb CO

CpeIHUM
MOTEHIHAIOM

Nudopmaro
HHasl CUCTEMA,
HMMHIPUPOBA
HHas B
00u1ako,
CHCTEMHOE
MPOTpaMMHOE
obecrieuenue,
MIPUKJIATHOE
MIPOrpaMMHO€
obecrieuenue,
CeTeBOE
MPOTpaMMHOE
obecrnieueHue

10

0.5

cpenHsis

Huskas

Heakryans-
Hast

TexHnonorus
TIPUMEHSETCS

HC




YBU.139

VYrposa
[PEOIOJICHUSI
(busndeckoi
3aIIUTHI

er03a 3aKJIIOYA€TCsI B BO3MOXKHOCTH

OCYIIECTBIICHUS HapylIUTEeIeM
MPAKTUYCCKH JTIOOBIX JIECTPYKTHUBHBIX
JeHCTBHIA B OTHOIICHUH

JIICKPEAUTHPYEMOH HH(OPMAIIMOHHOM
CHCTEMBI ~ IpPH  TOMYYEeHHH UM
(HU3UIeCKOro JOCTyNa K amnmapaTHBIM
CPeCTBaM BBIYUCIHUTENBHON TEXHHUKU
CHCTEMBI ITyTEM MPEOIOTICHHS CHCTEMBI
KOHTPOJST  (U3HYECKOTO  JOCTyIa,

OpraHU30BaHHOM B 3[aHUN
TIPeAIPHUSTH.
Jannas yrposa o0ycioBIeHa

YA3BUMOCTSIMH B CHCTEME KOHTPOJISI
¢u3ugeckoro aoctyma (OTCYTCTBHEM
3aMKOB B IOMCIICHHWH, OIIHMOKaMu
mepcoHana u T.IL.).
Peanmzarus naHHOH yrpo3bl BO3MOXKHA
IIPU YCJIOBHUH YCIEIIHOTO HNPUMEHEHHS
HapyIIUTeJIeM JI000r0 W3 METOJIOB
NIPOHUKHOBEHHs: Ha 0O0BeKT (0OMaH
MepCcoHaIa, B3JIOM 3aMKOB U JIp.)

Buemumi
HapyIIUTENb CO
CpeHUM
IMOTEHITHAJIOM

Cepgep,
pabouas
CTaHIus,
HOCHTEIh
uHpOpMAIHH,
armapatHoe
obecrieyeHme

10

0.5

Cpenusist

Cpennsist

AKTyasnbHas




YBU.140

Vrposa
NpPUBEICHUS
CHCTEMBI B
COCTOSIHHE «OTKa3
B 00CITY)KUBaHHUM»

VYrpo3a 3aknoyaercsi B BO3MOXXHOCTH
OTKaza JIICKPEAUTHPOBAHHON
CHCTEMOH B  JIOCTyNE JIETIBHBIM
MOJTE30BATENIM TIPH JIABHHOOOPa3HOM
YBEITHYECHUN qucia CETEeBBIX
COEIMHEHMH C JAaHHOM CHCTEMOI.
JlanHas yrpo3a oOyCIIOBJICHA TEM, YTO
i1 00OpabOTKM  KaXXZIOTO  CETEBOTO
3ampoca CUCTEMOit MoTpedIsieTcs 4acThb
e€ pecypcoB, a TaKkkKe CIabOCTSIMU
CEeTeBBIX TEXHOJOTHH, CBS3aHHBIMH C
OTPaHNYEHHOCTHIO CKOPOCTH
00pabOTKH TIOTOKOB CETEBBIX 3aIPOCOB,
U HEJOCTATOYHOCTBIO MEP KOHTPOJIA 3a
yIpaBiIeHHEM COCIMHEHUSAMHU.
Peanuszanus naHHON yrpo3bl BO3MOKHA
IpPH YCIOBHM HPEBBILICHUS 00BbEMa
3anpocoB HajJ 00BEMAaMH JIOCTYIHBIX
Uit uX  00paboTKM  pecypcoB
JICKPEAUTHPYEMOH CHCTEMBI  (TaKHX
Kak CII0COOHOCTh MIePEHOCUTH
MIOBBILICHHYIO Harpysky WK
nprobperath JIOTIOJIHUTEIIbHbIC
pecypchl UL TIPEAOTBpPALICHUS HX
ucuepnanus). KiroueBsiM  (akTopom
YCHEIIHOCTH ~ pealu3alMd  JaHHO
Yrpo3bl SIBISIETCS YHCIO  3alpoCOB,
KOTOpOe MOXKET OTIPaBUTH
HapYIIUTENb B €UHHUILy BPEMEHH: YeM
OOJIbIlIE  3TO  YHCJIO, TEM  BBIIIE
BEPOSITHOCTh  YCHEIIHOW —peaan3aun
JIaHHOU YIpO3bl JUISt
JIUCKPEIMTUPYEMON CHCTEMBI

Bremnnii
HapyLIUTEINb
HU3KUM
MOTCHLIUAIIOM,
BuyTrpennuit
HapyLIUTEh
HHU3KHM
MOTEHINAIOM

C

C

MNudopmaro
HHasl CUCTEMa,
CETEeBOH y3ell,
CHCTEMHOE
MPOTrpaMMHOE
obecreuenue,
CETEeBOC
MPOrpaMMHOE
obecrieuenue,
ceTeBoi

Tpaduk

10

0.75

BBICOKas

Cpennsist

AKTyanpHas




YBU.141

VYrpo3a npuBs3Ku
K HOCTABILUKY
00JTaYHBIX YCIYT

er03a 3aKJIIOYA€TCsI B BO3MOXKHOCTH

BO3HHKHOBEHHS TPYJHO peIIaeMbIX
(wm maxe HepaspenIuMBbIX) NpodieM
TEXHHYECKOTO, OpraHU3alMOHHOTO,
IOPAANIECKOTO init ZIPyTroro
Xapakrepa, HPETSTCTBYIONIHUX
OCYILECTBIICHUIO noTpeduTenem
00JIaYHBIX yeiyr CMEHBI ux
MOCTABIIHUKA.

Jannas yrposa o0ycioBieHa

OTCYTCTBHEM COBMECTHUMOCTH MEKIAY
(I)OpMaTaMI/I JaHHBIX U IIPOTpaMMHBIMHU

uHTepQelicaMy, HCIOIB3YEMBIMA B
001auHBIX UHPPACTPYKTypax
Pa3sMHYHBIX TIOCTAaBIIMKOB OOJTAYHBIX
YCIyT.

Peanuszanus naHHON yrpo3bl BO3MOKHA
npu yCIIOBUU HCIIOJIb30BAHUS
MIOCTAaBIIKOM 00JIaYHBIX ycyr
HEeCTaHJIapTHOTO IIPOrPaMMHOI0

obecnieyennss wi Qopmara o0pa3oB
BUPTYQJIbHBIX MAIlMH U OTCYTCTBHEM
cpencts  mpeoOpasoBaHHs — oOpasa
BUPTYAJIbHOI MaIlNHBI u3
UcHosb3yeMoro uM (opmara B Apyrou
(cnoap3yeMblit IPYTUM
MIOCTaBILIKOM)

Buytpennuii
HapyIIUTETh
HU3KUM
MOTEHLUAIOM

C

MNudopmarmo
HHas CHCTEMa,
HMMHTPHPOBA
HHas B
00J1aKo,
CHCTEMHOE
MPOTpaMMHOE
obecreueHue,
CeTeBOC
MPOrpaMMHOE
obecrieuenue,
ceTeBoi
Tpaduxk,
00BEKTBI
(aitnosoii
CHCTEMBI

10

0.5

cpenHss

Husxkas

Heakryans-
Has

TexHnomorus
MIPUMEHSETCS

HE




YBbU.142

VYrposa
HPHOCTaHOBKU
OKa3aHHs
O0JIaYHBIX  YCIIyT
BCIICJICTBHE
TEXHHUYECKHX
cboes

VYrpo3a 3akiouyaercsi B BO3MOXXHOCTH
CHI)KEHHsI KadecTBa OOJIAYHBIX YCIYT
(W naxe OTKa3a B HUX OKa3aHHU
KOHEYHBIM  HOTpeOUTeNnsIM)  H3-3a
BO3HHKHOBEHHS TEXHHYECKUX cOoeB
X0Td OBl y OIHOTO W3 IOCTABIIHKOB
o0JauHBIX yCIyr (BXOASAIIMX B LEINb
MIOCPETHUKOB TIPH OKa3aHUU OOJAUHBIX
YCIYT UX KOHEYHOMY HOTPeOUTENIo), a
TaKKe u3-3a BO3HMKHOBEHUS
CYIIECTBEHHBIX 33/ICPIKEK M TI0TEPh B
KaHaJax nepefayn JTAHHBIX,
apeHJyeMBIX  [OTpeOuTeneM  WiH
MOCTABIIUKAMH  OOJAYHBIX  YCIIYT.
Jlannas yrposa o0ycoBieHa
c1aboCTsIMH  TIPOLIEAYPHI KOHTPOJIS 3a
BBITIOJIHEHHEM TEXHUYECKOTO
o0cITy)KUBaHUS u coOIroIeHEM

PEKIMOB (YHKIMOHHPOBAHUS
TeXHUYECKHX  CPEACTB  00JIauHOM
nHpopMaIoHHO CHCTEMBI.

Peanusanys [aHHOW yrpo3sl BO3MOXKHA
[P YCJIOBUH OTCYTCTBUSI MEXaHHU3MOB
Pe3epBUPOBAHUS CPEICTB 00pabOTKH,
XpaHeHWs] M Tepefadd HHPOPMALUH,
BXOMAIIMX B  COCTaB  OOJIaYHON
MHPOPMAIIHOHHOH CHCTEMBI

CucrtemHoe
MPOTpaMMHOE
obecreueHue,

anmnapaTHoe
obecreuenue,

KaHaJ CBSI3U

10

0.5

cpenHsis

Huskas

Heakryans-
Has

TexHnomorus
MIPUMEHSETCA

HE




YBU.143

Vrposa
HIPOrPaMMHOT0
BBIBEICHUS u3
CTpOst CpencTB
XpaHeHUs,
00paboTKI u
(wn)
BBOJIa/BBIBOJIA/TIED
enaun
nHpopMaIu

VYrpo3a 3aKiI04aeTcsi B BO3MOXHOCTH
MIPepBIBaHUS HapyLIuTeneM
TEXHOJIOTHU 00paboTKH MHPOpMAIUU B
JIUCKPEIUTUPYEMON  CHCTEME IYTEM
OCYIIECTBICHUS JIECTPYKTHBHOTO
IIPOTPaMMHOTO (J1IoKaIIBHO I
yIan€HHO) BO3JICHCTBUS Ha CpPEACTBa
XpaHeHUs (BHEUIHMX, CBEMHBIX U
BHYTPEHHHUX HaKoOIHTelel), 00paboTku
(mpomeccopa, KOHTpoOJLIEpa yCTPOMHCTB
W T.11.) ¥ (WJIK) BBOAA/BBIBOA/Iepeaadn
uHpOpMaK (KJIABHATYypsl M 1p.), B
pe3yiabTaTe KOTOPOro OOBEKT 3all[UThI
Nepedaeér B  COCTOSIHME «OTKa3 B
oOcmyxuBaHum». [Ipu 3TOM BBIBOJ €ro
U3 JTOTO COCTOSHHS MOXET OBITh
HEBO3MOXKEH nyTéM IPOCTOM
nepe3arpy3kd CHUCTEMBI, a IOTpedyer

POBECHHS PEMOHTHO-
BOCCTAQHOBHTEIIbHBIX pabor.
[annast yrpo3a o0yclioBiIeHa HATHIHEM
YA3BEMOCTEH MHKPOTIPOrPaMMHOTO
obecrieyeHHss  CPEACTB  XpaHEHHS,
006padoTku " (nm)

BBOJ1a/BBIBOJIA/TIEPEIAYN HH(POPMAIIHH.
Peanu3zarus qaHHON Yrpo3bl BO3MOXKHA
[pY HAIMYUHM y HAPYUIATENs MpaB Ha
OTIPaBKY KOMAH/bl HIH CHEUATbHO
c(OpPMHUPOBAHHBIX BXOJHBIX JAHHBIX Ha
cpelncTBa XpaHeHus, 00paboTKU H (VITH)
BBO/1a/BBIBOJIA/TIEpEIAYN HH(POPMAITHH

Bremranii
HapyIIUTENb CO
CpeIHUM
MTOTCHIIHAJIOM,
BnyTtpennuit
HapyLIUTENb CO
CpeHUM
MTOTEHITHATIOM

Hocurens
uHpOpMAIHH,
MHKpOTporpa

MMHO€E
obecrieuenue,
anmnapaTHoe
obecrnieueHue

10

0.6

Cpenssist

Cpennss

AxTyanbHas




YBU.144

VYrposa
HIPOrPaMMHOT0
cobpoca Taposst
BIOS

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
OCYIIIECTBIICHHS HapyIIUTeIeM
HECAaHKIMOHUPOBAHHOTO  JIOCTyma K
HacTpoHKam BIOS/UEFI nocnie
nepe3arpy3kd  KOMIIbIoTepa  ITyTEM
BBOJIA «ITyCTOTO» Tapos.
Hannast yrposa o0ycroBieHa
cnabocTAMH  Mep  pasTpaHHYEHHs
JoCTyna B OIEPAIl[MOHHOH cucreme K
¢ynxuun copoca maponst BIOS/UEFI.
Peanmmzarust maHHOH yrpo3bl BO3MOXKHA
pu YCIOBHSAX:
- HaJIM4IHS B MIPOrPaMMHOM
obecneyennn BIOS/UEFI  axtuBHOTrO
uHTEepdelica QyHKIUH NPOrpaMMHOTO
cOpoca mapons HENOCPEACTBEHHO H3-
noja oneparoHHON CUCTEMBI;
- HaJIMYHs y HapyIINTENs
CHEUANBHBIX IPOrPaMMHBIX CPEJCTB,
peaM3yIoIKX cOpoC Mapos, a TaKKe
IpaB B OIEPAMOHHOW CHCTEMe JUIs
YCTaHOBKH H 3aITyCKa JaHHBIX CPEACTB

BuyTrpennuit
HapyLIUTEIb
HU3KUM
MOTEHIUAIOM

C

Muxponporpa
MMHOE
obecrieueHne
BIOS/UEFI,
CHCTEMHOE
MIpOrpaMMHOE
obecrieueHne

10

0.6

cpenHss

cpemHss

AKTyasnbHas




YBU.145

VYrpoza mpomycka
MPOBEPKU
LEJTOCTHOCTH
MPOrPaMMHOTO
obecreueHus

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
BHEJIPCHUS HapyIIUTeNIeM B
TICKPEAUTHPYEMYIO cucremy
BPEZOHOCHOTO NIPOTPaMMHOTO
obecnieueHust myréM  O0OMaHHOTO
MIepeHanpaBIeHUs 3aIpocoB
MOJb30BaTeNsd MM €ro MporpaMM Ha
CcOOCTBEHHBII ceTeBoi pecypc,
cozepKali BpPEIOHOCHOE
IporpaMMHOe oOecliedeHue, ISl ero
«PYYHOI» WIM  «aBTOMaTHYECKOI»
3arpy3KH C HOCJIEAYIOIEH yCTaHOBKOH
B JUCKPEIUTUPYEMYIO CUCTEMY OT

UMEHH  TOJIb30BaTeNs  WIH  €ro
POTrpamMM.
Jannas yrposa o0ycioBieHa

cnaboCTAMH  MEXaHM3MOB IIPOBEPKH
LETOCTHOCTH  (paiiJIoB NPOrpaMMHOTO
obecnieueHust n/vnm MIPOBEPKH
II0JUIMHHOCTHU UCTOYHUKA nx
MOTy4YEHHs.

Peanuszanus naHHON yrpo3bl BO3MOKHA
pu yCIOBHU YCIHETTHOTO
HCTIONb30BaHUA ~ OOMaHHBIX  TEXHHK
OJHOTO W3 CJEAYIOINX METOJOB!
— «PYYHOTO METOJa» — HapyIIUTEINb,
UCTIONB3YsT OOMaHHBIE  MEXaHU3MEL,
yOexIaeT MoNb30BaTeNs MEPEeHTH MO
CCBITKE Ha CeTeBoi pecypc
HapYIIUTEIs, YTO MPUBOINT K 3aMYCKY
BPEIOHOCHOTO KOJa Ha KOMIIBIOTEpe
MIOJTBb30BATES, I ybexmaer
TIOJTb30BATENIS CaMOCTOSITETEHO
3arpy3uTh U YCTAaHOBHUTH BPEIOHOCHYIO
mporpamMmy (HampuMmep, MOA BHIOM
UTPbl WJIM aHTUBHPYCHOTO CPEJICTBA);

—  «aBTOMAaTUYeCKOro  MeToda»  —
HapYIIUTENb OCYILECTBIISIET
JIECTPYKTHBHOE BO3JICHCTBHUE
Tiepeaipecariio GyHKIIN
aBTOMATHYECKOTO OOHOBIICHHS
JICKPEAUTHPYEMOH  IporpaMMBl  Ha

cOOCTBEHHBIH BpeJIOHOCHBI cepBep

Bremnuit
HapyLIUTEh
HHU3KHM
MOTEHIIHAIIOM,
BuyTpennuit
HapyLIUTEIIb
HU3KUM
MOTEHLUAIOM

C

C

CucrtemHoe
MPOrpaMMHOE
obecrieuenue,

MPUKIIaTHOC
MIPOTpaMMHOE
obecreuenue,

ceTeBoe
MIPOTpaMMHOE
obecreueHme

10

0.6

cpenHsisa

CpeIHsIs

AKTyanpHas




er03a 3aKJIFOYA€TCsI B BO3MOXKHOCTH

OCYIIECTBIICHUS MPOIIECCOM
HApymIuTeNsd, (YHKIHOHHPYIOIIEM B
BBIYUCITUTEIIEHOM moJe
CYMEPKOMITBIOTEPA, CUHTHIBAHUS
3alIMIIAEMBIX TaHHBIX U3 ONEpaTUBHOU
namsITy, BBIJICJICHHOM ULt
MapajIeIbHOTO  (JHUCKPEIUTHPYEMOTO)
mpoiiecca, c HCIIOJIb30BaHUEM
onepanuit TAIEHHOTO MPSIMOTO Borancimrens
p ¥ P . HBIE Y3JIbI
JOCTyTIa K namsTd. | BremHumit
CYNEPKOMITBIO
Yrpoza mpsmoro | JlaHHas yrposa 00yCIIOBIICHA | HApyIIUTENh CO TeDa. KAHAIbL
oOpareHust K | cmabocTIMH  MPOTOKONAa  TPSMOTO | CPEIHUM lfel’)euaqn
NaMATH OCTyna K OIEpPaTHBHOM NaMATH, C | NOTEHIHAIOM Heakryans- | Texnonorus HE
VYBU.146 ety P § 1 L JTaHHBIX 10 0.5 cpenHsis Huskas Yy
BBIYHMCIUTEIFHOTO | MOMOINBI0  KOTOPOTO  BBINOJNHAETCA | BHyTpeHHmit CVIICDKOMIIBEO Hast MIPUMEHSETCA
TOJISt oOpamieHue K CETMEHTY IaMSTH, | HapyLIUTeIb CO y fe a
CYNEPKOMITBIOTEpPA | BBIICICHHOMY TS YAANEHHOTO | CpeIHUM CI/ICTepMI’-IOG
napajIeIbHOTO mpoiiecca, | MOTCHIHAIOM
(GYHKITHOHUPYIONIETO B MPOTPAMMHOC
y obecrieueHme
BBIYUCITUTEITEHOM noJe
CYMEPKOMITBIOTEpPA.
Peanuszanus naHHON yrpo3bl BO3MOKHA
npu YCIIOBUH YCIICIIHOTO
OCYIECTBICHUS HapyIIUTEIEM JAOCTYIIa
K BXOZHBIM/BBIXOHBIM JTAaHHBIM
napauIeIbHbBIX MPOIIECCOB B
BBIYUCITUTEIIEHOM noJje
CYMEPKOMITBIOTEpA
Yrpo3a 3akimrodaeTcss B BO3MOYKHOCTH
aBTOMAaTHYECKOTO PAaCHpPOCTPaHEHUS Ha
BCIO TPUA-CUCTEMY
HECaHKIIMOHHPOBAHHO MTOJTy9EeHHBIX
P i PecypcHble
HapyoIuTeJleM  Ha  OJHOM Y3l
N LEHTPHI TPUA-
MIPUBUIICTHH.
Vrposa CUCTEMBI,
JlanHas yrpo3a 00yClIOBICHA HATTHYHEM N
pacrpocTpaHeHHs o BHyTpenHnit Y361 TPUJI-
HECaHKIIHOHHPOBA YASBHMOCTCH i WTHCHTCKOM | svimTens co CHUCTEMBI Heaxryans- | TexHomorus HE
YBU.147 p MPOrpaMMHOM  OOECTIICYCHUH  TPH/- Pyt ? 10 0.5 cpenHss Huskas y
HHO TOBBINICHHBIX CPeIHUM rpuaI- Hast MPUMEHSIETCS
CHCTEMBI U CIa0OCTSIMH B MEXaHH3ME
TpaB Ha BCIO TPU/- MOTCHITHATIOM cucrema,
HA3HAYCHUS TpaB  MOJH30BATEISIM,
CHCTEMY CeTeBOE
pean30BaHHOM B CBSI3YIOIIEM
POTPaMMHOE
MIPOTPaMMHOM obecrieyeHUH.
obecrnieueHue

Peanuzanus gaHHONM yrpo3sl BO3MOXKHA
IPU YCJIOBHUU YCHELIHOTO MOBBIILIEHUS
HapyLIUTEJIEM CBOMX IpaB Ha OIHOM
y3J1€ TPUA-CUCTEMBI




YBU.148

Yrpoza coost
aBTOMAaTHYECKOTO
yIpaBIeHUs
CHCTEMOi
pasrpaHuYeHHs
JoCTyIa
XPaHUITHIIA
OOJILIINX JAHHBIX

Yrpo3a 3akimrodaeTcss B BO3MOXKHOCTH
BO3HHKHOBCHHUS CUTYAIlMH, CBS3aHHBIX
c OIINOKAMH aBTOMAaTHYECKOT'O
Ha3HAYCHUS  TONB30BATENsIM  MpaB
noctymna (HageneHue
JIOMOJIHUTEABHBIMM ~ TTOJTHOMOYHUSIMHU,
omnOOYHOEe HacleloBaHue, ClydailHOoe
BOCCTAHOBJIEHUE «HEAKTHBHBIX)»
YUETHBIX 3anmcer T.IL).
JlanHast yrposa o0ycIiioBIIeHA
Cc1aboCTIMH  Mep  KOHTpONS  3a
OOJIBIIMM KOJINYECTBOM (OT THICSUH, & B
HEKOTOPBIX CIIy4dasx M J0 HECKOJBKHX
MUJUTHOHOB) Y4ETHBIX 3anucen
0JIb30BaTeNnei co CTOpPOHBI
aJIMUHHCTPATOPOB 0€301MacHOCTH.
Peanu3zarus qaHHON Yrpo3bl BO3MOXHA
MpPU YCJIOBHH BO3HUKHOBEHHS COOEB
Wi OmMOOK B paboTe CUCTEMBI
pasrpaHdYeHus OOCTyNa XpaHMJIHIIA
OOJIBIINX JAHHBIX

MNudopmaro
HHAasl CHCTEeMa,
cucTemMa
pasrpaHu4eHU
s I0CTyIa
XpaHHIHUIIA
O0IBIIHX
JIAHHBIX

10

0.5

cpenHsis

Huskas

Heakryans-
Has

TexHnonorus
MIpUMEHSETCA

HE

YBU.149

Yrpoza cbos
00paboTKH
CHEeIHATEHBIM
obOpazom
W3MEHEHHBIX
(aitnos

VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
OCYIIIECTBIICHHS HApyLIUTEIeM
Pa3JMYHBIX HEIPaBOMEPHBIX JeHCTBUI
OT  HMEHH  JUCKPEAUTHPOBAHHBIX
MPWIOKEHUH MyTEM BBI30Ba cOOS B UX
pabote 3a c4ET BHECEHHUSI H3MEHEHUII B
oOpabaTeiBaeMbIe
JTUCKPEIUTUPYSMBIMU
Gaiinbt WA ux
Jannas yrposa o0ycoBieHa
cnaboCTIMH  MeXaHW3Ma  INPOBEPKH
LIEJIOCTHOCTH 00padaThIBaeMbIX (aiiyioB
U KOPPEKTHOCTH, CO/IepIKAIINXCS B HUX
JTaHHBIX.

Peanuszanus naHHON yrpo3bl BO3MOXKHA
B YCIIOBUSIX:
— HaIMY{s y HAPYIIUTENS CBEICHHH O
¢dopmatax © 3HaYeHHAX  (haiiIIoB,
BBI3BIBAIOIIINX cOoi
(bYHKIMOHUPOBaHUS
JTUCKPEUTHPOBAHHBIX
pH ux

- YCIIEIIHO CO3/IaHHOM B
JTCKPEUTUPYEMON cucreme
MeXaHn3Me epexBaTa yrnpaBiIeHHs Hajl
00paboTkoit HapyIIUTeIeM
OpPOrPaMMHOrO0 cOosl

MporpaMMaMiu
MeTaJJaHHBIE.

MIPUJIOKEHU I
00paboTKe;

Bremnnii
HapyLIUTeIb CO
CpemHIM
MOTEHLIUAIIOM,
BayTpenHuit
HapyLIUTEeNb CO
CpeIHUM
MOTEHINAIOM

MeTtagaHHEbIe,
00OBEKTEI
(aitnosoii
CHCTEMBI,
CHCTEMHOE
MPOTpaMMHOE
obecrieueHne

10

0.6

Cpenusist

Cpennsist

AKTyanpHas




YBU.150

Yrposa coost
nporiecca
ooOHoriieHus: BIOS

VYrpo3a 3akimo4aeTcss B BO3MOXHOCTH
BBIBE/ICHUS U3 CTPOSI KOMIIBIOTEPA H3-32
BHECEHNS! KPHTHYECKUX OIIMOOK B
IIpOrpaMMHOE obecrieueHne
BIOS/UEFI B pesynbrare HapyIIeHHS
rporecca ero O0OHOBJICHUSL.
Jannas yrposa o0ycioBIeHa
cnaboCTAMHU TEXHOJOTHH KOHTPONS 3a
0OHOBJIEHHEM MPOTPaMMHOTO
obecriedeHus BIOS/UEFI.
Peanuszanus naHHON yrpo3bl BO3MOKHA
B XOZ€ TIPOBEAEHHS pEMOHTa W
0OCITy)KUBaHUS KOMIIBIOTEpa Kak IIpH
YCTAaHOBKE  KOPPEKTHOM/COBMECTUMOM
Bepcun OOHOBIeHHs (M3-3a cOOeB,
IOMeX U T.I.), TaK U IIPU YCTaHOBKE
MOBPEKAEHHOH/HECOBMECTUMOM
BepcUU OOHOBIICHHUS (M3-3a OTCYTCTBHS
MEXaHU3Ma MPOBEPKH IIEIOCTHOCTH H
COBMECTHMOCTH)

Buytpennuii

HapyLIUTEIb CO

CPEeIHUM
IMOTEHIIHAJIOM

Muxpornporpa
MMHOE U
anmnapaTHoe
obecrnieueHue
BIOS/UEFI,
KaHaJIbl CBSI3U

10

0.5

cpenHsis

cpenHss

AxrtyanbHas

YBU.151

Vrposa
CKaHHPOBAHHS
Be0-CEpPBHUCOB,
pa3paboTaHHBIX Ha
OCHOBE SI3BIKA
onucanuss WSDL

VYrpo3a 3akI09aeTcss B BO3MOXHOCTH
MOTy4YEeHUs] HApPYIIUTEIEeM CBEACHHH O
TeKyled KOHQHUryparuu BeO-CIy:k0 H
HaJIMYUM B HEH YsI3BUMOCTEH MyTEM
HCCIIEIOBAHUS WSDL-unTtepdeiica
BeO-cepBepa.

Jannas yrposa o0ycoBieHa
HEJI0CTaTOYHOCTBIO Mep o
obecrie4eHHI0  KOHQHUICHINATBLHOCTH
nHopMary,  peaqu3OBaHHEIX B
WSDL-cepBrcax, NperoCTaBISIOMINAX
MOApOOHBIE  CBEACHHI O  IIOpTax,
cnyxbax M COSTUHEHHSX, JOCTYIHBIX
TI0JTE30BATEISIM.

Peanmzarus naHHON yrpo3bl BO3MOXKHA
NIPY HAJIMYMU y HapyLIMTeIs CETEBOrO
JOCTyNa K HCCIEyeMOMY CETEBOMY
pecypcy U CHeHanbHBIX IIPOTPaMMHBIX
CPE/ICTB CKAHMPOBAHUS CETH

Buemnmit
HapYIIUTENb
HHU3KUM
MMOTEHIIHATIOM

C

CereBoe
MpOrpaMMHOE
obecrieuenue,
CeTEeBOM y3el

10

0.5

cpemHsis

Huskas

Heaxryans-
Hast

Texunonorus
MPUMEHSIETCS

HE




YBU.152

Vrpoza ynaneHus
ayTeHTU(HKAINOH
HOI nHdopmanmu

VYrpo3a 3akiI049aeTcsi B BO3MOXHOCTH
OTKa3a JIETMTHMHBEIM II0JIb30BaTeIIsIM B
JIoCTyTIe K HH(OPMAITMOHHBIM
pecypcam, a Takke B BO3MOXHOCTH
MOJIy4eHHUs HapYIIUTETIEeM NPUBHICTHI
JIUCKPEUTUPOBAHHOTO  TIOJIb30BATEIIs
3a cuér cOpoca (OOHyNIEHHS, YIATICHHA)
ero ayTeHTU(HUKAIIMOHHO
nHpopmarmn.

Jannas yrposa o0ycioBieHa
c1abOCTAMH MOJHUTHKU pasTpaHHICHHS
IocTynma K ayTeHTH()UKannoHHOH
“HPOPMAIlMM U CpEICTBaM pPabOTHl ¢
YU4ETHBIMU 3aIIUCSIMU  TIOJIb30BATENEH.
Peanuszanus naHHON yrpo3bl BO3MOKHA
OpY  BBIIOJHEHMH  OAHOTO W3
CIIeTyIOIMNX YCIIOBHIA:
— INTaTHBIE CpeAcTBa paboOTBI ¢
YYETHBIMM  3alUCSIMH  ITOJIb30BaTeNel
obnamaror  QyHKIHMOHANIOM  cOpoca
ayTeHTU(UKAINOHHONW MHPOPMAINH, U
HapyLIUTENIb HOJYYHJ HPUBHIETHH B
JTUCKPEIUTUPYEMON cHucTeMe Ha
UCHOJIb30BAHUE  JAHHBIX  CPEACTB;
— HapyIIUTeNb 00JIalaeT CHelHaTbHbIM
MIPOrPaMMHBIM obecrnieueHneM,
peammsyroruM  GyHKIMIO  cOpoca
ayTeHTH(UKAMOHHON MH(OPMAIUK, U
TOJTYYHIT TIPUBUIIETHI B
JTUCKPEUTUPYEMON cHucTeMe Ha
HCIOJIb30BaHKE JaHHBIX CPENICTB

Bremranii
HapyIINUTENb
HU3KAM
MTOTCHITHAJIOM,
BnyTtpennuit
HapyIIUTENb
HU3KHM
MOTECHIIHAJIOM

C

C

CucrtemHoe
MIpOrpaMMHOE
obecreueHue,
MHKpOTIPOTpa

MMHOE
obecrieuenue,
Y4ETHBIE
JTaHHBIC
T10JIb30BaTEIIs

10

0.6

Cpenusis

Cpennsist

AKTyanpHas




YBU.153

VYrpo3a ycuneHus
BO3JCHCTBUS  Ha
BBIUHCITHTEIbHEBIE
pecypcol
IIOJIb30BaTeNeH
npu IIOMOIIIH
CTOPOHHUX
CepBEpOB

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
OCYIIECTBIECHHS HapyLIUTeNeM
OIIOCPE0BAHHOTO JEeCTPYKTHBHOTO
NIPOrpaMMHOI0 BO3JEMCTBUS Ha
JIICKPEAUTHPYEMYIO CHCTEMY OONBIINM
00BEMOM CETEBOTO TpaduKa,
reHEpPUPYEMOTr0o CTOPOHHUMU
cepBepaMH B OTBET Ha CETEBEHIS
3aIpoChl HapyIIHUTeNs,
c(hopMHpOBaHHbIC oT HUMEHH
JUCKPEAUTHPYEMOI CHCTEMBI.
I'enepupyemsiii CTOPOHHHUMU
cepBepaMu ceTeBoi TpapuK
3HAQUUTENFHO  NPEBHINIACT  00BEM
CeTeBBIX  3allpocoB, (GOPMHPYEMBIX
HapyIIUTENIEM.

Jannas yrposa o0ycroBieHa
cabocTaMu Mep MEKCETEBOTO
9KpAaHMPOBAaHHS  AUCKPEIUTHPYEMOH
WHQOPMAIIMOHHON  CHCTEMBI,  Mep
KOHTPOJISI ~ IOJUIMHHOCTH  CETEBBIX
3allpOCOB Ha CTOPOHHHX CepBepax, a
TaKKe crabocTsIMu MOZEIH
B3aUMOJCHUCTBUSL  OTKPBITBIX CHCTEM.
Peanmzarus naHHOH yrpo3bl BO3MOXKHA
IIPU YCJIOBUH HAIUYUS y HApYIIUTEIS:
— CBEJCHHH O CTOPOHHUX CEpBEpax C
HEJOCTaTOYHBIMA MEpaMH KOHTPOJIS
MOJJIMHHOCTH  CETEBBIX  3aIlPOCOB;
— CBENGHMH O CeTeBOM ajpece
JTUCKPEAUTHPYEMOI CHCTEMBI;
—  CHELHaIbHOTOo MIPOrPaMMHOTO
obecnieyens, peaanusyonero GpyHkmun
TeHepaIiy CeTeBBIX ITAKETOB

Bremranii
HapYyIINUTENb
HU3KAM
MTOTCHIIHAJIOM,
BnyTtpennuit
HapyIIUTENb
HU3KHM
MTOTEHITHATIOM

C

C

HNudopmanmo
HHasl CHCTEMA,
CeTeBOH y3ell,
CHCTEMHOE
MPOrpaMMHOE
obecrieuenue,
CETeBOC
MPOrpaMMHOE
obecrnieueHue

10

0.5

Cpenssist

Cpennss

AxTyanbHas




YBU.154

VYrpo3a ycTaHOBKH
VSI3BUMBIX BEpCHil
OOHOBJIEHUS
POrPaMMHOTO
obecrieueHus
BIOS

VYrpo3a 3akioyaercsi B BO3MOXXHOCTH
BHECEHHMS YSI3BUMOCTEH B IPOrpaMMHOE
obecrieuenne BIOS/UEFI B xome ero
OOHOBIICHUSI, KOTOpBIE MOTYT OBITH
UCIHONB30BAaHbl B JalbHEHIIEM IS
MIPUBEJCHHUS KOMITBIOTEpA B COCTOSIHHE
«OTKa3 B 00CITyKUBaHHIY,
HECAaHKIMOHMPOBAHHOTO  HM3MEHEHHs
konpuryparmu ~ BIOS/UEFI  win
BBITIOJIHCHUST BPEOHOCHOTO KOZAa MpH
KaXKI0M 3aIycKe KOMIIBIOTEpA.
Jannas yrposa o0ycroBieHa
c1aboCTAMHI Mep KOHTPOJISI OTCYTCTBHS
YSA3BUMOCTEH B TOJIBKO YTO BBIIIEIIINX
BEpCHAX OOHOBICHHS HPOIPAMMHOTO
obecnieueHust BIOS/UEFI.
Peanuszanus naHHON yrpo3bl BO3MOKHA
B XOJE MPOBEICHHS pEMOHTa H
00CITy)KUBaHUS KOMIIBIOTEPa

Buemnwii
HapyLIUTEIb CO
CpeaHUM
HNOTCHLIUAIIOM,
BuyTrpennuit
HapyLIUTENb CO
CpeHUM
MOTEHIMAIOM

Muxponporpa
MMHOE
obecrieyeHme
BIOS/UEFI

10

0.6

cpenHss

cpemHss

AKTyasnbHas




YBU.155

VYrpo3a  yrpaThl
BBIUHCIIUTEIBHBIX

pecypcoB

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
0TKa3a JETMTUMHOMY I0JIb30BATEIIO B
BBIZIEJICHUN PECYpCOB ISl 00paboTKH
€ro  3alIpocoB  M3-3a  HCHUEPHAHUA
HapyIIUTeJeM CBOOOIHBIX PECypcoB B
CUCTEME, OCYHIECTBIEHHOIO MYyTEM HX
HECAaHKLIIHOHUPOBAHHOTO  HCKITIOYEHUS
n3 OOIIETo MyJla PecypcoB Ha OCHOBE
TEXHUK «YTEUKH PECypcoB»  HIH
«BBIICTICHUS peCypcoB».
Jlannas yrposa o0ycioBIeHa
caboCTAMH MeXaHM3Ma KOHTpPOJS 3a
pacrpejeneHuemM BBIUUCIUTENBHBIX
peECYpcoB MEXAy IOJb30BATEIIMH, a
TaKKe Mep MEKCETEBOTO
9KPAaHUPOBAaHHS  AUCKPEIUTHPYEMOH
nHpopMaronHO CHCTEMBI u
KOHTPOJs  MOAJIMHHOCTH  CETEBBIX
3alpOCOB  HAa CTOPOHHMX CEpBEPaX.
Peanuzanus naHHON yrpo3bl BO3MOXHA
IIPU YCJIOBUU HAJIMYUS y HapyHIUTENS:
— CcBeleHUH o (opMaTe U mapamerpax
JIECTPYKTHBHBIX ~ BO3JeMcTBUH  Ha
CHCTEMY, MPHUBOSNINX K HCKIIOYEHHIO

(«yTeuxn» W «BBIJICIICHHUION)
CBOOOJHBIX PECYpCOB M3 OOILETO IyIa
pecypcos JTUCKPEAUTHPYEMOit
CHCTEMBI;

— TPHUBWJICTHH, JOCTaTOYHBIX IS
OCYILIECTBIICHUS JIECTPYKTHBHBIX
BO3IEHCTBUI («yTeuxm» Wi

«BBIICNICHUS») B JIHCKPEIUTHPYEMON
CHCTEME;

— OTCYTCTBHE Yy aJAMHHHCTPATOpPOB
BO3MOJKHOCTH: JUII TEXHHKH «YTE€UKH
pecypcoBy» — nepe3arpy3Ku CUCTEMbI BO
Bpemst OTHpaBKH HapyLuTeneM
OONBLIOrO  4YMCIA  3alpoOCcOB  Ha
BBIJICJICHHE PECYpCOB, a I TEXHUKU
«BBIJICNICHHS pecypcoB» -
(b opcupoBaHHOTO OCBOOOXKICHUS
PECYpPCOB, BBICICHHBIX 110 3alpocam
BPEJOHOCHBIX TIPOLIECCOB

Bremnuit
HapyLIUTEh
HHU3KHM
MOTEHIIHAIIOM,
BuyTpennuit
HapyLIUTEIb
HU3KUM
MOTEHLUAIOM

C

C

Hudopmarmo
HHas CHCTEMa,
CeTeBOH y3ell,
HOCHTEJb
nHdopmarmy,
CHCTEMHOE
MIPOTpaMMHOE
obecreuenue,
CeTeBOE
MIPOTpaMMHOE
obecneuenue,
ceTeBoi

TpaduK

10

0.6

Cpenusis

Cpennsist

AKTyanpHas




Yrpo3a 3akimrodaeTcs B BO3MOMKHOCTU
packpbITust HHGOpMaIMy, XpaHsmencs
Ha YTEepPAHHOM HocHTene (B ciy4ae

OTCYTCTBHMS ~LIM(POBAHMSA  JAHHBIX),
wii e¢ notepu (B cilydae OTCYTCTBHS .
. 5 BuyTrpennuit
VYrpoza  yTparhl | pe3epBHOI KOITHI JIAHHBIX).
. HapyLmHTeIb C Hocurens
YBU.156 HocuTenen Jannas yrposa o0ycioBieHa HHSKHM s opMATIH 10 0.5 Cpennss | Cpenss | AKTyanbHast
nHbOpMaIIN c1aboCTAMHU Mep perucTpanuy U yuéra p
. HOTEHLHAJIOM
HOcUTeNnel MHPOPMALUH, a TaKKe Mep
pe3epBHPOBAHUS 3aIHIIACMBIX
JIaHHBIX.
Peanuszanus naHHON yrpo3bl BO3MOKHA
BCIIEZICTBUE XaJTaTHOCTH COTPYJHUKOB
Vrposa 3akmouaercss B BO3MOXKHOCTH
YMBIIIJIGHHOTO BBIBEJICHUSI W3 CTPOS
BHEIIHUM  HapyIIUTENeM  CPEICTB
XpaHeHus, oOpaboTkm ©  (wiam)
BBO/Ia/BBIBOJIA/TIEpEIadl HH(POPMAIHH,
YTO MOXET IPHUBECTH K HapYIICHHUIO
JOCTYITHOCTH, @ B HEKOTOPBIX CIy4asx
Yrposa y i p yHaix
u [eJIOCTHOCTH 3aIUIaeMoi
(huzmgecKoro
nHpopmarmn. Cepsep,
BBIBCICHUS u3
Nannast yrposa o0ycioBIicHa . pabouas
CTpost CpeICTB Bremnuit
DAHCHIUS crabocTaMu Mep KOHTPONS | o 0 eh  © CTaHIHS,
VBU.157 P ’ (bu3UYIeCKOro [OOCTyma K CpPeACTBaM Py HOCHTEITh 10 0.6 Cpennsisi | Cpennsist | AKTyanbHast
00paboTKH u HU3KAM
XpaHeHUs, o0paboTkm ©  (Wim) “HpOpMAIHH,
(umm) MOTEHLUAJIOM
BBOJIa/BBIBOJIA/TIEpEIadl WH(POPMAIIHH. anmapaTHoe
BBOJIa/BBIBOIA/TIED s
exaan Peanusaiys 1aHHOH yrpo3bl BO3MOXKHA obecnieyeHne
TPH YCIIOBHH MOJTYYEHUs HAPYLIUTENeM
nHpOpMAIIH pH Yy i pym

(U3UYIECKOTO JOCTyNa K HOCHTEISIM
nHdopmaruy (BHEIIHUM, CHEMHBIM U
BHYTPEHHHMM HaKOITUTEJISIM), CPEJICTBAM
06pabotky mHpOpManuu (Iporeccopy,
KOHTpOJUIEpaM YCTPOHCTB W T.I1.) H
cpeIcTBaM BBOJIA/BBIBOJIA HHPOPMAIHU
(xymaBMaTypa u T.11.)




er03a 3aKJIIOYA€TCsI B BO3MOXKHOCTH

yTpatsl XpaHsLeHcst Ha
bopmaTupyemMom HOCHTEIEe
nHpopmarmy, 3a4acTyIo oe3

BO3MOXHOCTU €€ BOCCTAHOBIICHHUS, W3-
3a MpeTHaMEpPEHHOTO HIIH CIIy4aifHOro

BBITIOJTHEHUS TIPOLETYPEI
(dhopmMaTupoBaHUL HOCUTEIA N
Buemnwii
HHPOPMAITHH.
HapyLmHTeIb C
Jannas yrposa o0ycioBIeHa
VYrposa HU3KUM
c1aboCThI0 Mep OTpaHMYEHUs JOCTYIIa
(dopmaTHpoBaHUs N MOTEHIHAIIOM, Hocurens
YBU.158 9 K CUCTEMHOH yHKIIN . 10 0.6 Cpennss | Cpennss | AKTyanbHas
HocuTenei .. | BHyTpeHHuii nHpopmarmu
(dopmaTupoBaHus HOcHTeTei
UHbOpPMALUH HapyLIUTeIb C
“HPOPMAIHH.
N HHU3KHM
Ha peanuzanuio fgaHHOW  yrpossl
MOTEHIINAJIOM
BIMSIOT  Takue  (DAaKTOpHl  Kak:
- BpeMms, npouiesuee nocie
(dopmaTupoBaHus;
— THO  HocHTens  WH(GOpMaLuH;
— Tun (aiIoBOH CHUCTEMBI HOCHTEIS;
— HWHTCHCHBHOCTh B3aMMOJICHCTBUS C
HOCHTeNneM mocie (HOpMaTHPOBAHHUSA H
Ip.
VYrpo3a 3aKI0d9aeTcsi B BO3MOXHOCTH
MOTY4YEeHUs] HApPYMIUTEIEeM JOCTymna K
3anmuaeMon nHpopmarmy,
BBITIOJTHEHUS HPUBHIIETUPOBAHHBIX
onepanuii WiIM OCYLIECTBICHHMS WHBIX
JIECTPYKTUBHBIX BO3JIEHCTBUI Ha
HEKOPPEKTHO 3alUIIEHHBIE
KOMITOHEHTBI BeO-TIPHIIOKEHNUI.
aHHas 03a o0ycioBieHa . o
A yrp 4 Buemnwmii CereBoii y3ern,
Yrpoza c1aboCTAMHU (mmu OTCYTCTBHEM)
HapyLHUTEIb C ceTeBoe
YBU.159 «(hOpCUPOBAaHHOTO | MeXaHM3Ma MPOBEPKH KOPPEKTHOCTH HUSKUM DOIDAMMHOE 10 0.6 Cpennsist | Cpennss | AKTyanbHas
Be0-Opay3uHra BBOJMMBIX JIaHHBIX Ha BeO-cepBepax. porp
MOTEHIINAIOM obecrniedyeHme

Peanu3zarus qaHHON Yrpo3bl BO3MOXKHA
MpU YCIOBHH YCIICITHON peau3aluu
«PYYHOTO BBOJA» B QIPECHYIO CTPOKY
BeO-Opaysepa OmnpenenéHHBIX aapPecoB
BeO-cTpaHuIl u OCYIIECTBIICHHUS
MIPUHYIUTEIHHOTO TePexoa Mo IPeBy
BeO-caiiTa K CTpaHUIAM, CCBUIKM Ha
KOTOpbIE SIBHO HE YyKa3aHbl Ha BeO-
caiite




Yrpo3a 3akimrodaeTcs B BO3MOMKHOCTU
OCYILECTBICHUS BHEITHUM
HapyIIUTeNeM KpaXkn KOMIbIoTepa (4
MOJIKITIOYEHHBIX K HEMY YCTPOWCTB),
USB-nakomnurenei, ONTHYCCKUX
JMCKOB WM IPYTHX CPEICTB XPAHEHHUS,

00paboTKH,  BBOJA/BBIBOJA/TIepeaadn
Vrpoza xwuiieHus | uHOOpMALHH. Ceppe
CpelcTB HManHas yrposa o0ycioBieHa a6poq£;;
XpaHeHus, crnabocTsMu Mep KOHTpoJisl | BHemHuit (I:)TaHL[I/ISI
00paboTKI U | Gu3nyecKoro MJOCTyma K CpPEACTBAM | HAPYILIUTENb C ’

YBU.160 p ¢ AocTyn P Py HOCUTEIb 10 0.6 cpenHsas | cpenHsAs | AKTyalbHas
(vm) XpaHeHus, o0paboTkM © (W) | HU3KUM HH(opMaLH
BBO/Ia/BBIBOZI/TICp | BBOJA/BBIBOAA/TEpeaaud MHGOPMALUH. | HOTCHLHAIOM armap aTHoe’
efauu Peanuszanus naHHON yrpo3bl BO3MOKHA P
obecrieyeHue

UHpOpMALIH IpY YCJIIOBUM HAJIMYMS Y HApYIIMTENS

(M3UIECKOTO JOCTYNa K HOCHUTEISIM

nHdopmaruy (BHEIIHUM, CHEMHBIM U

BHYTPEHHHM HaKOIUTEIISIM), CPEACTBAM

00paboTku MHpOpMalmu (Ipoueccopy,

KOHTpOJUIEpaM YCTPOHCTB W T.1.) H

cpeIcTBaM BBOJA/BBIBOJA HHPOPMAIHU

(xyaBMaTypa u T.11.)

VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH

BO3HHKHOBEHHMS CHTYallU THIIA «OTKa3

B OOCIy)XHUBaHMH» CO  CTOPOHBI

BBIYHCIIUTEBHOTO OJISt
VYrposa

CYIEPKOMITBIOTEPA.
Ype3MEPHOTO

Hannast yrposa o0ycioBieHa
HCHOJIb30BaHUS

cnmabocTAIMH  Mep  KOHTpoisi — 3a
BBIYHCITUTEIBHBIX .
pecypeoB pacnperneneHueM BBIYHCIIUTENBHBIX | BHyTpeHHHI Brrumcnurens

€CYpCOB  CYIEpKOMIIbIOTEpa  IIPU | HapyIIUTENb C HBIC Y3JIBI Heaxryanb- | TexHomorus He

YBU.161 CYNEepKOMITBIOTEPA peeyp yrep P P Py y 10 0.5 cpemHsis Huskas y

s xone o0paboTke  3agayd  HECKOJBKHUMH | HU3KHM CYIEPKOMITBIO Hast pPUMEHSIETCS

MPOLIECCOPAMH. HOTEHLHAJIOM Tepa
HHTEHCHBHOTO .
o6MeHa Peanusaiys TaHHOH yrpo3bl BO3MOXKHA

pH YCIIOBHU BBITIOJTHCHUS
MEXITPOIIECCOPHEI

CYNEPKOMITBIOTEPOM crienuQUIHbIX
MH COOOIICHHSIMH

BBIUHCIMTENBHBIX  33/a4, B  XOJe

KOTOPBIX TeHEPUPYIOTCS

MEXIIPOLIECCOPHBIE  COOOIIEHUS €
00JILIION MHTEHCUBHOCTBIO




YBU.162

VYrposa
JKCIUTyaTalin
uudpoBoit
MOAIICH
MPOrPaMMHOTO
KoJa

er03a 3aKJIFOYA€TCsI B BO3MOXKHOCTH

TTOBBIIICHHS HapyLIUTEIEM
NIPUBWIETUI B CHCTEMAX,
HCTIONB3YIOINX LUPPOBYIO IMOIIHUCH
Kojda B KadyecTBe CBsI3yIOLIEH

nHpopMaIMy MeXy IPOrpaMMon u eé
TIPUBHJICTHSIMH, ITYTEM JTHCKPEANTALINH

MeXaHHu3Ma MOANUCHIBAHUS
MIPOTPaMMHOTO Koja.
Jlannas yrposa o0ycrnoBieHa
ciaabocTsaMu B MEXaHHU3ME

MOJNKCHIBAHKUS IPOTPAaMMHOTO  KOJa.
Peanmmzarust aHHON yrpo3bl BO3MOXKHA
pu CIIETYIOIINX YCIIOBHSX:
— JUCKPEIUTHPYEMBIH IPOTrpaMMHBIH
KOJI HallMCaH ¢ HOMOIIbI0 (peiiMBOpKa
(framework), MOJICPIKUBAIOLIETO
MOJNKCHIBAaHIE MPOTPaMMHOTO KOJa;
— JIUCKPEIUTHPYEMBI MPOrpaMMHBIN
KO MOINIMCaH BEH/I0pPOM
(TTocTaBIIMKOM MIPOTrPaMMHOTO
oOecrieveHus );

— HapyIIUTeNb HMEeT BO3MOXKHOCTB
BHEJPUTH  IPOTPAaMMHBEIH  KOX B
JUCKPETUTHPYEMBIH KOMITBIOTED

Buemnwii
HapyLIUTEINb
HU3KUM
MOTEHIHAIIOM,
Buytpennuii
HapyLIUTEh
HHU3KHM
MOTEHINAIOM

C

C

CucrtemHoe
MPOTrpaMMHOE
obecreueHue,

MIPUKIIaJHOE
MIPOTpaMMHOE
obecreueHune

10

0.6

Cpenssist

Cpennss

AxrtyanbHas




YBU.163

Vrpo3a nepexsara
HCKITIOUEHHSI/CUTH

ana 3
NPUBHIETUPOBAHH

oro OJ10Ka
byHKIUI

Yrpo3a 3akimrodaeTcs B BO3MOMKHOCTU
HapyIIUTeNsl IIOMyYUTh TIpaBa Ha
JOCTYNl K 3alllUIIaeMoi HHbopManuu

MyTEM nepexsara
HCKJIIOUYEHHI/CUTHATIOB,
CTCHEPUPOBAHHBIX Y4aCTKOM
IIPOTPaMMHOTO KOJia, MCHOJHIEMOTO ¢
MOBBILICHHBIMA [PUBUICTUSIMU
(TpHUBHUIETHPOBAHHBIM GJ10KOM
(GyHKUMI) 1 colepKamero KOMaHabl 10
YIPaBJIECHUIO 3alUIIAEMON
“HpOpMAaIeH.

JlanHas yrposa oOycIOBJIEHA TEM, YTO
BBI30B NPOTpaMMHBIX (QyHKUHH B
MPUBUJICTUPOBAHHOM pexume

1o/ipa3yMeBaeT OTKIIIOYEHHE ISl HUX
MEXaHU3MOB pa3rpaHUYEHUsl JIOCTYIA.
Peanuzanus 1aHHON yrpo3bl BO3MOXKHA

npu CIIELYIOIIUX YCIIOBHSIX:
—  JIHCKpPEAWTHpyeMas  Mporpamma,
HanucaHa Ha S3BIKE
POTrPaMMHUPOBAHHS,

HOIICPKUBAOIIETO MEXaHH3M
MPUBUIICTUPOBAHHBIX 610K0B
(Hampumep, Java);

— B JIHCKPEIUTHPYEMOW MpOrpamme
BBI30B PHBHJICTHPOBAHHBIX  OJIOKOB
OCYIIECTBIEH He0e30MacHbIM
crnoco0oM (HMCMOIB30BaHO ITyOIUIHOE
OOBSBIICHHE BHYTPEHHUX (YHKIIHIA,
UCIIOJIb30BaHA T€HEpalys UCKIIOYCHUH
U3  TPUBWIETMPOBAHHOTO  OJIOKa);
— HapymwuTens oOnagaer IpaBaMy,
JIOCTAaTOYHBIMH ULt nepexsaTa
MPOrpaMMHBIX HCKITFOYCHHIT B CHCTEME

Bremnnii
HapyLIUTENb CO
CpeIHUM
MTOTCHIIHAJIOM,
BnyTtpennuit
HapyIIUTENb CO
CpeHUM
MTOTEHITHATIOM

CucremMHOE
NPOrpaMMHOE
obecnieuenne

10

0.6

cpenHsis

cpemHss

AxTyanbHas




VYrpo3a 3akiIod9aeTcsi B BO3MOXHOCTH
pacnpocTpaHeHHs HEraTHBHBIX
MOCJIEACTBUH OT peaju3allid yrpo3 Ha
(bHU3NUECKOM MIIH BUPTYaJIbHOM YPOBHE
001a4HO# MHQPACTPYKTYpHl HA YPOBHU
YIpaBIE€HUsS M OPKECTPOBKH, a TaKiKe
Ha Bce HH(OPMAIMOHHBIE CHCTEMBI,

pa3BEpHYTHIC Ha 6aze
JIUCKPETUTUPOBAHHOMN 00aqHOI . Oo6naynas
HHQPACTPYKTYpHI Brewmnmii nH)pacTpyKT
VYrposa PACTPYKTYPHI- HapyLUIUTeNb ¢ PaACTPYK
Jlannas yrposa o0ycoBIeHa ypa,
pacnpocTpaHeHUs HHU3KHM
HEBO3MOXKHOCTBIO (DYHKIIMOHUPOBAHHS CO3J]aHHAas C
COCTOSIHUSI «OTKa3 MOTEHIHAJIOM, Heakryans- | Texnomorus HE
YBbU.164 “HPOPMAIIOHHBIX CHCTEM B oOiake . HCTIOJIb30Ba- 10 0.5 cpenHss Huskas
B 0OCITy)KUBaHUM» . . | BHyTpeHnmii Has IIpUMEHSeTCs
. | Ipu HEKOppeKTHOH paboTe camoii HHEM
B o0magHO N HapyLIUTENb € .
00auHOi MH(PACTPYKTYpHI, a TaKxKe TEXHOJIOT Ui
HHPpaCTpyKType HU3KUM
3aBUCUMOCTBIO  pabOTOCIIOCOOHOCTH BUpTYyaJH3a-
o . | TIOTeHIHaIOM
BEPXHUX ypoBHel o06J1auHoi n
HH)PaCTPYKTYpHI oT
paborocmocobHOCTH HIDKHUX.
Peanuszanus naHHON yrpo3bl BO3MOKHA
B ClIydae TIPHUBEICHUS  OOIadYHOU
MHPPACTPYKTYPHl HAa (PU3HYECKOM WU
BUPTYaJbHOM  ypOBHE o0J1agHOM
HHQPACTPYKTYpHl B COCTOSIHHE «OTKa3
B 00CITY)KHBaHHM»
VYrpo3a 3aKI09aeTcss B BO3MOXHOCTH
HapyIICHUS 0e30MacHOCTH
3aImuIaeMoit nHpopMmaIy BCaeaCTBHE
HIHIL popman a [Iporpammuoe
BBIOOpa Uil NPUMEHEHHS B CHUCTEMe
obecreuenue,
KOMIIOHEHTOB HE B COOTBETCTBUH C HX
3aaHHBIMH TIPOEKTHPOBIUKOM TEXHIHCCKOe
VYrposza p P CpelCTBO,
(YHKIMOHATBHBIMA o
BKJTIOYEHHS B . BHyTpenHuit nHpopmarmo
XapaKTepUCTUKaMH, HaJI&KHOCTBIO, MoTenmman
HPOEKT HE HapyLIHUTEeIb CO | HHas CHCTeMa, HeakTyaJlbHa
YBU.165 HAIMYUEM  CepTHOUKATOB W [Ip. 10 0.5 Cpenusist HU3Kas HapyLIATEIS
JIOCTOBEPHO CpeTHUM KJTI0YeBast s
JlanHas yrposa o0ycioBieHa HEJIOCTAaTOueH
HCITBITAHHBIX MOTEHIINAIOM cucreMa
HEJIOCTaTOYHOCTBI0 MEp IO KOHTPOJIIO
KOMITOHEHTOB HHPOPMAIIO
3a OmMOKaMH B XOJ€ MPOSKTHPOBAHMS -
CHCTEM, CBSI3aHHBIX C 0E30MAaCHOCTBIO.
N HHPPACTPYK-
Peanmzarust maHHON yrpo3bl BO3MOXKHA TypbI

IIPU YCIIOBHUU BBIOOpA IJIsI IPHMCHEHHUS
B CHCTEME KOMIIOHEHTOB IO IIEHE,
pa3peKIaMHPOBAaHHOCTH U JIP.




er03a 3aKJIIOYA€TCsI B BO3MOXKHOCTH

CHIDKCHUS CKOpPOCTH 06paboTKH
JTaHHBIX (t.e. JIOCTYITHOCTH)
KOMIIOHEHTaMH TIPOTPaMMHOTO
obecniedeHys (MM CHCTEMBI B IIEJIOM)
u3-3a BHeApeHHs B Hero (B Hef) [Iporpammuoe
N30BITOYHBIX KOMITOHEHTOB obecrevyeHue,
(M3HA4YaIBHO HEHY>KHBIX WiIn “HpOPMAIIO
HEO0OXOMMOCTb B KOTOPBIX OTNaja NpH | BHyTpeHHHI HHAasl CHCTEeMa,
YTpO3a BHEJPCHNHA BHECEHNN W3MEHEHHWH B IPOEKT). | HapyIIUTEIb CO KITI09eBast HeakTyaJbHa Horexuman
VYBU.166 CHCTEMHOIA P ) Pyt 10 0.5 Cpennsist HU3Kast y HapYILIUTEIs
Jannas yrposa 00yCIIOBJICHA | CPEIHUM cucreMa o
U30BITOYHOCTH HEZ0CTAaTOuCH
HEIOCTATOYHOCTBIO MEp MO KOHTPOJIO | IOTCHIHAIOM nHpopmarmo
3a OmMMOKAaMH B XOJ€ HMPOEKTHPOBAHHS HHOM
CHCTEM, CBS3aHHBIX C 0€30MacHOCTHIO. HHPPACTPYKT
Peanuszanus naHHON yrpo3bl BO3MOKHA ypbI
IPY YCIOBUM BHECCHUsS HM3MEHEHHIl B
HepeyeHb 3aj1ay, peraeMbIx
MIPOEKTHPYEMBIM MIPOrpaMMHBEIM
obecrieyeHreM (mpoextupyemoit
CHCTEMON)
VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
HapyIICHUS 06e30MacHOCTH
3anuuaeMon nHpopmanmu
BPEIOHOCHBIMU HporpaMMamy,
CKPBITHO  yCTAQHABIMBAaCMBIMH  MPH
MOCEIICHUU TOJIB30BATEIIMH CHCTEMBI
¢ pabounx MecT (HaMEpeHHO WU IpH
CIIy4ailHOM IE€pEHANpaBICHUU) CalTOB
VYrposa 3apaxeHust i p P ) . .
¢ HeOmaroHaj&KHBIM COJEP)XUMBIM U | BHyTpeHHuit CerteBoii y3edn,
KOMIIbIOTEpA IPHU [Hotenuunan
3alMyCKaeMbIMH  C  NPUBWIETHSMH | HapylIUTEIb C ceTeBoe HeakTyaJlbHa
YBU.167 MOCEIIECHUN o 10 0.5 Cpennsist HU3Kas HapyLIATEIS
. JIMCKPEANTHPOBAHHBIX MOJB30BaTeNeil. | HU3KUM MIpOorpaMMHOE
HeOIaroHaaEXHbIX HEZOCTAaTOueH
caiiToB Jannas yrposa 00yCJIOBJICHA | MOTCHIHAIOM obecrnieyeHue

c1aboCTAMH MEXaHH3MOB (HIIBTPAIHN
ceTeBoro Tpaduka M AHTHBHPYCHOTO
KOHTPOJSI HA YPOBHE OpTaHM3ALUM.
Peanuszanus naHHON yrpo3bl BO3MOXKHA
pu YCIIOBHHU MOCEIICHUS
MOJIG30BATEISIMH CHUCTEMBI C pabounx
MeCT CcalToB ¢ HeOnaroHaaEéXHbIM
COJIEPKUMBIM




YBU.168

VYrpoza «kpaxu»
yuéTHOH  3ammcu
JocTyna K
CETEBBIM

cepBHCcaM

er03a 3aKJIFOYacTCd B BO3MOXHOCTHU

HETIPaBOMEPHOTO 03HAKOMJICHUSI
HapyIIUTeNIeM c 3aIInIaeMoi
nHdopmarmeil moab3oBaTeNs  ITYTEM
MOJTy9YEHUS rHpOpMAIUU

uaeHTUGUKAINH/ayTeHTH)UKALIIH,
COOTBETCTBYIOLIEH  Y4ETHOM 3amucu
JOCTyIa TOJIb30BaTeNsl K  CETEBBIM
cepBHCaM (conmanpHOI cerH,
00JIauHBIM CcepBHCaM U Jp.), C KOTOPOH
CBsI3aH HEaKTHBHBIN/HECYIECTBYIOIIIH
azpec IJIEKTPOHHOM MIOYTHL
Jannast yrposa o0ycroBieHa
HEZOCTATOYHOCTBIO MEp KOHTPOJA 3a
AKTUBHOCTBIO/CYIIIECTBOBAHHEM
SIIUKOB 9NIEKTPOHHOM HOYTBL.
Peanmzarus naHHOH yrpo3bl BO3MOXKHA
npH YCIIOBHSIX:
— HaJIM4Us cTaTryca «CBOOOJEH s
3aHUMaHUs» Yy ajpeca dJIeKTPOHHOH
MOYTHl, C KOTOPBIM CBs3aHA Yy4ETHas
3alUCh  JOCTyNa  IONB30BAaTeNs K
CEeTeBBIM CepBUCaM (HAIpuUMep, eciu
T0JIL30BATENb YKa3all IPU PErHCTPALIUK
HECYIECTBYIOIMI apec HiIH J0JIro He
oOpamancss K IOYTOBOMY  SIIIHKY,
BCIIEJICTBUE 4YEro, €ro OTKIIOYMIN);
— HaJIMYMS y HAPYIIUTENs CBEJCHUH 00
ajpece  OICKTPOHHOM  MOYTHL, C
KOTOPBIM CBsi3aHa y4€THas 3aIuch
JIMCKPEAUTUPYEMOTO TIOJIB30BATENS IS
JIOCTYTIA K CETEBBIM CEpBHCAM

Bremawmit
HapyLIUTENb C
HHU3KUM
MMOTEHIINAJIOM

CeteBoe
MPOrpaMMHOE
obecreueHme

10

0.6

Cpenssist

Cpennss

AxTyanbHas

YBHU.169

VYrpo3a Hamuuus
MEXaHH3MOB
pa3paboTurka

Vrpo3a 3akmouyaercsi B BO3MOXXHOCTH
mepexBara yIpaBJIeHHs] IPOrpaMMOoii 3a
Cu4€T  WCIONB30BaHUS  OTJIAJOYHBIX
MEXaHU3MOB (cnenmaabHBIX
MIPOTrPaMMHBIX dyHKIMi W
anmapaTHbIX 3JIEMEHTOB, TOMOTAIOIINX
MPOBOAUTh TECTHPOBAaHHE W OTIAJKY
CpeICTB BO BpeMs HX pa3pabOTKH).
HManHas yrposa o0ycioBieHa
HEZOCTATOYHOCTBIO MEp 10 KOHTPOJIIO
3a omuOkaMM B XoAe pa3paboTKu
CpelncTB 3aLIUTHI uH(OPMAIIUHL.
Peanu3anust JaHHOH yrpo3sl BO3MOXKHA
OpH YCIOBHM, YTO B IpOrpamMMe He
yIaJeHbl OTIaI0YHbIE MEXaHU3MBI

BHyTpenHuit
HapyLIUTEIb CO
CpeHUM
MOTEHLUATIOM

[Iporpammuoe

obecnieuenue,

TEXHUYECKOe
CPEICTBO

10

0.5

CpeaHsas

Cpeansis

AKxrtyanbHas




YBU.170

VYrposa
HEpaBOMEPHOT0
M poBaHUs
uHbopMaIru

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
(akTHUeCKOM IOTepH  JIOCTYITHOCTH
3alMIaeMbIX  JAHHBIX  H3-32 KX
HECaHKIIMOHUPOBAHHOTO
KpHUITOTpadMIecKoro Mmpeodpa3oBaHUs
HapYIIUTENIEM C TIOMOILIBIO U3BECTHOTO
TOJIBKO €My CEKPETHOTO  KIIoua.
JlanHas yrpo3a o0ycloBIeHa HaTUIUEM
cmabocTeil B aHTUBUPYCHOU 3amure, a
TaKke B MEXaHW3Max pa3rpaHHYCHUS
JIOCTYIIa.

Peanmmzarust aHHON yrpo3bl BO3MOXKHA
IIPU YCIOBHH YCHENIHOH YCTaHOBKH
HapyIIUTeNeM Ha AUCKPEIUTHPYEMBIi
KOMIIBIOTED cpencTBa
KpUNTOrpaUuecKoro mnpeodpa3oBaHus
nHopMammu, a TaKKe YCIEIIHOTO
O0OHapyKEHUS (uneHTHUKAIMN)
HapYIIUTEJIeM 3alHIIaeMbIX (aiIoB

Buemumi
HapyIINUTENb
HU3KAM
MTOTCHI[HATIOM

C

OOBeKT
(aitnoBoii
CHCTEMBI

10

0.6

Cpenssist

Cpennss

AxrtyanbHas




YBU.171

Vrposa
CKPBITHOTO
BKJTIOYEHHS
BBIYHCITHTEIBHOTO
yCcTpoiicTBa B

cocTas 00T-ceTu

er03a 3aKJIFOYaCTCAd B BO3MOXHOCTHU

OIIOCPEZIOBaHHOTO OCYIIECTBIICHUS
HapyIIUTeNIeM JIECTPYKTHBHOTO
BO3JeiicTBUS HAa  HMH(OPMALMOHHbBIC
CHCTEMBI c MHOXECTBA
BBIYUCIIUTEIIBHBIX ycTpoiicTB
(KOMIBIOTEPOB, MOOMIIBHBIX

TEXHHYECKHX  CpPeACTB H  1p.),
MOAKIIOYEHHBIX K ceTH VIHTepHer, 3a
cuéT 3axBaTa YNpPaBICHHS TaKUMHU
yCTpoHCTBaM yTEM
HECaHKIMOHUPOBAHHOW YCTAaHOBKM Ha
HHX:

— BpemonocHoro I1O Ttmma Backdoor

JUTSE obecrieueHus HapYIIUTEs
BO3MOXKHOCTBIO YIaJIEHHOTO
JIOCTYyTa/yIpaBiIcHUS
JMCKPEAUTUPYCMBIM BBIYHCIUTCIBHBIM
ycTpoiicTBOM;

— kiuentckoro ITO 1 BKIIOYEHHS B
GOTHET M HCHOJIb30BAHUS CO3JAQHHOTO
TakuM 00pa3oM OOTHETa B Pa3IMUHBIX
NPOTHBONPABHBIX ~ LENAX  (pacchuika
criama, IIPOBEJICHNE aTaK TUIa «OTKa3 B

00CITy)KUBAHUI u Ip.).
Jlannas yrposa o0yciioBIIeHa
YSI3BUMOCTSIMH B CETEBOM
MIPOTPaMMHOM obecrieueHNN u
caabocTsaMu MEXaHH3MOB
AHTUBHPYCHOTO KOHTPOJISI u
MEKCETEBOTO IKPAHUPOBAHHSI.

Peanuzanus 1aHHOW yrpo3bl BO3MOXKHA
Mpy  YCJIOBUM HaM4YMsl BBIXOAA C
JUCKPETUTHPYEMOTO BBIYUCIUTEILHOTO
ycrpoiicTBa B ceTh MHTEpHET

Bremamit
HapyIIUTENb
HHU3KAM
IIOTCHI[HATIOM

C

CereBoii y3em,
CETeBOE
MPOTrpaMMHOE
obecreueHune

10

0.6

Cpennsist

Cpennss

AxTyanbHas




er03a 3aKJIFOYA€TCsA B BO3MOXKHOCTH

HapyLIeHUs 06e301acHOCTH

3anMIaeMon “HpOpMAIUU

TI0JTE30BATENIS BPEIOHOCHBIMA

IIporpaMMaMH, CKPBITHO

YCTaHABIMBAEMbIMU IIPU  MOJTYyYCHUH

TI0JTb30BATEISIMU CHCTEMBI

JMEKTPOHHBIX  TIHCEM,  COAEPXKAIIUX

BPEIOHOCHYIO MporpamMmy THIA

«TOYTOBBII  YEpBbY, a  TaKke N
VYrposa . Buemnwii

HEBOJIBHOTO Y4YacTHsl B JalbHeimeM CeteBoe

YBU.172 PACTIPOCTPAHCHHA NIPOTUBOIPABHOM  PACIPOCTPaHEHUU HapyIHIHTess ¢ NIPOrpaMMHOE 10 0.6 Cpennss | Cpennss | AKTyanbHas
«TMOYTOBBIX HHU3KUM
N BPEZIOHOCHOTO Koza. obecrieyeHme

yepBei» MOTEHIINAIOM

HNannas yrposa o0ycioBIeHa

crabocTaMu MEXaHU3MOB

aHTUBHPYCHOTO KOHTPOJISL.

Peanuszanus naHHON yrpo3bl BO3MOKHA

pu yCIIOBHU HaJIM9IHs y

TUCKPEAUTUPYEMOTO TIOTb30BATENS

IEKTPOHHOTO IIOYTOBOTO SIIIMKA, a

TAKOKe HAINYUS B €r0 aJpPEeCHOW KHHTeE

X0oTd OBl OXHOTO ajpeca IPYroro

10JIb30BaTEIIs

Yrpo3a 3akimroyaeTcs B BO3MOXKHOCTH

HETIPaBOMEPHOTO OCYIIIECTBIICHUS

HapyIIUTENeM MacCOBOM  PacCBUIKH

KOMMEPUECKHX, TIOJUTHIECKHX,

MOIIEHHNYECKUX U HHBIX COOONICHHH

Ha BeO-cepBep 0e3 3ampoca co CTOPOHBI

JMCKPETUTUPYEMBIX BeO-cepBepoB.

HNannast yrposa o0ycoBieHa

YS3BUMOCTSIMU MEXaHH3MOB

¢bunbTpanyu cooluennii, | Buemrnumit Cerenoe

VEIL1T3 Yrpo3a «cmama» | MOCTYMAIONIHX w3 - cetn WnrepHer. | HapymmTens ¢ HIpOrpaMMHOe 10 06 cpeman | cpemmss | AkryanbHas
BeO-cepBepa Peanmzarys maHHOH yrpo3bl BO3MOXHA | HHU3KHM
obecneueHne

pu yCIOBHU HaITYIHS B | TIOTEHIHATIOM

JUCKPETUTHPYEMOM BebO-cepBepe

aKTHBUPOBAaHHOTO (GyHKIMOHATA,

peann3yIomero pasiu4yHble TOYTOBBIC

cepaepa, CITY>KOBI JIOCTaBKH

MIHOBEHHBIX  COOOIIEHMI,  Oiorw,

(GbopyMBI, ayKIMOHBI BeO-Mara3wHOB,

OHJIalfH-CepBUCHl  OTmpaBkn  SMS-

COOOIIEHNUH], OHJIaITH-CEepPBUCHI

T'O0JIOCOBAHUA U JP.




YBU.174

Vrposa
«hapmuHTa)

er03a 3aKJIFOYacTCd B BO3MOXHOCTHU

HEIpaBOMEPHOTO 03HAKOMJICHUSI
HapylIUTENEM c 3allUIIaeMON
nHpOopMaren (B T.4.

uaeHTU(GUKAINH/ay TeHTH(HKALIN)

MOJIb30BATEIIS myTéM CKPBITHOTO
MepCHAIPABICHUS  TMOJb30BATENs  HA
HOAAEIBLHBIN cait (BBITIISL AU
OJIMHAKOBO C OpPUTHHAIBHBIM), Ha
KOTOPOM  OT  JHCKPEAUTHPYEMOTO
MOJIb30BATEIIS Tpebyercs BBECTH

3aIIUIIACMYIO nHpopmarmio.
Jannast yrposa o0ycroBieHa
YS3BUMOCTSIMHU DNS-cepgepa,
MapIIpyTH3aTopa.

Peanuzanus 1aHHON yrpo3bl BO3MOXKHA
NP YCIOBUU HAITUYUS Y HAPYIIUTEIS:
— CBEIEHUH O KOHKPETHBIX CcaiTax,
MOCEIIAaEMBIX  ITOJIb30BATCIIEM, Ha
KOTOPBIX TpeOyeTcsl BBOJ 3allHIaeMOn
WHPOPMAIHIH;

— CpeACTB CO3JaHHA U  3aIlycKa
MOICITLHOTO caiira;
— CHENHUATBHBIX MPOTPAMMHBIX CPEIICTB
THNA  «IKCIUIONT»,  pean3yIoNnX
NepeHanpapieHe I0JIb30BaTeNisl Ha
MOIIeTTLHBINA CaMT.
Kpome TOrO, yrpose maHHOTO THIIA
MMOJBEP)KEHBI IOJUIMHHBIE CANTHI, HE
Tpedyromue YCTaHOBJICHUS
06e3011acCHOTO COCIMHEHMS nepen
BBOJIOM HH(OPMAIMHA OrPAaHHMYCHHOTO
JI0CTyTa

Bremamit
HapyIIUTENb
HHU3KUM
[MOTCHI[HAIOM

C

Pab6ouas
CTaHIus,
CeTeBoe
MIPOrpaMMHO€
obecrieuenue,
CEeTeBOM

Tpaduk

10

0.6

cpenHsis

cpemHss

AxTyanbHas




YBU.175

VYrposa
«(ummmHra

er03a 3aKJIIOYA€TCsI B BO3MOXKHOCTH

HEMPaBOMEPHOTO 03HAKOMJICHUS
HapyIIUTEIIEM c 3anunaeMon
nHpOpMaIen (B T.4.

naeHTHGUKanIH/ay TeHTH(OUKAIIN)
MOJIb30BATENs MyTEM YOXKICHHS €ro ¢
MIOMOLIbIO METOZOB COLUaIbHOI
HHKCHEpHH (B T.4. MOCBUIKOW LIENEBBIX
muceM (T.H. spear-phishing attack), ¢
IIOMOIIBIO 3BOHKOB C BOIPOCOM 00
OTKPBITHH BIIOXKCHUS 1 (GSYER
UMHUTALUCH PEKIAMHBIX MPEUIOKCHUH
(fake  offers) WIA  Pa3IU4HbIX
npunoxennii (fake apps)) 3aiitu Ha
HOAIEIbHBIA calT (BBITJIS AL
ONMHAKOBO C OpHTHHAIBHBIM), Ha
KOTOPOM  OT  JHUCKPEIUTHPYEMOTO
noip3oBatenas — TpeOyercs  BBECTH
3anMiiaeMyr0  HHGOpMAlMI0 WK
OTKPBITh  3apaXEHHOE BJIOKCHHE B
IIChME.

Jannast yrposa o0ycioBieHa
HEI0OCTaTOYHOCTBIO 3HAHUI
MOJTb30BaTeNel 0 METOoax U CPeCTBaxX
«ummHTay.

Peanuszanus naHHON yrpo3bl BO3MOKHA
MPU YCJIOBUU HAITUYHUS Y HAPYIIUTEIS:
— CBEIEHUH O KOHKPETHBIX CcaiTax,
MOCEIIaeMbIX  IOJIb30BATeNieM,  Ha
KOTOPBIX TpeOyeTCsl BBOJ 3alHIaeMOn
WHPOPMAIIH;

— CpeAcTB CO3laHMA W  3aIycKa
MOIICALHOTO caiiTa;
— CBEJICHUI O KOHTAKTaX MOJIb30BATENIS
C JIOBEpeHHOW opraHu3anueil (HoMep
Tenedona, anpec IIEKTPOHHOHW MOYTHI

u Ip.).
Hnst yOexIeHus OJTb30BATEIS
PacKpbITh uHpopMaImo

OTPAaHWYEHHOTO JIOCTyMNa (WM OTKPHITH
BJIOJKCHHE B IHCHMO) Hamboiee 9acto
HCTIONB3YIOTCS TIOJJIeTIbHBIC MTHChMa OT

aJIMUHUCTPAIHH KaKoi-1mbo
OpraHu3alui, ¢ KOTOpOM
B3aUMO/JICHCTBYET N0JIE30BaTENb

(nampumep, 6aHK)

Bremawmit
HapyIIUTENb
HHU3KUM
IIOTCHI[AATIOM

C

PabGouas
CTaHIWS,
CeTeBoe
MIPOrpaMMHO€
obecrieuenue,
ceTeBoi

Tpaduk

10

0.5

cpenHsis

HHU3Kast

HEaKTyaJbHa
o

ITorenmuan
HapyIIUTENS
HEJIOCTaTO4YeH




YBU.176

VYrposa
HapyIICHUS
TEXHOJIOTHYECKOT0
/TIPOHU3BOJICTBEHHO
ro mpolecca u3-3a
BPEMEHHBIX
3a/IepKeK,
BHOCHUMBIX
CpeICTBOM
3aIUTHI

er03a 3aKJIFOYA€TCsA B BO3MOXKHOCTH
NpUBEACHUSA CHUCTEMbBI B COCTOSAHUE

«OTKa3 B OOCHy)XHBaHUM» WM
HapyIICHUS IITaTHOTO pexuma
(YHKIMOHMPOBAHUS H3-32 BPEMEHHON
3aIepXKKH B CHCTEMax peaJbHOro
BPEMEHH, BHOCHMOH B  IIPOIECCHI
nepefgaud u oOpabOTKM 3amuiaeMon
UHGOPMAIIMK  CPEACTBAMH  3alUUTHI
“HpOPMAIHH, BBI3BAaHHOU
HEO0OXOIMMOCTHIO 00paboTKH

niepeaBaeMoii/00pabaTrIBaeMoit
uHGOPMAIMH Ha MIPEIMET BBISIBICHUS U
HEeWTpanu3aluu yrpo3 0e30IacHOCTH
WHPOPMAIHH.

Ha peanuzamuio  gaHHOM  yrpo3sl
BIUSET HE TOJIBKO HOMEHKJIATypa
MPUMEHSIEMbIX CpelcTB 3aIIUTHI
uHpopMaImy, HapameTpel ux
HaCTpPOUKH, 00BEM
nepeaBacMoit/o0pabaTeiBacMoit
nHdopmaruu, a TaKKe TeKymas
AKTUBHOCTh BHCIIHHX HAapyIIUTENEH,
IPOrpaMMHBIE  BO3JEHCTBUS KOTOPBIX
00pabaThIBalOTCS CPEICTBAMH 3aIIUTHI
“HpOpMAIHH

Buemumi
HapyIINUTENb
HH3KUM
ITOTCHI[HATIOM

C

CpenctBo
3aIUTHI
“HpOPMAIHH

10

0.6

Cpenusist

Cpennsist

AKTyasnbHas




YBU.177

VYrposa
HENOATBEPKAEHHO
ro BBOJA [aHHBIX
orepaTopom B
CHCTEMY,
CBSI3aHHYIO c
0€30MacHOCTHIO

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
BO3HUKHOBEHHS OMmMOOK B pabote
CHCTEMBI BCIIEICTBUE OTCYTCTBHUS (WMJIH
HUTHOPHUPOBAHMS) MIPOLE Y PEI
O0OHapy)KEHUs W HCIPaBIEHUs OIIMOOK
B JIaHHBIX, BBOAUMBIX BO BpeMsi pabOThI
CcaMUM OMNEpaTopoM, IO aKTHBH3ALUU
ynpasisieMoro obopynoBanus. Kpome
TOTO, K peanu3allid ITaHHOW yTrpoO3bl
MOTyYT TIPUBECTH HEKOPPEKTHO
peann3oBaHHBIE (MM OTCYTCTBYIOIIHE)
cpencTBa pearnpoBaHus Ha
HETIPaBIIbHBIE,  CaMOIIPOM3BOJILHEIC
JIENUCTBUSI OIlepaTropa, CpelacTBa ydéra
HIDKHUX/BEPXHHUX MPENENIOB CKOPOCTH
U HalpaBleHHS pPEaKIUy OIepaTopa,
CXeMBbl pearupoBaHHs Ha JBOHHOE
Ha)KaTHe KJIAaBUII NP BBOJE OOBIYHBIX
U KPUTHYECKHMX JaHHBIX, INPOLEAYPHI
(OpMHpOBaHUS BPEMEHHBIX TMay3 C
BO3MO)KHOCTBIO BBIOOpa  pa3sHBIX
OTBETOB (ma/mer u T.IL.).
Peanuzyemoctb JIaHHOM YIrpo3sl
3aBHCHUT oT TpeOOBaHHUH,
MIPeIBABIAEMBIX K mpornexypam
00HapyXCHUSI U HUCTIPABIICHHUS OMINOOK
BO BBOJUMBIX JIaHHBIX B CHCTEMY,
CBA3aHHYIO ¢ 0€30IaCHOCTBIO, a TaKxkKe
pa3HULEH MEXAY STHMH TPEOOBaHUSIMH
U akTHIeCKHM YpOBHEM OOHApYKEHHS
Y MCIIPABJICHUSI OITHOOK

BuyTrpennuit
HapyLIUTEIb
HU3KUM
MOTEHLIUAIOM

C

CucrtemHoe
MPOrpaMMHOE
obecrieuenue,

ceTeBoe
MPOTpaMMHOE
obecneuenue,

MIPUKIIATHOE
MIPOrpaMMHOE
obecrieuenue,

armaparHoe
obecrieueHne

10

0.5

cpenHsis

CpeIHsIs

AKTyanpHas




VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
OCYIIECTBIECHHS HapyLIuTeneM
JIECTPYKTHBHOTO MIPOrPaMMHOTO
BO3JICMCTBUA Ha CHUCTEMY 3a CUéT

WCTIONG30BaHUS ~ MMEIONIMXCS WM
TIpeABapUTEILHO BHEJPEHHBIX
CTaHIapPTHBIX (M3BECTHBIX U OOBIYHO HE
OTIpeaeNsIeMbIX AQHTUBHPYCHBIMH
mporpaMMaMi  Kak  BPEIOHOCHBIX) | Buemrnmit
VYrposza CHCTEMHBIX W  CETeBbIX  YTHJIHMT, | HAPYLIUTENIb C
HECAaHKLIMOHUPOBA | NpEIHA3HAYCHHBIX AJIA HCIIOJIB30BAHMS | HU3KUM CrcremHoe
VYBU.178 HHOTO 4AMHHHCTPATOPOM JUIA JIMATHOCTHKM 1 HOTCHHHMOMM’ MPOrpaMMHOE 10 0.6 cpenHsis cpenHsisi | AkTyanbHast
HCIIOBb30BAHHS 00CITy)KUBaHUS cucteMsl  (cetn). | BryTpennmit 0BCCTICUCHHE
CHCTEMHBIX u | Peammsanust nqaHHOW yrpo3sl BOZMOXKHA | HApyHNIMTENIb C
CETEeBBIX YTUIUT pu YCIIOBHSIX: | HU3KHM
— HaJM4YMe B CHCTEME CTaHJIApPTHBIX | MOTEHIHAJIOM
CHCTEMHBIX W CETEBBIX YTWINT WIH
YCHEIIHOE MX BHEIPCHUE HapYIIHTEIeM
B CHCTeMy M  COKpeITHE  (C
UCIOJIb30BaHHEM CYILLECTBYIOLIHX
apXMBOB, aTPUOYTOB «CKPBITHIM) HIH
«TOJBKO A YTGHHS» H  [Ip.);
— HalW4ue y HapyIIUTENs IPUBUIICTHH
Ha 3aIyCK TaKUX YTHINT
VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
HapyIICHNUS IEeITOCTHOCTH 3alHIaeMOn
nHopmaruu MyTEM OCYIIECTBICHHUS
HapyIIUTENIeM JIECTPYKTHBHOTO
¢$u3gecKoro BO3/ICHCTBUS Ha
MaIlIMHHBIA ~ HOCUTeNb  HMH(pOpManun Brewmmuii
Vrposa W IECTPYKTHBHOTO  POTPAMMHOTO HapymuTenh
Bo3ieiicTBUs (B T.4. M3MCHCHHE
HECaHKIIHOHUPOBA HHU3KUM
. OTJENBHBIX OUT WM MOJHOE 3aTHpaHHe OOBeKTHI
YBU.179 HHOM nHpopManun) Ha JaHHBIE, XpAHAIINECs TOTCHIHATIOM, (aiinoBoii 10 0.6 Cpennsist | Cpennss | AKTyanbHas
MOAN(HUKAIIAT N BuyTpenunit
o Ha HEM. CHCTEMBI
SAIHIIACMOH Peanmzarus naHHOH yrpo3bl BO3MOXKHA HAPYIIHTENb ¢
nrGopyanH B Ciy4ae IIONY4YEHUS HapyLIUTENeM HHBKHM
MOTEHIHAJIOM

CHCTeMHBIX IpPaB Ha 3aIliCh JaHHBIX
wi  (QU3MYecKoro  goctyma K
MAIIMHHOMY HOCHTEI0 HH(pOopMaun
Ha pAacCcTOsHHE, JOCTATOYHOE IS
OKa3zaHus 3¢ HEKTUBHOTO
JIECTPYKTHBHOTO BO3/ICHCTBUS




Texuuueckue

cpencTaa
BO3IyIITHOTO
KOHINIMOHUP
VYrpo3a 3akiIod9aeTcsi B BO3MOXHOCTH OBaHW,
MOBPEXIECHUA YacTH  KOMIIOHEHTOB BKJTIOYast
CHCTEMBI WJIHI CHUCTEMBI B IIEJIOM Tpy6ompoBo
BCJISIICTBUE BBIXOJA TEMIIEPATypHOTO HBIE CHCTEMBI
pexuMa HMX paboThl M3  33JaHHBIX TSt
TpeOoBaHMH W3-3a  BO3HHMKHOBEHHs | BHermxwmit UPKYISIIAN
Vo o | ST I xS ot | e co | ot
MOACUCTEMBI
VBN.180 obecneueHus mpHGOpos. . HOTeHHHMOUM’ HOL, 10 0.6 Cpennsisi | Cpennsist | AKTyanbHast
TeMIEpaTYPHOrO Peanmuzarus naHHO#M yrpo3sl Bo3MoxHa | BHyTpenHwuit IpOrpaMMHUPY
pesKiMa Kak BCIIC/ICTBHE CCTCCTBEHHBIX | HAPYLIHTEID eMble
TEeXHOTEHHBIX MpPUYUH, TaK M MYTEM | HU3KUM JIOTUYECKHe
MIPOBEACHHUS OIIpeeNEHHBIX | MOTCHI[HAIOM KOHTPOJLIEPHI,
MepONpUITUl HapyLIUTENEM, pacnpenenéss
HaIpaBJICHHBIX Ha yaanéHHoe BIE CUCTEMBI
OTKJIIOYEHHE/BBIBOJ u3 CTpOst KOHTPOJLA,
KOMIIOHEHTOB HOACUCTEMBI YIIpaBJIeHYECK
obecnedeHus TEMIIEPaTypHOTO PEKUMa 1€ CHCTEMBI U
Apyrue
IIporpaMMHbIE
cpencTaa
KOHTPOJIS
VYrpo3a 3aKI09aeTcss B BO3MOXHOCTH
MOTYyYEeHUs] HApYIIUTENEM YIPABICHUS
KPUTHIECKIMHI oTepanusIMu
TI0JTb30BATENIS nyTéM nepexsara
OJTHOPA30BBIX MapoJjiel, BBICHUIAEMBIX
CHCTEMOM ABTOMAaTHUYECKH, u
HCTIOIb30BaHMS UX JUIS OCYIIECTBICHHUS
HENPAaBOMEPHBIX JAEHUCTBUM 110 TOTO,
Vrpo3a mepexBara | Kak HCTEUET MX CpPOK JACHCTBUS o
OJTHOPA30BBIX (oObryHO, HEe Oomee 5  MUHYT). Bremmmii CereBoe
YBU.181 napodneii B pexxume | Peannzanus qaHHOW yrpo3bl BO3ZMOXKHA HapYIIHTEIh €0 MIPOTPaMMHOE 10 0.5 cpemHsis Huskas Heaxryan- | Texsonorus He
peansHOTo pu BBITIOTHEHUH CJIe Ty IOIINX CPEIHHM obecrniedyeHme Has MPUMEHACTCA
o MOTEHIINAIOM
BpEMEHH YCIIOBHIA:

HaJM4Ue y HapyLIUTENs CBeleHHN 00
uH(bOpMaIUH
uneHTHOUKAIH/ayTeHTU HUKALIN
JICKPETUTHPYEMOTO MOJIL30BaTENIs
YCIOBHO-TIOCTOSIHHOTO JIEHCTBYS;
YCIIeNIHOE OCYIIIECTBIIEHHE
HApyIIUTEleM  [epexBara  Tpaduka
MEX/y CHCTEMOM H I0JIb30BaTelIeM




YBU.182

VYrposa
¢usmyeckoro
ycTapeBaHHs
anmapatHbIX
KOMIIOHEHTOB

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
HapyIIEHUS (YHKIIMOHATBHOCTH
CHCTEMBI, CBA3aHHOU C 0€30MaCHOCTBIO,
BCJICJCTBUE  OTKAa30B  aMNapaTHBIX
KOMIIOHEHTOB 3TOH CHCTEMBI W3-3a HX
buzuueckoro ycTapeBaHUs
(pxaBnenue, OBICTPHIIT H3HOC,
OKHCJICHHUE, 3aTps3HeHNe, OTCIIanBaHue,
mieaylmeHne U Jp.), OOYCIOBIEHHOTO
BIMAHUEM (H3MYECKOH OKpyKarouen
cpensl (BII@XKHOCTH, TBLIH,
KOPPO3UHHBIX cyOcTaHuit).
Bo3MoXHOCTS  peanu3anuy  JaHHOW
yrpo3bl BO3pacTaeT npu
HCHOJIb30BaHUH TI0JTb30BATEISIMU
TEXHHYECKUX CPEACTB B YCIOBHAX, HE
YIOBIETBOPSIOIINX TpeOoBaHMAM
3aaHHBIX UX IPOU3BOIUTEIIEM

BuyTrpennuit
HapyILIHUTETh
HHU3KUM
MOTEHIINAIOM

C

AnmapatHoe
CpPENCTBO

10

0.75

Bricokas

cpemHss

AxrtyanbHas




YBU.183

Vrpo3a nepexsara
YIpaBIeHUS
aBTOMAaTU3UPOBaH
HOU CHCTEMOU
YIpaBIeHUS
TEXHOJIOTHYECKUM
1 TIpOIIeCCaMU

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
OCYLLECTBIICHUS HapyLIUTEeNeM
HECAaHKIMOHHPOBAaHHOIO  JOCTyIa K
nHpopManoHHOH HHPpacTpyKType 3a
CcYéT MOJIydeHUS HapyIIUTEJIeM IIpaBa
yIOpaBieHUs BXoIsille B €€ cocTaB

aBTOMATHU3UPOBAHHOMN CUCTEMOM
yTIpaBICHUS TEXHOJIIOTHIECKIMHU
mpoueccaMd  IMyTEM  AKCILTyaTal[H
ySI3BUMOCTEN eé TIPOTPaMMHOTO
obecnieueHust inigs crabocreit
TEXHOJIOTHIECKHX NIPOTOKOJIOB
nepenadn JTaHHBIX.
JaHHas yrpo3a o0ycIOBlIeHa HATHYUEM
Yy  aBTOMAaTH3MPOBAaHHOW  CHCTEMBI
YIpaBIeHUS TEXHOJIIOTHIECKIMHI

IponeccaMi MPOTPaMMHBIX CETEBBIX
HHTEpENCOB B3aMMOJCHCTBUS M, KaK

CJIeJICTBUE, BO3MOKHOCTBIO
HECaHKIIMOHUPOBAHHOTO  JIOCTyNa K
TaHHOM CHUCTEME, a TaKxke

HEJOCTaTOYHOCTBI0 Mep (uibTparm
CeTeBOro Tpauka M AHTUBUPYCHOU
3aIIUTEL.

Peanuszanus naHHON yrpo3bl BO3MOKHA
IIPU YCIOBHM HAIW4Hs y HApYIIUTENs

npaB Ha OCYIIECTBIICHHE
B3aUMOJICHCTBUS c
aBTOMATHU3UPOBAHHOMN CUCTEMOI
yIIpaBJICHUS TEXHOJIOTHYECKHIMH
npoueccaMu.  Peanmszanmst — gaHHOM
YTpO3BI MOXeT MPUBECTH K:
— ONOKMpPOBaHMIO WM HCKaKEHUIO
(HEKOPPEKTHOCTH BBITTOJTHEHUS )
NITOPUTMOB  OTPAOOTKH  3afaHui
yIIpaBJICHUS TEXHOJIOTHYECKHIMH
npoLeccam, HETIOCPE/ICTBEHHOTO
yIIpaBJICHUS o06opynoBaHuEeM
TIPeAIPHUSATHS;

—  HapymIeHWI0  INTaTHOTO  XOJa
TEXHOJIOTHIECKHX TIPOIIECCOB;

— YACTHYHOMY WITH ITOJHOMY OCTAHOBY
TEXHOJIOTHYECKHX TPOIECCOB 0e3 (Miu
¢) BbIxoma(-oM) 00OpyIOBaHHS U3

CTpos;
— aBapuUItHOM CUTYyalMM B KPUTHYECKOIT
cucreme nH(}OPMAITMOHHON

HHPPACTPYKTYPEHIL.

Bremnnii
HapyLIUTENb C
BBICOKUM
MTOTCHIIHAJIOM,
BnyTtpennuit
HapyLIUTENb CO
CpeHUM
MTOTEHITHATIOM

IIporpammuoe
obecreueHme
ABTOMAaTU3UPO
BaHHOU
CHCTEMBI
yIpaBICHUS
TEXHOJIOTHYEC
KHMH
MpoIIecCaMu

10

0.5

Cpenssist

HHU3Kast

HEaKTyaJbHa

TexHnonorus
MIPUMEHSETCS

HC




YBU.184

VYrposa
arperupoBaHus
JTaHHBIX,
00pabaTeIBacMBIX
c TIOMOIIIBIO
MOOMIIBHOTO
yCTpoiicTBa

er03a 3aKJIIOYaCTCA B BO3MOXHOCTH
OCYHICCTBJICHU HApYIIUTCIIEM c60pa n

aHaau3a HHpOPMAITHIH,
o0OpabarteiBaeMOit c TTOMOIIBIO
MOOWIIBHOTO ~ yCTPOWCTBa, 3a CYET
HCIIOJIb30BAHUS CIEIMATBLHOTO
MIPOrPaMMHOTO obecrieueHus,
BCTPaWBaeMOro  MOJB30BaTeleM B

CHCTEMHOE IPOTpaMMHOE obecreueHue
MOOWIIBHOTO YCTpOHCTBA, a TaKxke
BCTPanBaeMoro B MOOWIIEHBIE
IIPOTpaMMBI T10J] BHAOM HpPOrPaMMHON
wiathopMel T MX  pa3paboTKH
JPYTUMU KOMITaHUSIMH.
JlaHHas yrpo3a o0yclIOBlIeHa HATNYHEM
B MOOWJIBHOM YCTpOICTBE MHOXKECTBA
KaHAJIOB IIepellayd NaHHBIX, a TaKKe
CIIOKHOCTBIO ~ KOHTPOJII  IIOTOKOB
nHopmMarMum B TaKOM YCTpOMCTBe.
Peanmzarus naHHOH yrpo3bl BO3MOXKHA

pu YCIIOBHU HCIIOJIb30BaHUS
MOOHMITBHBIX YCTPOHCTB
T0JIL30BATEISMU. B KadecTBe
cobupaemMoift  MHGOPMAMH  MOTYT
BBICTYIIATh!

— MEPCOHAJIBHBIC TaHHBIC ITOJIB30BATCIIA
U KOHTAKTHPYIOIIUX C HHUM JIHI] (l'IOJ'l,
BO3pacT, pEIIMIMO3HBIC U NOJIUTUYECKUE

B3IJISI /B " Ip.);
- nHpopmarms OTPaHNYEHHOTO
nocryna (mcropus Opaysepa, CIIHCOK
KOHTAKTOB  MOJIb30BATENs, HCTOPUS
3BOHKOB " Ip.);
— JHaHHBIE 00 OKpyXaromed cpene
(Texyuee MECTOIOJIOXKEHHUE

MOOMJIBHOTO YCTpOMCTBa, MapIIpyThI
NBIDKCHHS, Halnuuhe OecrpoBOJHBIX

cereit B panuyce JIOCTYIIa);
- BHUJICOIaHHBIE, CHHMaeMBbIe
BH/ICOKaMepaMHU MOOHIIEHOTO
YCTpOiicTBa;

- ayANOIaHHEIE, CHHMaeMbIe

MHKPO(OHOM YCTpOHCTBa

BnyTtpennuit
HapyLIUTeIb CO
CpeaHUM
MOTEHLIUAIOM

MobunpHOE
YCTpOICTBO

10

0.5

cpenHsisa

Huskas

Heakryans-
Hast

TexHnonorus
TIPUMEHSETCS

HC




YBU.185

VYrposa
HECaHKIMOHUPOBA
HHOTO W3MEHEHUS
apaMeTpoB
HACTPONKHU
CPEICTB  3aIUTHI
nHbOpMaIIN

Vrpo3a 3akioyaeTcsi B BO3MOXKHOCTH
OCYILIECTBICHUS HapyLIHTENeM
HECaHKIMOHUPOBAHHOTO  M3MCHEHHS
[apamMeTpoB  HACTPOMKM  cpencTBa
3ammThl MHGopMarmu. [laHHas yrposa
o0ycioBieHa ciabocTaMu Mep
pasrpaHHYCHUs JoCTyIa K
KOH(UTYpalMOHHBIM (aiiiam cpencraa
samuthl  uHpopManuu. Peanm3zanus
JIaHHOW  yrpo3bl  BO3MOXHA  IpU
YCIIOBUM  TOJIYYCHHsS HapyLIUTENeM
mpaB  JIOCTyna K IPOTPaMMHOMY
uHTepeicy YNpaBlICHHS CPEICTBOM
3alUThl MHOOPMALMH, a TaKKe IpH
HAQJIUYUM y HAPYIIUTEIsS CBEICHHH O
CTpykType ©  Qopmare  (daiiaoB
KOH(UIYpalluk  CPEACTBA  3ALIUTHI
“HpOpMAIHH

Buemnwii
HapyLIUTEINb
HU3KUM
HNOTCHLIUAIIOM,
Buytpennuii
HapyIIUTETh
HHU3KUM
MOTEHIINAIOM

C

C

Cpenctso
3aIIUTHI
nHpopman

10

0.6

Cpenssist

Cpennss

AxrtyanbHas

YBU.186

Yrpo3a BHeApeHUs
BPEIOHOCHOTO
KOJa qepe3
peKiaMy, CepBHCHI
U KOHTEHT

Vrposa 3akmouaercss B BO3MOXKHOCTH
BHEJIPCHUS HapyIIUTENIeM B
WHPOPMAIIOHHYIO CUCTEMY
BPEIOHOCHOTO  KOJa  IIOCPEACTBOM
peKIamMBbl, CepBUCOB U (WJIM) KOHTEHTa
(t.e. yOexxaeHust MIOJI30BATEIIS
CHCTEMBI aKTUBHPOBATh CCBUIKY, KOJ H
JIp.) TpU MOCEIIEHHU IO0JIB30BaTEIEM
CHCTEMBI CaiiToB B ceTn MHTepHeT win
YCTaHOBKOW MporpamMMm ¢ (GyHKIuen
ToKasa PEKIIaMBI.
Jannas yrposa o0ycioBieHa
c1aboCTAMH MEXaHH3MOB (HIIBTPAIHN
ceTeBoro Tpaduka M AHTHBHUPYCHOTO
KOHTPOJSI HA YPOBHE OpTaHM3ALUM.
Peanusanus TaHHOH yrpo3sl BO3MOXHA
pu YCIIOBHHU MOCEIECHHS
MOJIL30BATEISAIMU CHUCTEMBI C PabO4MX
MecT caiiToB B cetu MHTepHET

BuyTpennuii
HapyIIUTelh
HI3KHM
MOTEHLUAJIOM

C

CeteBoe
MpOrpaMMHOE
obecrieuenne

10

0.5

Cpenssist

HU3Kast

HEaKTyaJbHa
o

ITorenmuan
HapyIIUTENS
HEIOCTaTOYCH




YBU.187

VYrposa
HECaHKI[HOHHPOBA
HHOTO
BO3JEHCTBUS  Ha
CPEACTBO 3aILUTHI
uHbopMaIru

VYrpo3a 3akmouyaercsi B BO3MOXXHOCTH
OCYIIIECTBIICHHS HapyIIUTeIeM
HECAaHKIMOHUPOBAHHOTO  JIOCTyma K
NIPOTPAaMMHOM  cpefie  YIpaBJICHHS
CPEACTBOM 3aIUTHl HMHGOPMAIUU W
U3MCHCHUS pexuma ero
(YHKIIMOHHPOBAHHUS.

Yrpoza oOycioBieHa HaTHYHEeM Y
CpencTB 3aIMUTHI nHpopMauu
MIPOTPAaMMHOM CpeAbl YNpaBIeHHS H
B3aMOJCHCTBUSL C  IIOJIH30BATEIISIMU
CHCTEMBI.

Peanmmzarust aHHON yrpo3bl BO3MOXKHA
IIPH YCIIOBHH MOJTY4YEHUS HAPYLIUTENeM
mpaB  JOCTyna K HPOTPaMMHOMY
uHTepdeiicy YNpaBlIeHHS CPEICTBOM
3aUIuThl HKHQOpMALUI

Buemnnii
HapyLIUTENb CO
CpeaHUM
HNOTCHLUAIIOM,
BuyTrpennuit
HapyLIUTEIb CO
CpeHUM
MOTEHIMAIOM

CpenctBo
3aIUTHI
nHpopmamn

10

0.6

Cpenusist

Cpennsist

AKTyanbHas

YBU.188

Vrpo3za noamMeHsl
MPOTPaMMHOTO
obecrieueHUst

VYrpo3a 3akmo4aeTcss B BO3MOXKHOCTH
OCYIIECTBICHHS HapyIIuTeneM
BHEJPCHUSI B CHCTEMY BPEIOHOCHOTO
IIpOrpaMMHOTO obecnedeHus 3a Cuér
3arpy3Kd M YCTaHOBKU BPEIOHOCHOTO
MIPOTPaMMHOTO obecrieueHwus,
CKPBITOTO IIOA BHJOM JIETUTUMHOIO
cBOOOIHO PacIpoCcTPaHsIEMOro
IIPOrpaMMHOI0 obecreyeHusI.
JlanHas yrpo3a o0yclIOB/ICHa HAINYHEM
y TIOJB30BATENsl MpaB Ul YCTAHOBKH
MIPOTPAMMHOTO O0ECTIEUeHUsI W3 CeTH
Hurepner.

Peanuszanus naHHON yrpo3bl BO3MOXKHA
IpU  CKauuMBaHUU  NPOrPaAMMHOIO
obecnieyenus B cetu MHTepHeT

BuyTrpennuit
HapyLIUTeNb CO
CpeaHUM
MOTEHLIUAJIOM

IIpuknagHoe
MPOrpaMMHOE
obecreuenue,

CeTeBOE
MPOTrpaMMHOE
obecneuenue,

CHCTEMHOE
MpOrpaMMHOE
obecrieueHue

10

0.6

cpenHsis

CpeIHsIs

AKTyanpHas




YBU.189

VYrposa
MacKHPOBaHHS
EeUCTBUM
BPEIOHOCHOTO
KoJa

er03a 3aKJIFOYacTCA B BO3MOXHOCTHU

COKpBITHSI B CHUCTEME  JEHCTBUH
BPEIOHOCHOTO Koza 3a cuer
MIPUMEHEHHS CIeIMaNbHbIX
MEXaHU3MOB  MAacKHpOBaHUs  Koja

(apxuBHpOBaHKE, W3MEHEHHE (opmara
JAHHBIX U JIp.), KOTOPBIE MPENSITCTBYIOT
ero JabHEeHIIeMy aHaJn3y.
JanHas yrpo3a o0ycIIOBJICHa HATHIUEM
cnoco0oB MaCKHPOBaHHSA
NPOrpaMMHOTO  KOZQ, HE YYTEHHBIX
CHIHATYPHBIMU Gazamu CpencTB
3alMThl  MHGOPMAIMHM, a  TaKKe
MEXaHHU3MOB OIEPAllMOHHOH CHUCTEMBI,
MO3BOJIIFOLIMX ~ OCYIIECTBUTH  IIOHMCK
MoyJen CpencTB 3aIUTHI
nHpopmarmn.

Peanmzarus naHHOH yrpo3bl BO3MOXKHA
OpH  YCIOBHM  HCIOJb30BaHHUS B
CHCTEME YCTapeBIIHX BEPCHiHl CPEACTB
3aIuThl HHQOpMALUI

Buemnumi
HapyIIUTENb CO
CpeHUM
IMOTEHITHAJIOM

CucrtemMHoe
MPOrpaMMHOE
obecrieuenue,

CETEBOE
MPOrpaMMHOE
obecrieueHne

10

0.6

Cpenusist

Cpennsist

AKTyasnbHas

YBU.190

VYrpo3za BHeApeHUs
BPEIOHOCHOTO
KoJa  3a  CUeT
MOCCILEHUS
3apa)KeHHBIX
calitoB B  ceTH
Wnrteprer

VYrpo3a 3aKm0d9aeTcsi B BO3MOXHOCTH
OCYIIECTBICHHS HapyIIuTeneM
BHEJPCHUS BPEJOHOCHOTO KOJa B
KOMIIBIOTED MIOJTb30BATENS npu
MOCEIMIEHNN  3apakKeHHBIX  CaifToB.
Hapymmrens  BeIssBIsieT — Hambonee
MOCENIaeMble  MONIB30BaTENEM  CaMTEI,
3aTeM WX B3JaMBIBAa€T U BHEIPSET B
HUX BpPEOHOCHBIN KoJ. JlaHHas yrposa
oOycioBiieHa c1aboCTIMHU Mep
AHTUBHPYCHOH  3allMTHl, a TaKXKe
OTCYTCTBHEM IIPaBHI  MEKCETEBOTO
SKpaHMpoBaHMA. Peanuzanus naHHOU
yrpo3bl BO3MOXHA pHU:
- HEOrpaHU4YEHHOM JOCTyTIe
nojp3oBaTeNsi B ceTh VIHTepHeT;
— HaJWYMM Y HapyLIUTENs] CBEACHHH O
caliTax, IIOCeIaeMbIX IT0JIb30BaTeNIeM

Buemnmii
HapyIIUTENb CO
CpeIHUM
IMOTCHI[HATIOM

CeteBoe
MIPOrpaMMHOE
obecneuenue

10

0.6

Cpenssist

Cpennss

AxTyanbHas




er03a 3aKJIFOYacTCA B BO3MOXHOCTHU

OCYIIIECTBIICHHS HapyIIUTeIeM
3apAKCHNS CHCTEMBI MYTEM YCTAHOBKH | p o . IMpuxnagHoe
HUCTpUOYTHBA, B KOTOPBIH BHEAPEH MIpOrpaMMHOE
Yrpo3a BHeApeHUs JICTPHOYTHBA, p AP HapyIlIUTENb C porp
BpPEIOHOCHBIH Kkox. JlaHHas yrposa obecreveHue,
BPEJOHOCHOIO HHU3KHM
oOycoBieHa cnabocTIMu Mep CeTeBoe [Norenuunan
KoJa B . MOTEHIHAJIOM, HeakTyaJbHa
YBU.191 aHTUBUPYCHOW 3amuThl. Peamusanus N NIPOrpaMMHOE 10 0.5 Cpenuss HU3Kas HapyILIHATENs
JUCTPHOYTHB o BuyTpenHuit
JTAHHOH yrpo3bl BO3MOXKHA TIPH: obecrnevyeHwe, HEJIOCTATOUCH
MpPOrPaMMHOTO HapyLIUTeIb C
- NpUMEHEHUN MOJTB30BaTEIEM CUCTEMHOE
obecrieueHus HHU3KUM
CTOPOHHHX AUCTPHUOYTHBOB; IIporpaMMHOE
. | TIOTEeHLIHAIoM
- OTCYTCTBUH AHTHUBUPYCHOM obecrieyeHne
MIPOBEPKHU nepen YCTaHOBKOH
IUCcTpUOyTHBa
Yrpo3a 3akimroyaeTcs B BO3MOXKHOCTH
OCYILECTBICHUS HapyIIuTeneM
NECTPYKTHBHOTO ~ BO3JICHCTBHS  Ha
24 A o IIpuxnagnoe
CHCTEMY myTeM 9KCIUTyaTanuu | BHermnwid
. MIPOrpaMMHOE
ysI3BUMOCTEit MIPOTrPaMMHOTO | HAPYLIUTENIb C
VYrposa obecrieyeHwe,
obecnedeHus. Jannas yrpo3a | HU3KUM
HCIIOIb30BaHHS ceTeBoe [Torenuunan
. | oOycnoBieHa c1aboCTSIMU MEXaHH3MOB | IOTEHIHAJIOM, HEaKTyaJbHa
YBU.192 YSI3BUMBIX BepCUi . IIPOrpaMMHOE 10 0.5 cpenHss HU3Kas HapyUIuTes
aHanM3a TPOTPaMMHOrO obecredeHus | BHyTpenHmit o
HPOrPaMMHOTO N obecrieyeHwe, He0CTaTOueH
Ha HaJIM4YMe ysI3BUMOCTel. Peanmsamms | HapymmTenb c
obecrieueHus . CUCTEMHOE
NaHHOW  yrpo3sl  BO3MOXKHAa  IIPU | HU3KHM
OTCYTCTBHU MIPOBEPKU nepes | MOTSHIHAIOM fIPOTPaMMHOC
Y POBEp p obecrieyeHme
IIpUMEHEHHEM HPOrPaMMHOTO
obecniedeHnss Ha HAIMYHEe B HEM
YA3BUMOCTEH
VYrpo3a 3aKI09aeTcss B BO3MOXHOCTH
yTedkn  WHGOpPMAmUM  3a  CUeT
MIPUMEHEHHS BPEIOHOCHBIM
MIPOTPaMMHBIM obecrieueHEM
anroputMoB mmdpoBaHus Tpaduka,
VYrpoza  yreuku | ckpblBatommx caMm (GaxkT mHepesadyu
nHbopManMy 32 | JaHHBIX.
bopman HNudopmanmo
cuer mpuMmeHenus | JlamHas y  rpo3a  oOycioBieHa .
Bremnnii HHbIE
BPEIOHOCHBIM cnaboCTAMHI Mep 3aIUThHl HHpOpPMAIN MoTenmman
HapyLIHUTEIb CO pecypcl, HeakTyaJlbHa
VYBU.193 MPOTPaMMHBEIM MpH XpaHEHUH, 0OpaboTKe W Tepenayde CpeHIM OOLCKTh 10 0.5 Cpenusist HHU3Kast HapyLIATEIS
obecriedeHIEeM nH(pOpPMAIIMOHHBIX pecypcos. P . o HEJJOCTATOUCH
N MOTEHIINATIOM ¢aiinooii
ITOPUTMOB Peanmzarust JaHHOHN YTpO3BI BO3MOXKHA: CHCTEMAL
mudpoBanus — NPU YCIOBHUH YCIIEIIHOTO BHEIPEHUS
Tpaduka B JUCKPEIUTUPYEMYIO CHCTEMY
YKa3aHHOTO BPEOHOCHOTO
[IPOTrpaMMHOTO obecrniedeHust;
— TIpH OTCYTCTBHUHM HJIM HEIOCTaTOYHOM
peanu3anuu Mep MEKCETEBOTO

OKpaHUPOBAHUSA




Yrpo3a 3akimroudaeTcs B BO3MOMKHOCTU
CHSATHS HapyLIUTENIeM
IIPEYCTaHOBJICHHBIX IMPOU3BOJUTEIEM
OTpaHMYeHHH Ha KOH(HUTypHpOBaHHE

VYrposa o
MIPUBUIIETUPOBAHHBIX ¢byHKnnit
HECaHKI[OHNPOBa N
HHOTO MOOMIBHOTO  ycTpoifctBa.  JlaHHas S ——
03a o0ycoBieHa HaJIMIHEM
HCIIOBb30BAHHS yrp oY Hapymwurtens ¢ | MoOmibsHoe Heakryanms- | Texnomorus HE
VBU.194 yS3BUMOCTEH B OTepaHOHHBIX . 10 0.5 CpenHsist Huskas
NPUBHIETUPOBAHH . BBICOKHM YCTPOUCTBO Has IIpUMEHSeTCs
., | cucreMax MOOHIBHOTO YCTPOHCTBa,
bIx it MO3BOJIIONIMX ~ HMOJYYHTh JIOCT; g | MoTeHmmaToM
MOOHIIBHOTO . i yn
o HacTpolkaMm MIPUBHIICTUPOBAHHBIX
ycTpoicTBa .
byHKIHMiL.
Peanmmzarust maHHON yrpo3bl BO3MOXKHA
P TIOJTy4eHUH HapyHIUTEIEeM J0CTyIa
K MOOMIIBHOMY YCTPOHCTBY
VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
YIAJICHHOTO 3alycka BpPEIOHOCHOTO
KOJa 3a CYeT CO3JAaHHS NPHIOKCHHUH,
HCTIONB3YIOMHMX  00X0J MEXaHH3MOB
3aIIUTH], BCTPOCHHBIX B ONEPAOHHYIO
CHCTEMY.
HNannas yrposa o0ycoBieHa
omuOKaMH B IIpoIieccopax (Harpumep,
omubOkamu B mpormeccope  Intel
nokosieHust Haswell), mo3Bosstonumu
32 CUET CO3JAaHUS  CHENUATbHBIX
Vrposa MPWIOKEHNH  OCYIIECTBIATH  00XO0. Craunona
YIaJIEHHOTO MEXaHU3MOB 3allUTHl, BCTPOCHHBIX B bl 1 P
3aIycKa OTIEPalMOHHYI0 CHCTeMy (Hampumep, Y— MOGHIBHELC
BPEIOHOCHOIO MEXaHU3Ma ASLR). N [Torenunan
Pel o ) HapymHuTenb C | YCTpOWCTBa Heaxryaib- .
YBU.195 koma B o0xon | Peammsamusa naHHON yrposbl BO3MOXHA 10 0.5 cpeaHss Huskas HapyUIuTess
BBICOKHM (KOMITBIOTEPBI Has
MEXaHH3MOB pu: HEJIOCTAaTOueH
MOTEHIIHAIOM 1 HOYTOYKH)
3aIIUTHI — MHULMMPOBAHUN KOJUIM3UH B TaOJIHIIE (anmapaTHoe
OTIepaIlIOHHOMN LeNeBbIX Oy(hepoB - ¢ ee IOMOIMIBI0 o OI;ICTBO)
CHCTEMBI MOXHO Y3HAaTh YYaCTKH IIaMATH, THE yerp

HAXOIATCS KOHKPETHBIC
KOJa;

- CO37IaHUHU TIPUIIOKEHHUS,
HCIOJB3YIOMIEro 3TH (parMeHThl Koja
Uit 0o0XoJa MeXaHHW3Ma  3alllUuThl;
— 3alycKe MJaHHOTO MPHJIOXKEHHUS B
CBSI3KE C OKCIUIOMTOM KaKOW-IHOO
YS3BUMOCTH  CaMOM  ONEeparMOHHOMN
CHUCTEMBI JIJISI CO3[IaHHsI BO3MOXKHOCTHU
YAAJIEHHOTO 3alycka BpPEIOHOCHOTO
Ko/a

(parmMeHTHI




YBU.196

VYrpo3a KOHTpoJs
BPEIOHOCHOU
IporpaMmoi
CITHCKA
MPUITO0KECHHH,
3alylIeHHbIX  Ha
MOOHIBHOM
YCTpOICcTBE

VYrpo3a 3aknoyaercsi B BO3MOXXHOCTH
HCTIONIb30BaAHUS BPEIOHOCHOIT
OPOrpamMMbl  JUlsi  KOHTPOJISL  CIHCKa
MPHIIOKEHHH, 3aIyLICHHBIX Ha
MOOHIIBHOM yCTpoOiicTBE.
Jlannas yrposa o0ycroBieHa
HEZO0CTATOYHOCTHIO Mep o
AQHTHBUPYCHOH 3alllUTe, YTO IO3BOJISACT
BBITIOJHUTb HEKOHTPOJIMPYEMBIi
3ayCK  BPENOHOCHBIX  IIPOTpamMM
(oTCyTCTBHE KOHTPOJISI Pa3peIIeHHOTO
IIPOTrPaMMHOTO obecrieueHns).
Peanusaiys [aHHON yrpo3sl BO3MOXKHA
IOpH  YCIOBHH, YTO  BPEJOHOCHAs
IporpamMMa BHEJpeHa Ha MOOHIBHOM
ycTpoifcTBe M HelpeJHAaMEpEeHHO
3allylIeHa CaMHM I0JIb30BaTENIeM

Buemumi
HapylIUTENb C
BBICOKUM
IMOTCHI[HATIOM

MobuisHOE
YCTPOICTBO
(ammapaTHOE
YCTPOHCTBO)

10

0.5

cpenHss

Huzxkas

Heaxryanb-
Has

TexHomorus
MIPUMEHSETCS

HC

YBU.197

VYrpoza xuineHus
ayTeHTH(HUKAIMOH
HOW wH(pOopMaUN
u3 BPEMEHHBIX
(haitmos cookie

Vrposa 3akmouaercss B BO3MOXKHOCTH
XHIIEHUS c HCTIOIb30BaHUEM
BPEJIOHOCHOH IIPOTrpaMMBbl
ayTeHTH(QUKAMOHHOH  MH(pOpManun
MOJIb30BaTeIeH, uX CUYETOB,
XpaHsLelicss BO BpPEeMEHHBIX (haitmax
cookie, u mepenaun 3TOM WHPOPMAIUU
HapylIUTeNIM 4epe3 OTKphIThii RDP-
IopT.

Jannas yrposa o0ycnoBieHa
HEJIOCTaTOYHOCTHIO Mep aHTHBUPYCHOU
3aIIUTBI, YTO MO3BOJSET BHINOJIHUTH
HEKOHTPOIHPYEMBIit 3aIyCcK
BPETOHOCHOTO MIPOTPaMMHOTO
obecriedeHust (OTCYTCTBHE KOHTPOJIS
Ppa3penIeHHoro MIPOTPaAMMHOTO
obecrieyeHs).

Kpome TOTO, JJaHHAs yrposa
00yCIIOBIIEHa HENpPUHATHEM Mep 0
CTHPaHMIO OCTATOYHOH nHopMaImu nu3
BpPEMEHHBIX (haitmon (oumcTKe
BPEMEHHBIX ¢aitnos).
Peanmzarust aHHON yrpo3bl BO3MOXKHA
NP YCIOBHM, 4YTO HAa AaTaKyeMoM
KomIbloTepe OTKpbIT RDP-niopt

Bremrami
HapyIIUTENb CO
CpeHUM
MMOTEHIIHATIOM

Hudopmanms,
XpaHsIascs
Ha
KOMITBIOTEPE
BO
BPEMEHHBIX
(aitnax
(mporpamm-
HOe
obecrieveHue)

10

0.6

cpemHsis

CpemHss

AKTyanpHas




YBU.198

Vrpo3a CKpbITHOI
perucTparuu
BPEIOHOCHOU
IporpaMmoi
YUETHBIX 3amucei
aJIMUHUCTPATOPOB

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
CKPBITHOTO  CO3/aHMs  BHEAPCHHOU
BPEJIOHOCHOH IPOrpaMMoOil  y4eTHBIX
3amuceil ¢ mpaBaMH aJMHUHHCTpaTOpa ¢
LETBIO NOCIEIYIOIIEro ux
HCTIONIb30BAHUS JUIst
HECAaHKLIIHOHUPOBAHHOTO  JIOCTyNa K
MOJIL30BATENBCKOH MHGOPMAIMU H K

HacTpoiikam MIPOrpaMMHOI0
obecniedeHys, YCTaHOBIEHHOIO  Ha
HHQUIMPOBAHHOM KOMITBIOTEDE.
Jlannas yrposa o0ycioBIeHa
HEI0CTaTOYHOCTBIO Mep o
aHTUBHMPYCHOH 3aI[UTE, YTO TO3BOJISET
BBIMIOJTHUTh HEKOHTPOJIUPYEMBIH

3aIlyCK BPEIOHOCHOTO IPOrPaMMHOIO
obecrieueHust (OTCYTCTBHE KOHTPOJIS

Pa3peLICHHOT0 MPOrpaMMHOT0
obecrieyeHus).
Kpome  Toro,  maHHas  yrposa

00ycioB/IeHa HEIOCTATOYHOCTBIO Mep
10 pa3TPaHUYEHHIO JOCTyHa (KOHTPOIb
CO3JaHus YUETHBIX 3anucei
0JIb30BaTeIICH ).

Peanuszanus naHHON yrpo3bl BO3MOKHA
IPU  YCIOBHM, 4YTO HA AaTaKyeMoM
KomIbroTepe oTKpbIT RDP-nopt

Buemnumi

HapyLIUTEIb CO

CpeHIM
MOTEHIHAIOM

Cucrema
yIpaBIeHUS
JOCTYIIOM,
BCTPOCHHAs B
OTepaIuOHHY
10 CHCTEMY
KOMIBIOTEpa
(mporpamm-
HOe
obecrieveHue)

10

0.6

Cpenusist

Cpennsist

AKTyasnbHas




YBU.199

Vrpo3a nepexsara
YIpaBICHUS
MOOWILHOTO
yCcTpoiicTBa  mpu
UCIOJIb30BAaHUU
BUPTYaIbHBIX
TOJIOCOBBIX
ACCHCTEHTOB

VYrpo3a 3aKiIo4aeTcsi B BO3MOXHOCTH
YIIpaBIeHHs: MOOMIBHBIM YCTPOHCTBOM
u 3aIyIeHHBIMA Ha HEeM
NPUIOKEHUAMU OT MMEHH JICTaJbHOTO
MOJIL30BATENS 3a CYET Iepelaqyd 3THX
KOMaH/{ yepes BUPTYaJIbHBIX
TOJIOCOBBIX ~ACCHCTEHTOB  (HAmpUMep,
yepes Siri Ui [Phone).
Jannas yrposa o0ycioBiIeHa
npobiieMamMu ayTeHTHHUKAIIN
M0JIb30BaTeNsd, B YacTHOCTH IHo Voice
ID. TI'omocoBO#l aCCUCTEHT HE MOXKET
OBbITh TOJIHOCTBIO YBEPEH B TOM, YTO
ofOpamaronuiicss K  HEMy  TOJIOC
NPUHAJJICKUT BIIAJENbIy yCTPOWCTBa,
MOATOMY JUIsl yIOoOCTBa IMOJIb30BaTeel

u rapaHTHu cpabaTeIBaHUs
yCTaHaBIIMBAETCS HH3Kast
qyBCTBHTENBHOCTH  Voice ID. DOrto

M03BOJISIET HAPYIIUTEIIO HCIOIb30BaTh
3alHCaHHYl0 Ha JAUKTO(POH  pedb
BJafeNblla MOOHIBHOTO yCTpOIicTBa.
Peanuszanus naHHON yrpo3bl BO3MOKHA
IPU  YCJIIOBUHM, 4YTO  BHPTYAJIBHBIH
rojJOCOBOM aCCUCTEHT HaxoJuTcs B
aKTHBHOM COCTOSIHUM (TO €CTh, He
OTKJIIOYEH) U YCTAHOBJEHA HU3Kas
YyBCTBUTEJILHOCTb TOJIOCOBOTO
naeHTudukaTopa

Buemumi

HapyLIUTENb CO

CpeIHUM
ITOTCHI[HATIOM

MobunsHOE
YCTPOMCTBO U
3aITyIIeHHbIe

Ha HEM
TIPYIIOKEHHS
(mporpamm-
HOE
obecreuenue,
anmapaTrHoe

YCTPOHCTBO)

10

0.5

cpenHsisa

Husxkas

Heaxryans-
Hast

TexHomorus
TIPUMEHSETCS

HC




Vrpoza xuieHus

VYrpo3a 3akmo4aeTcss B BO3MOXHOCTH
XHIIEHUS JAHHBIX MOJB30BATENs C €ro
MOOHIIEHOTO ycTpoiicTBa gepes
BUPTYaJIBHBIX T'OJIOCOBBIX ACCHCTEHTOB
(mampumep, uepe3 Siri qus [Phone).
Jlannas yrposa o0ycroBieHa
npoGieMamMu ayTeHTH(HUKALNUH
MOJIb30BaTeNsd, B YacTHOCTH Mo Voice
ID. TI'omocoBO#l aCCUCTEHT HE MOXKET
OBITH ITIOJTHOCTBIO YBEPEH B TOM, 4TO

nHbOpMaIIN c | oOpamaromeiics K  HeMy  Toioc JlanHb1e
MOOWIBHOTO MIPUHAIICKUT BIAJeNbIly yCTpoiicTBa, | Bremrnmit MOJTE30BATENIS
VEIL200 YCTpOWCTBA  IpH | MOITOMY Ui yHOOCTBa IOJIb30BaTeNel | HapyIIUTEIb CO Mo61/1anoro 10 05 p— Huskas Heakryans- | Texnomorus HE
UCIOJIb30BaHUH u rapaHTHU cpabaTblBaHUs | CPEIHUM yCTpOiicTBa Hast HpUMEHSETCS
BUPTYaJIbHBIX YCTaHABIIMBACTCS HH3Kas | MOTCHIHMAIOM (anmapaTHOe
TOJIOCOBBIX YyBCTBHTENBFHOCTh Voice ID. 3to YCTPOHCTBO)
ACCHCTCHTOB MO3BOJISIET HAPYIIUTENIO MCIOIb30BATh
3alHMCaHHYl0 Ha JUKTOQOH  pedb
BlIaJie]blla MOOHMIBHOTO YCTPOWCTBA.
Peanmzarus naHHOH yrpo3bl BO3MOXKHA
NP YCJIIOBUHM, YTO  BHPTYAJIBHBIH
TOJIOCOBOW aCCHCTEHT HAxXOIMTCS B
AKTUBHOM COCTOSIHMM (TO €CTh He
OTKJIIOYEH) W YCTaHOBJICHA HHU3Kas
4yBCTBUTEIBHOCTb TOJIOCOBOTO
naeHTudukaTopa
Vrposa 3akiouaercsi B BO3MOXXHOCTH
YTEUKH MOJIB30BaTENbCKUX TaHHBIX 32
CYEeT WCIIOJIb30BaHUS peal30BaHHON B
Yrpoza yreukn | Opayzepax (QyHKIHH aBTOMATHYECKOTO
MOJIb30BATENBCKUX | 3amojHeHHe  (Gopm _aBTOPH3ALIHH. Ayrenmudixa
JTAHHBIX npu | Peanuzanus JTAHHOM yrpo3bl
UCIOJIb30BaHUH o0yciioBieHa XpaHeHHeM B Opay3epax B | BHemHuit HH;;;T;?
YBU.201 ymuuit OTKPEITOM  BIIC  TOML3OBATEIBCKHX | HAPYIIUTEIR €O HOJIHL3OBaTeJ1;1 10 0.5 cpemHss | cpenHAs | AKTyarbHas
ABTOMATHUYECKOTO | JaHHBIX, HCIIOJBb3YEeMBIX JUISL | CPEeRHHM
3aI0JTHEHUS aBTO3aMoJHEHUsT (GOpM aBTOPU3ALMUH. | NMOTCHIHAIOM (nporpan-
ayTeHTHUKaMOH | Peanmsaims maHHOH yrpo3bl BO3MOXHA 06ec:§tfenne)
HOH wWH(OpMamuu | IpH  YCIOBHH, 4YTO IOJIB30BATENb
B Gpaysepe ucnons3yer  Opaysep, B  KOTOPOM

peann3oBaHa U aKTHBHPOBaHA (pyHKITHS
aBTOMATHYECKOTO 3alloiHEHHsT (HopM
ABTOPH3ALIUH




YBI.202

Vrposa
HECaHKI[IOHUPOBa
HHOM  YCTaHOBKH
OPUIOKEHUH  Ha
MOOHIIBHBIE
yCTpoiicTBa

er03a 3aKJIIOYA€TCsI B BO3MOXKHOCTH

YCTaHOBKH TIPYIIOKEHUH Ha
BUPTyaJbHBIC MAalIMHBl MOOMIBHBIX
YCTPOWCTB, paboTaromux oJ
YIIpaBI€HHEM OICPAlMOHHOW CHCTEMBI
Android, HECaHKIIHOHUPOBAHHO
3aIMyIEHHbBIX BHEJPEHHOM
BpPEIOHOCHOU MIPOrpaMMOH.

BpenoHocHass mporpamma  3aIyckaer
BUPTYaJbHYI0 MAaIINHYy Ha MOOMIBHOM
YCTpONCTBE, pa3Mmeraer
(ycraHaBIMBaeT) B STOH BHPTYaJIbHOMN
MalliHe HEOTrPaHHYEHHOE KOJIMYECTBO

MIPUIIOKEHUH.

Jannas yrposa o0ycroBieHa
HEOCTaTOYHOCTHIO MEp IO KOHTPOIIO
3a 3aIyCKOM TIPUKITaTHOTO
NIPOTpaMMHOTO  O0ECIIeUeHnsl,  4TO
MO3BOJISIET BBITIOJTHUTh
HEKOHTPOJIHPYEMBIit 3aIycK
BPEZOHOCHOTO MIPUKIIATHOTO
MIPOTPaMMHOTO obecnedeHus: mo (hakTy
COBEpIICHUS MOJTB30BaTEIEM
pa3IUuUHBIX  JAEHCTBUM B  CHUCTEME
(HampuMmep, TpU TOMBITKE 3aKPBITHS
MI0JTb30BaTEIEM HEXXeaTeIbHON
peKyIamsbl).

Peanuzanus naHHON yrpo3bl BO3MOXHA
MIPY YCJIOBMU HAIIM4YMs Ha MOOWIBHOM
ycTpoiicTBe BpeIOHOCHON MPOrpaMMBl,
CIOCOOHOHM 3aIyCTHTh BUPTYaIbHYIO
MallMHy ®  YCTAHOBHTb B 3Ty
BUPTYaJIbHYIO MAIINHY TPHII0KEHHE

Buemnmi
HapyIIUTENb CO
CpeHUM
ITOTCHI[HATIOM

MoOubHEIe
ycTpoiicTBa
(ammapatHOE
ycTpoiicTBo,
MPOTrpaMMHOE
obecrieveHue)

10

0.5

cpenHsisa

Huskas

Heaxryans-
Hast

TexHnonorus
TIPUMEHSETCS

HC




YBI.203

VYrposa YTEUKH
nHbopMaIu c
HETIOIKITFOYSHHBIX
k ceru HWutepHer
KOMIIBIOTEPOB

VYrpo3a 3akio4aeTcsi B BO3MOXKHOCTH
XMIIEHUS JAHHBIX C HEMOIKIIOUEHHBIX
K ceTd VIHTepHET KOMIIBIOTEPOB 3a CUET

KOMIOpPOMETAllMd  UX  amlapaTHBIX
JJIEMEHTOB b5 051 YCTPOHCTB
KOMMYTaIlIOHHOTO 00opynoBaHUs
(Hampumep, MapuIpyTH3aTOPOB),
OCHAILICHHBIX LED-unaukatopamu,
¢bukcanumn MepIaHus 9THX
HHIUKAaTOPOB u pacmudpoBKI
MOTYyYEHHBIX pe3yNbTaToB.
Peanuszanus JTAaHHOM YTpO3bl

o0ycllOBIE€Ha TE€M, 4YTO CYLIECTBYET
BO3MOXHOCTb HECaHKIIMOHUPOBAHHOTO

MOJTyYCHUS yIpaBJICHUS ITUMH
HHIUKATOpaMH (c MIOMOIIBIO
CrenUaIbHOM [POIIHBKH WK
MOBBIIICHHUS MIPUBHIIET A u
BBIMIOJIHCHUSI ~ BPEIOHOCHOTO  KOJa),
MO3BOJISIFOLIIETO nepeaaBaTh
WHPOPMAITHIO myTeM ee
npeoOpa3oBaHus B
IOCJIeIOBATEIbHOCTh CHTHAJIOB
HH/IMKAaTOPOB KOMITBIOTEPOB u
KOMMYTALIOHHOTO o6opymoBaHHsI.

Peanuszanus naHHON yrpo3bl BO3MOKHA
IIPU YCJIOBUH, YTO 3JIOYMBIIITIEHHHKOM

momydeH  (Qusmueckmit  mocTtynm K
KOMIIPOMETHPYEMOMY KOMITBIOTEPY
WIN KOMMYTallHOHHOMY
000py10BaHHIO TUISt YCTaHOBKH

CpecTBa BU3YalbHOTO CheMa CHTHAJIOB
LED-unmukatopon

Bremnnii
HapyLIUTeIb CO
CpenHUM
MOTEHIIHAJIOM,
BuyTpennuit
HapyLIUTeNb CO
CpeaHUM
MOTEHLIUAIOM

IIporpammuoe
obecrieueHne

10

0.5

cpenHsis

Huskas

Heakryans-
Hast

TexHnonorus
TIPUMEHSETCS

HC




VYrpo3a 3akmodaeTcss B BO3MOXHOCTH
HECAaHKLIIHOHUPOBAHHOTO  M3MEHEHMs
BPEJIOHOCHOH IIPOrpaMMoOil 3HaueHHH
apaMeTpoB KOHTPOJIS U YNpPaBICHUS
HCIIOJIHUTENBHBIMU  yCTpOlicTBaMH B

MIPOTPaMMHPYEMBIX JIOTUYECKHX
KOHTpOJIIepax nocie ee
MPOHUKHOBEHUS] M AaBTOPU3AIMU Ha
Vrposa P P .
JTaHHBIX yCTpOiCcTBax.
HECaHKI[HOHNPOBa
Peanmuzamus  yrpo3sl  oOycioBieHa
HHOTO W3MEHCHUS N
. BO3MOXHOCTBIO BPEIOHOCHOIT N
BpPEIOHOCHON Buemnwii
. IIporpaMMBl  OOHApyXHBaTb B CETH
POrpaMMoit HapylmuTens co | AmmapaTHoe
YBI.204 . MporpaMMupyemble JIOTUYECKue N 10 0.6 Cpennsst | Cpenusist | AKTyanbHas
3HAUYCHHH CpeIHUM YCTpOICTBO
KOHTPOJUIEPEI, MPOHHUKATH u
napameTpoB . | TOTeHIHAIOM
(YHKIMOHHPOBAaTh B  OMNEPALMOHHON
HPOrPaMMHPYEMBI
cucreme MIPOTPAMMHUPYEMBIX
X JIOTUYECKUX
JIOTHYECKUX KOHTPOJUICPOB, a TaKXKe
KOHTPOJIJIEPOB
HEIOCTaTKaMu MEXaHU3MOB
ayTeHTH(UKALH.
Peanmzarus naHHOH yrpo3bl BO3MOXKHA
IPpU  YCIOBHM, 4YTO  CYLIECTBYET
BO3MOXKHOCTh JIOCTyHa K OJJIEMEHTaM
aBTOMAaTH3UPOBAaHHON CHCTEMBI
YIpaBICHHUA TEXHOJIOTHYECKUMHU
npoueccamu 1o cetu nrepuer
VYrposa
VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
HapyIIeHU]
AGOThL HapylleHus: paboThl KOMIbIOTEpA H
p OTKa3a B JOCTyIlE K €ro JaHHBIM 3a
KOMIBIOTEpa u
cyeT  OmHUOOYHOTO  OJNIOKHPOBAHUS .
Oy1oKMpOBaHUS Buemnwuii AmnmnaparHoe
JocTyma K ero CPEICTBOM  3AIMTHI  HH(OPMAIH HapyLHUTEIb C CTpOIicTBO
YBN.205 y ¢aiinos. Py yerp § 10 0.6 Cpenusst | Cpenssist | AKTyanbHas
JTAaHHBIM n3-3a . HU3KUM MIPOTPaMMHOE
N Peanuzanus JTaHHOM YIPO3EI
HEKOPPEKTHO MOTEHIHAIOM obecrieueHne
AGOTEL 00yCIIOBIIEHa T€M, YTO Ha KOMIIBIOTEpe
p YCTaHOBJIEHO CpPEICTBO 3aIIUTHI
YCTaHOBJIEHHBIX

Ha HEM Cpe/ICTB
3aI[UTHI

uHbopMaIuy, peanusyroree QyHKIHIO
OJIOKHpOBaHUS (DaiioB




er03a 3aKJIIOYAa€TCA B IPEKpalllCeHUH

pabotel  oGopymoBanms ¢ UIIY,
BBI3BAaHHOM U3MEHEHUEM
Vrposa oTkaza B | reolOKalMOHHOW  uHpopmarmu 0
pabore JaHHOM 000pyI0OBaHUH. Yrpoza S Y—
o0opynoBaHusi u3- | 0OycIOBIEHa TCOJIOKAIlMOHHOM [Norenuunan
o HapymuTeab ¢ | AmmapaTHoe Heaxkryans-
YBUN.206 3a HW3MEHEHUs | MpUBS3KOH obopymoBanus ¢ UIIY N 10 0.5 cpenHss Huzkas HapyLIUTes
N N .. | BBICOKHM YCTPOUCTBO Hast
T€0JIOKAIINOHHOH KOHKPETHOH reorpaduIecKoi —— HEJIOCTATOUCH
nHGOpMaMK O | KOOpAWMHATE IIpH IIyCKO-HaJaZOYHBIX
HeM pabortax. VYrpo3a peamusyercs IIpH
YCIIOBHH TI€peMEILEHUs] 000pYA0BaHUS
¢ UIIY u npuBOIUT K HEBO3MO>KHOCTHU
€ro JadbHeUIel SKCIuTyaTaluu
VYrposa 3aKIIFOYAeTCSI B
HECAaHKIIMOHHPOBAHHOM HOTyYESHUH
VYrposa P yaes
JOoCTylla K IapaMeTpaM HacTPOHKH
HECaHKI[HOHNPOBa N
nHpopMaru B obopynoBanuu ¢ YIIY | BuemrHwmit
HHOTO JIOCTyna K
HaPAMETDAM MOCPEICTBOM HCTIONB30BAHUS | HAPYIIUTENb C
HaET“pOI;fIE u CHEIHAaNTbHBIX «MacTep-KOJOB» | HU3KUM AmnmapatHoe
WHXCHEPHBIX  TMapoJjeit «OKECTKO | MOTEHIMAJIOM CTpOICTBO Heakryans- | TexHonorus He
YBU.207 obopynoBaHus 3a ( p p ) HHATIOM, Ye1p ' 10 0.5 CpemHsIst Huskas y
cuer MIPONTUCAHHBIX» (HE U3MEHsEMBIX ITyTeM | BHyTpeHHui IIpOrpaMMHOE Has NIPUMEHSeTCs
KOHOUTYpUPOBaHMs) B MPOrPAMMHOM | HapyIlIUTeNnb C | oOecredyeHHe
HCIIOTb30BAHHSA
obecreyeHnH JTaHHOTO OOOpPYHOBAHMS. | HU3KHM
«MacTep-KOJIOB
Yrpoza o0yciioBieHa HEOOXOUMOCTBIO | TIOTCHIIHAIOM
(MH>XeHePHBIX
napouei) MIPOBEACHHUS PEMOHTHBIX paboT TpH
P coosix B IIO obopymoBanus c UITY
TIPEICTABUTEIISIMU TTPOU3BOIUTEIS
Vrposa 3akiouaercsi B BO3MOXXHOCTH
HCIIOJIb30BaAHUS BBIYHCITHUTEIIBHBIX
€CypCcOB  CPEICTB  BBIYUCIUTEIBLHON .
peeyp pen Buemnwmii
TEXHHUKU ULt OCYIIECTBICHHS
HapyLIIUTeIb C
CTOPOHHHX BBIYHCITHTEIBHBIX
HHU3KHM
MIPOIIECCOB.
VYrposa ea3yeTcs 3a cuer | MOTCHIMATON,
VYrposa P p Y Buemnwmii
BHEJIPCHUS B cpencTBa
HELeIeBOro . HapyLIHUTEIb CO
BBIYHCITUTEIILHOM TEXHHUKU Cpencrso
HCTIONb30BAHHS N CpemHIM
BPEIOHOCHOM HPOTPaMMBEL, BBIYHCITUTEITh
BBIYHCITHTEIBHBIX N o | TIOTEHIHAIOM, .
YBU.208 colepxamieil KO,  pealu3yroumi . HOH TEeXHUKH, 10 0.6 cpenHsas | cpenHAs |AKTyalbHas
pecypcos BuyTpenunit
HCII0JIb30BaHUA BBIYHCIUTCIBbHBIX MOOHUIBLHOE
cpenctsa eCypcCoB  JUIS  CBOMX HyXZ (B HapyHInTess - ¢ CTpOICcTBO
BBIYHUCIIUTENBHOM peeyp y)Ii HU3KUM yerp
JaCTHOCTH, UL MaiHHHTa
TCXHUKH MMOTCHINAJIOM,
KPHUIITOBAJIOTHI). .
BryTtpennuit
Hannast yrposa o0ycioBIeHa
HaApyLIUTENL CO
HEZIOCTATOYHOCTBIO  CICAYIOIIUX Mep
CpemHUM
3aLIUTHI uH(bOpMALUH:
MOTEHINAIOM

— Mep IO aHTUBUPYCHOHM 3alllUTe, 4TO
MIO3BOJIICT BBINIOJHUTH YCTAaHOBKY MU
3allyCK  BPEIOHOCHOH  IpOrpaMMbl;




— Mep MO OrPaHHYEHHUIO NPOTrpPaMMHOI
Cpenbl, YTO IMO3BOJLSIIOT HAPYIIUTENIO
OCYILECTBIIATD OGECKOHTPOJILHEIN
3aIyCK NPOrPaMMHBIX KOMIIOHEHTOB.

YBU.209

Vrposa
HECaHKIIHOHHPOBA
HHOTO JOCTyma K
3aMUIIaeMON
MMaMSITH spa
mpoueccopa

Yrpo3a 3akimrouaeTcss B BO3MOXKHOCTH
MOJYYEHUs] JOCTyNa K 3allUIeHHON

MaMsITH u3 MIPOTPaMMBI, HE
obagaromiei COOTBETCTBYIOIIUMH
MpaBaMH, B pe3yJbTaTe JKCIUTyaTallud
YSA3BUMOCTEH, ITO3BOJISIOIINX

IIPEOJIOJIETh MEXAHU3M Pa3rpaHUYCHUS
JOCTyNa, peanu3yeMblil IEeHTpalbHBIM
MIPOLIECCOPOM.

Peanuszanus JTAaHHOM YTpO3bl
00yCIIOBIEHAa HAINYHEM YSI3BUMOCTEH,
CBSI3aHHBIX C OMHUOKOW KOHTPOISA
JOoCTynla K TaMATH, OCHOBAaHHBIX Ha

CIIEKYJISITHBHOM BBITIOJTHCHUN
HHCTPYKIMH — mpomneccopa.  Ommobka
KOHTPOJSI ~ JIOCTyma  OO0YCJIOBJIEHa
CIIeIyIOIIUMU (hakropamu:

1) oTcyTcTBHE MPOBEPKH MPaB AOCTyIA
mpornecca K YUTaeMbIM 00IacTsIM TIpH
CIEKYTATHBHOM BBIMOTHEHUH
ornepanuii, B TOM 4HClIe IpH YTCHHU U3
OIIepaTHBHOM HaMsITH;
2) OTCYTCTBHE OUYHUCTKM K3IIa OT
pe3ysbTaToB OIMO0YHOTO
CIEKYJISITHBHOTO HCTIOJTHEHUS;
3) XpaHEeHUe TTAaHHBIX spa
OTIEPAlMOHHON CHCTEMBI B aJPECHOM
MIPOCTPAHCTBE mporecca.
Peanuszanust 1aHHON yrpo3bl BO3MOKHA
n3-3a HaJIM9Us HPOLIECCOPOB,
HMEIOIUX allapaTHhle YSI3BUMOCTH U
OTCYTCTBHS COOTBETCTBYOLINX
0OHOBIICHUH

Bremnuit
HapyLIUTEh
HHU3KHM
MOTEHIHAJIOM,
BuyTrpennuit
HapyLIUTEIb
HU3KUM
MOTEHLUAIOM

C

C

AnmapatHoe
YCTpOICTBO

10

0.6

cpenHsis

cpemHss

AxTyanbHas




er03a 3aKJIIIOYAacTCsI B  BO3MOXHOM

HapyIICHUN (hyHKIIMOHUPOBAHUS
MPOTPaMMHBIX, MPOrpaMMHO-
anmapaTrHbIX 9JIEMEHTOB
Viposa WHPOPMAIIIOHHON  CUCTEMBI WA
P WH()OPMAIIMOHHON CHUCTEMBI B IIEIOM
HapyIICHUS -
aGOTHL n3-3a HEKOPPEKTHOH paboTsI AnmapatHoe
p . | ycraHoBneHHBIX OOHOBIECHHUH (maTueil) ycTpoiicTBo,
MHQOPMAIIHOHHOM N
CHCTEMHOTO nporpaMmHoro | BayTpeHHuit MHKPOIPOrpa
CHCTCMBI, obecnieueHust HaApyIIUTENh  C MMHOE Heakryainb Totentman
YBU.210 BBI3BAaHHOTO ) Py § 10 0.5 CpenHsist Huskas y HapYILIUTEIs
VYrposa o0ycioBiIeHa HAJIMYAEM | BBICOKUM CHUCTEMHOE U Hast
00HOBJIEHHEM HEIOCTaTOueH
KPUTHYECKUX  OMHOOK,  Je(eKTOB, | MOTCHIHAIOM MIPHUKIIaTHOE
UCTIONIB3YEMOTO B .
et YSI3BUMOCTEH B HCTIOJIE3yEMOM MPOTrpaMMHOE
MIPOTPaMMHOM obecrieueHUH obecrieueHne
HIPOrPaMMHOTO .
uHpopMaIOHHO CHCTEMBI.
obecrieueHust .
Peanu3anust faHHOW Yrpo3bl BO3MOXKHA
MPU YCJIOBHU YCTAHOBKH OOHOBJICHHI
Ha HpOrpaMMHO-aIIapaTHbIe
KOMITOHCHTBI HHPOPMAITHOHHO
CHCTEMBI
VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
NECTPYKTHBHOTO  BO3JCHCTBHS  Ha
UH(POPMAIIMOHHYTO CHCTEMY u
obOpabareiBaeMylo €0 HH(pOpMaIuo B
pe3ymbrate  pabOTBl  MPOTPAMMHOTO
VYrposza obecrieyeHus, HUCIOJIb3yeMOro  Juis
HCIIOIb30BaHHS aJIMUHUCTPUPOBAHUS
HEMPOBEPEHHBIX HHPOPMAITHOHHBIX CHCTEM.
none3oBaTenbekux | JlaHHas yrposa cBsizaHa co ciabocTsIMU
JTAHHBIX MpH | TPOLEAYPHI MPOBEPKU
(hopmupoBanum MOJTb30BATENBCKUX JTaHHBIX, N
BayTpenHuit
KOH(QHUTYpAallMOHH | HWCHONB3YeMBIX TpH  (HOPMHPOBAHUU CucremHoe
- N HapyLHUTEIb C
YBU.211 oro (haitna, | KOHPHUTYPAITHOHHOTO ¢daitna s 3K MIPOTPaMMHOE 10 0.6 Cpenusst | Cpennsisi | AKTyanbHas
HCTIONIE3yEeMOTO MIPOTPaMMHOTO obecrieueHust obecrieueHme
MOTEHIHAIOM
MPOTPAMMHBIM aJIMUHUCTPUPOBAHUS
obecnieueHueM HHPOPMAITHOHHBIX CHCTEM.
aZMUHHCTpUpOoBaH | Peanmsaims maHHOH yrpo3bl BO3MOXHA
us B Ciydae, ecii B HH(OPMAIOHHON
UH()OPMAIIMOHHBIX | CHCTEME HCIONB3YeTCs MPOrpaMMHOE
CHCTEM obecrnieueHne aJIMUHUCTPUPOBAHUS
HH()OPMAMOHHBIX CHCTEM, KOTOPOE B
KavecTBe HCXOIHBIX JAHHBIX
UCTIONB3YyEeT KOH(UTYpalMOHHbIE

(aiinel, chOpMHpPOBaHHBIE Ha OCHOBE
IMOJIB30BATCIIbCKUX JaHHBIX




YBU.212

VYrposa mepexsara
YIIpaBICHUS
HHPOPMAIIMOHHON
CUCTEMOM

Yrpo3a 3akimrodaeTcs B BO3MOMKHOCTU
OCYIIECTBICHUS HapyIIuTeneM
HECAaHKLIIHOHUPOBAHHOTO  JIOCTyna K
UH()OPMAIIMOHHBIM, MPOTPaMMHBIM U

BBIYUCITUTEIEHBIM pecypcam
WHPOPMAITHOHHOH CUCTEMBI B
pe3ynbrare M10/IMEHBI CpencTB
LIEHTPaIU30BaAHHOTO yIIpaBICHUS

nHOpMAaIMOHHON cHcTeMOH wWiH eé
KOMIIOHEHTaMHU.

JaHHast yrpo3a o0yclIOBlIeHa HATHYUEM
y CpelcTB HEHTPATH30BaHHOTO
yTIpaBICHUS MpPOrPaMMHBIX
WHTEPPEHUCOB  B3aMMOICUCTBHA  C
JIPYTUMH cyOBeKTaMH JI0CTyTa
(mpoueccamu, IporpaMMaMH) H, Kak
CIIEJICTBHE, BO3MO>XHOCTBIO
HECAaHKIMOHHPOBAHHOIO  JOCTyHa K
JAHHBIM cpeacTBaM
LEHTPAIM30BAHHOTO  yIpPABICHUS, a
Taloke HEAOCTATOYHOCTBIO Mep 0
pasTpaHMYEHHIO  JOCTyma K  HHM.
Peanuzanus naHHON yrpo3bl BO3MOXHA
IIpU YCIOBUM HAJIMYMs Y HapyLIUTEINs
IpaB Ha OCYIIECTBJICHHE
B3aUMOJICUCTBUA ~ CO  CpEeACTBaMU
LEHTPATM30BAHHOTO YIIPABICHHS

BuyTrpennuit

HapyLIUTENb CO

CpeIHUM
IIOTCHI[AATIOM

WNudpactpyx-
Typa
“HPOPMAIIO
HHBIX CHCTEM

10

0.6

Cpenusis

Cpennsist

AKTyanpHas

YBU.213

Yrpoza  obxona
MHOT0(aKTOPHOU
ayTeHTU(PHUKALIUI

VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
obxona MHOT0(aKTOPHOM
ayTeHTH(HUKAIMK IIyTeM BHEIPCHUS
BPEIOHOCHOTO KoJa B
JIMCKPEAUTHPYEMYIO CHCTEMY u
KOMITOHEHTHI, y4acTBYIOLINE B
mporeaype MHOTO()aKTOPHOH
ayTeHTH(UKALH.

HNannast yrposa o0ycrnoBieHa:
- HaJUYHEM y3BUMOCTEH
MIPOTrpaMMHOTO obecrniedeHust;
— cnabocTsIMH  Mep  aHTHBHPYCHOI
3alUTHl M pasTpaHUYeHHs JOCTYIIA.
Peanusaiys JaHHON yrpo3bl BO3MOXKHA!
- B ciry4ae paboThr
JUCKPEUTUPYEMOT0 TOJIb30BaTeNsl  C
¢aitnamu, HOCTYMAOLUINMH u3
HEOOBEPCHHBIX HCTOYHHKOB,
— IpU HAJIUYUH y HETro le/lBI/IHeFI/Iﬁ
YCTaHOBKH MPOrPaMMHOTO
obecrieyeHust

Braemami
HapyIIATENh
BBICOKUM
MTOTEHIIMAIIOM

C

CucremHoe
MpOrpaMMHOE
obecrieuenue,
MHUKpOTIpOrpa

MMHOC
obecneuenue,
y4YeTHBIE
JTAHHBIE
MTOJIB30BATENIS

10

0.5

cpeaHsis

Huzskas

Heakryansb-
Has

ITorenmuan
Hapym UTECIISA
HEJ0CTaTOYCH




Yrpossl u3 bazoBoii Moaeaun yrpos

Buemnwmii
VYrposa YTEUKH
. HapyLIUTEIb C
AKyCTHYECKOH
. BBICOKUM
magopvamn € | Hamrane dyniuuii rosocosoro sosa NIOTEHLIMAJIOM Pabouas Heaxryans- | Texnonorus HE
TKY 001 | IPUMEHEHUE Wil GYHKIAH ~ BOCIIPOHM3BEICHHS .’ 10 0.5 Cpennsist | Huzkas Y
BHYTPEHHHUI CTaHIUS Has IIpUMEHSeTCs
M AKyCTHYECKUMH CPEeICTBAMU HADVILITCIE C
TEXHUYECKUX D e
CPEJCTB
MOTCHIIHAJIOM

TKY 002
VYrposa
HECaHKLIHOHUPOBA
HHOTO ceéma | [lepexBaT (mpocMOTp) 3amIuIIaeMon
nHpopmamy, nHpOpMAaIM MOXET OCYIIECTBIATHCS
oToOpaXkaeMoil Ha | MOCTOPOHHUMH muamu | Bremnuii IMorermuan

ucIuiee C PacCTOSHMS NPSMOH BHIAMMOCTH W3- | HapyIIUTEIb C Pabouas Heaxkryans-

TKY 003 A p p e P 10 0.5 Cpennsist | Huskas y HAPYILIUTEIsS
MOHHTOpA 3a NpenenoB KOHTPOIUPYEMOH 30HBI C | BBEICOKUM CTaHIUS Has HeZIOCTATOeH
HOCTOPOHHUMH UCIOJIb30BaHHEM HOTEHLHAJIOM
JIUIIAMH, ONTHYECKUX (ONTHKOAJIEKTPOHHBIX)

HaXOJAIIMMUCS 32 | CPEACTB
npezenamu
MOMEIICHHS
VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
nepexBara TeXHHYECKHMMH CpPeCTBAMU
Yrposa yTEUKH
MOOOYHBIX (HE CBSI3aHHBIX C MPSIMBIM
uHpOpPMAIMK  TIO0 . Cepgep,
(bYHKIMOHATEHBIM 3Ha4yeHHneM | BHemrHwmit
KaHaiam pabouas IMoTenmman
anemenTtoB VCII/IH) wHDOPMATUBHBIX | HAPYIIUTENh C Heakryans-

TKY 004 MOOOYHBIX o CTaHLus, 10 0.5 cpenHss Huzkas HapyLIATEIS

JIEKTPOMAarHUTHBIX noseit U | BBICOKUM Hast
9JIEKTPOMATrHUT- HOCHUTEJTb HEZO0CTAaTOueH

N AEKTPUIECKHX CHTHAJIOB, | TIOTEHLIHAJIOM

HBIX H3Iy4eHHH u uHpopMaIU

BO3HUKAOIINX npH
HaBOJIOK .

00paboTke 3amuIaeMoi HHpOpMaN

TEXHUYECKHMH CPEICTBAMHU

VYrposza eaqM3yercs  3a  CYeT .
VYrpo3za BHepeHUs P p Y Buyrpennnit

. BHeIpeHHs (YyCTaHOBKH) B CpEACTBa

HPOTrPaMMHO}A, . HapyLIUTEIb C

BBIYHCJIINTCIIBHOU TCXHUKHU
HPOTrpaMMHO- . HHU3KUM

. OpOrpaMMHON WM [POrPaMMHO- Cepsep,

arnmnapaTHoOu “ NMOTCHIIMAJIOM, HeaKTyaana

TKY 005 anmapaTHoOU 3aKIIaJIKH, N pabouas 10 0.5 Cpennsisi | Hwuskas
3aKJIaIKH Ha BHCIITHHUH s

00eCIIeUnBaIOIIYI0 CBEM U () CTaHIINS,
ABTOMATU3UPOBAH nepeiay 3a1111/1111aeM0171 I/IH(i)O MAILHH HapylmuTeJib C
HOE pabouce P y P i HU3KHM

a TAaKXKE MPU ONPEACICHHBIX YCIOBUAX
MecTo HOTEHLHAIOM

HeCﬂHKLIMOHHpOBaHHin’I JOCTYII




Buyrpennnii

Yrpossl Lenp peanusanuu yrpossl COCTOUT B VYuérHele
HapyIIUTENb C
TKY 005 BeIABICHUS — win | momydeHun HCJ| myrem mpeomoneHus KM JaHHBIE 10 0.6 Cpenusist | Cpennsis | AKTyanbHast
noadopa maposief | mapoJIbHOH 3alUTh — 10JIb30BaTEIIs
HNHble HMCTOYHUKH YTPO3
IlepeGou B 31€KTPOCHAOKEHUH MOTYT
npuBecTH Kk cbosm B pabore MCII/IH N
Yrpoza c6os | P P I[u BuyTpennuit
I CpencTB BEIYHCIIUTENBHOM Cepgep,
CHCTCMBI HapyIIUTeNlb  C
nny 001 AICKTPOCHAGHKE TEXHUKH, YTO MOXKET BBI3BATh K OTEPH | v pabouas 10 0.75 | Beicokas | Cpenuss | AKTyaJbHas
p WIM HECOXPaHeHHI0 HH(pOpMauuH, a CTaHLMs
HUSA MOTEHIINAJIOM
TaKKe HapYLICHHIO €€ JOCTYHOCTH B
UCTIu
VYrposa
UCHOJBb30BaHMA HE | YTpo3a 3akiIro4aeTcss B BO3MOXHOCTH | BHyTpenHwmii
TEHHBIX HECaHKIIMOHUPOBAHHOTO KOIMPOBAHMS | HAPYLIUTENb C Hocurenb
uny 002 | * {HOFHp P Py 10 0.75 | Bricokas | Hmskas |AxryasnbHas
OTYYXIAEMbIX 3alHIIAeMOi uHpopMaIII Ha | HUZKHM uHpOpMaIU
HocuTenei CbeMHbIE HOCHTENH HHPOPMAIMI HOTEHLHAIOM
nH(pOpMaIu
VYrpo3a 3akiIo4aeTcsi B BO3MOXHOCTH
YMBIIUICHHOTO/HEYMBIIIICHHOTO
BBIBEIICHUSI M3 CTPOS BHYTPCHHUM
HapyLIUTEJIeM  aBTOMAaTH3MPOBaHHbIC
paboune Mecra, cepBepa WM KaHaJbl
CBSI3M, 4YTO MOXET NPHBECTH K
HapyIIeHUIO  JOCTYHOCTH, a B
Yrposa BelBOzA U3
p A HEKOTOPBIX CIIy4asX M LEJIOCTHOCTH .
CTpOst o BayTrpennuit Cepgep,
ABTOMATH3HpOBaH | oo HACMOH unpopmaILL. HapyIIUTeNlb  C aboyast
nuny 003 p Hannast yrposa o0ycioBieHa Py P 10 0.5 Cpennss | Cpennsisi | AKTyanbHas
HbIE paboune HHU3KHM CTaHINs,
c1aboCTAMHU Mep KOHTPOJISt
MecTa,  cepBepa MOTEHIHAJIOM KaHaJIbI CBS3H
T KaHATbL CBSI3H ¢bmI3HIeCKOTo JoCTymna K
ABTOMATH3UPOBAHHBIM pabounm
MecTaM, cepBepaM MM KaHajlaM CBSI3H.
Peanmzarus naHHOH yrpo3bl BO3MOXKHA
IIPY YCJIOBHMH TIOJTy4EHHsI HAPYLIUTEIEM
(bHu3nIecKoro JIOCTyHa K
ABTOMATH3UPOBAHHOMY pabouemy
MECTY, CepBepy WJIH KaHay CBSI3H.
Viposa VYrpo3a 3akIo9aeTcss B BO3MOXHOCTH
HefaHKuHOHH oBa YMBIIUICHHOTO/HEYMBIIIICHHOTO
p HapyILICHUS 0e30macHOCTH N
HHOTO . BHyTpenHuit
3aluIaeMoi uHbGopMaruu Cepsep,
OTKITFOYEHHS HapyIIUTeNlb  C
Uy 004 cpeicTB MONMb30BATENS,  MyTeM  3apakemus | oo pabouas 10 0.6 Cpennsist | Cpennsas | AkTyanbHas
P “ BpCAOHOCHBIMH nporpamMmmamMu CTaHII A
AQHTHBHPYCHON HOTEHLHAIOM
B—— (Bupycamn) ABTOMATH3HPOBAHHOTO
pabouero MecrTa.
HHbOpManuK

Peamuzanus manHoit YIrpo3bl BO3MOJKHA




MU YCJIOBUU HAIIMUMA y TOJIB30BaTENs
BO3MOXHOCTU OTKJIIOYEHUS CpEJCTBa
AQHTUBHPYCHOH 3aIlUTEL.

VYrpo3za  yrpathl, | Yrpos3a 3akiiodaercss B BO3MOXHOCTH
KpaXH HOCHTENEH | OCyIIecTBICHHS HapyIIuTeIeM .
P i pym BuyTrpennuit
UHbOpMALUH MPAaKTUYECKH JHOOBIX IEeCTPYKTHBHBIX
o o HapyLmHTeIb C Hocurens
HUNY 005 | comepxamux JeHCTBHIA B OTHOWIeHMH | v = - 10 0.6 cpenusis | cpenmHss | AKTyaibHas
KIIIOYH JHMCKpEUTUPYeMOil MH(GOPMAIHOHHOM p
. MOTEHIINAJIOM
3NEKTPOHHON CHCTEMBI,  JOCTYNHBIX  BIaJeTbILy
TOITHUCH xiroueBoro Hocutenst B UICTIJIH.
Vrposa
HEaHTPOIIOTeHHO- | YTpo3a 3aKIoYaeTcsi B BO3MOXKHOCTU Cepsep,
ro (CTUXUIHOTrO) | HapyIICHHS pabotocmocobHOCTH pabouas
NNy 006 | xapakxrepa, UCIIH, a Takke  AOCTYHOCTH H CTaHIHS, 10 0.75 | Beicokas | Cpenmsisi | AKTyasbHas
HanpuMep yIapbl | [EeTOCTHOCTH 3aIInIaeMoi HOCHTEIh
MOJIHMH, TOXapsl, | nHdopmarmn nHpopmanmn

HABOJIHCHMS U T.II.
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